RESOLUTION NO. 2021 -_ G W32

A RESOLUTION BY THE BOARD OF COUNTY COMMISSIONERS OF ST. JOHNS COUNTY,
FLORIDA AUTHORIZING THE COUNTY ADMINISTRATOR, OR DESIGNEE, TO ENTER INTO
NEGOTIATIONS WITH ILLUMANT LLC AS THE TOP RANKED FIRM UNDER RFP NO: 22-06
CYBER SECURITY ASSESSMENT, AND UPON SUCCESSFUL NEGOTIATIONS, AWARD AND
EXECUTE A CONTRACT FOR COMPLETION OF THE WORK. |

RECITALS |

WHEREAS, the County requires a comprehensive cyber security assessment for the St. Johns County
Board|of County Commissioners’ local and wide area network which serves theIBoard of County Commissioners
(BCC), St. Johns County Clerk of Courts, and the St. Johns County Sheriff’s Ofﬁce as specified, in accordance

with RFP No. 22-06; and

WHEREAS, through the County’s formal RFP process, Illumant LLC was s?lected as the highest ranked firm,
and it is recommended to enter into negotiations, and upon successful negotiations, enter into contract with Illumant

LLC to complete the project; and

HEREAS, the County has reviewed the terms, provisions, conditions alnd requirements of the proposed
contract (attached hereto, an incorporated herein) and finds that entering into contract to complete the work services

serves|a public purpose.

WHEREAS, the contracts will be finalized after tfegotiations but will be in|substantial conformance with the
attached draft contract.

NOW, THEREFORE BE IT RESOLVED BY THE BOARD OF COUNTY COMMISSIONERS OF ST.
JOHNS COUNTY, FLORIDA, as follows:

Selctlon 1. The above Recitals are incorporated by reference into the body of|this Resolution and such Recitals
are adopted as finds of fact.

Section 2. The County Administrator, or designee, is hereby authorized to enter into negotiations with Illumant
LLC to come to agreement over terms and conditions. In the event an agreement cannot be reached, the County
Admiﬁisﬁator, or designee, is authorized to cease negotiations and negotiate with|the next successively ranked firm
until an agreement can be reached, or it no longer serves the County’s best interest to proceed.

Selctlon 3. Upon successful negotiations, the County Adm1mstrator or demgnce is further authorized to execute
agreements in substantially the same form and format as the attached draft on behalf of the County to provide the
scope of services as specifically provided in RFP 22-06.

Section 4. To the extent that there are typographical and/or administrative errors that do not change the tone,
tenor, bor concept of this Resolution, then this Resolution may be revised without subsequent approval by the Board
of County Commissioners.

PASSED AND ADOPTED by the Board of County Commissioners of St. Johns County, Florida, on this 9.\

day Ofbg.gmher_ 2021. |
ARQ OF COUNTY COMMISSIONERS OF

ATTEoT Brandon JI. Patty,
Clerk of the Circuit Court & Comptroller

By; I W&&

Deputy Clerk
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CONTRACT AGREEMENT
RFP NO: 22-06 Cyber Securlty Assessment
Master Contract #:

This Con:tract Agreement, (“Agreement”} is made as of this day of , 2021, ({“Effective
Date”), by and between St. Johns County, FL (“County”), a political subdivision of the State of Florida, with principal
offices Iocated at 500 San Sebastian View, St. Augustine, FL 32084, and [llumant LLC (“Contractor”), authorized to do
busmess| in the State of Florida, with offices located at 431 Florence Street, Su:te‘ 210, Palo-Alto, CA 94301; Phone:
(650) 961- 5811 Email: siliak@illumant.com.

In consideration of the mutual promises contained herein, the County and the Contractor agree as follows:
. | ¥
|

ARTICLE1 -~ DURATION and EXTENSION

This Agreement shall become effectlve upon srgnature by both parties, as of the Effective Date shown above, and
shall remain in effect for a period of one (1) calendar year. This Agreement|may be extended as necessary to
complete the required services, upon satisfactory peiformance by the Contractor} mutual agreement by both parties,
and the availability of funds. While this Agreement may be extended as stated in this Article, it is expressly noted that
the- Cou‘lnty is under no obligation to extend this Agreement. it is further exprefssly understood that the option of
extensioln is exercisable only by the County, and only upon the County’s determination that the Contractor
satisfactorily performed the Services noted in the Contract Documents. ;

ARTICLEiZ - ENUMERATION OF CONTRACT DOCUMENTS |

The terr'ﬁ'\ “Contract Documents” shall include this Agreement, all Specrﬁcat:ons and any addenda/exhlblts thereto; all-
Spemfrcatrons, this Agreement, any duly executed amendments, addenda, and/or exhibits hereto; and any and aIIl

Change Orders

ARTICLE|3 - SERVICES

The Contractor’'s responsibility under this Agreement is to provide a comprehensive cyber security assessment for
the St. Johns County Board of County Commissioners’ local and wide area network which serves the Board of County
Commissianers (BCC), St. Johns County Clerk of Courts, and the St. Johns County Shenf‘f’s Office.

Services| provided by the ‘Contractor shall be under the general dlrectlon of St. Johns County. Management
Informatlon Systems or other authorized County designee, who shall act as the County s representative throughout
the duratlon of this Agreement. ;
ARTICLE|4 - SCHEDULE |

The Contractor shall perform the requrred Services according to-the schedule submitted and approved by the County.
No changes to said schedule shall be made without prior written authorization frqm the County’s representative.

ARTICLE|S5 — COMPENSATION/BILLING/INVOICES

A. The |County shall compensate the Contractor an amount of total amount riot-to-exceed ninety-one thousand
nine hundred sixty-eight dollars and seventy-five cénts ($91,968.75), which|shall include-any and all direct and
indirect costs, and reimbursable expenses. The maximum amount available as compensation to Contractor under
this Agreement shall not exceed the amount stated above without the County's express written approval, and
amendment to this Agreement. '

B. ttis l'.trrctly understood that Contractor is not entitled to the above-referenced amount of compensation. Rather,

Contractors ‘compensation ‘is based upon Contractor’s- adhering to the|Scope of Work, detailed in this
Agreement. As such, the Contractor’s compensation is dependent upon satisfactory completion and delivery of
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all \A{ork product and deliverables noted in the Scope of Work, and detailed in|this Agreement.

C. ThelContractor shall bill the County for services satisfactorily performed, and materials satisfactorily delivered at
the l[end of each week. The signature of the Contractor’s authorized representative on the submitted invoice shall
constitute the Contractor’s certification to the County that:

1. The Contractor has billed the County for all services rendered by it and any of its Contractors or sub-
contractors through the date of the.invoice; ‘ '

2. f\s of the date of the invoice, no other outstanding amounts are due from the County to the Contractor for
services rendered; “

3. The reimbursable expenses, if any, have been reasonably incurred; and

4. The amount requested is currently due and owing.

D. ThOtIJgh_ there is no billing form or format pre-approved by either the County, or the Contractor, bills/invoices
submitted by the. Contractoer shall include a detailed written report of the Wark accomplished in connection with
the Scope of Work, and must be submitted with a Request for Payment Forrin 1550, as provided by the County.
The {County may return a bill/invoice from the Contractor, and request additional documentation/information.
Under such cirtumstances, the timeframe for payment will be extended bly the time necessary to receive a
verifliéd bill/invoice. v

E. The ;Contractor’s acceptance of the County’s payment of an invoiced amount shali release the County from any
claim by the Contractor, or by the Contractor’s sub-contractors, for work perl'Formed but not invoiced during the
time: period indicated on the invoice for which payment was issued. - -

F. .Unle;ss otherwise notified, bills/invoices should be delivered to:
St. Johns County Management Information Systems

)i'-\ttn: Katrina Carroll
4455 Avenue A, Suite 103
¢ St. Augustine, FL 32095

' G. FINAL INVOICE: In order for the County and the Contractor to reconcile/close their books and records, the

Cont;ractor shall clearly indicate "Final Invoice" on ‘the Contractor's final bill/invoice to the County. Such
indication establishes that all services have been satisfactorily performed and that all charges and costs have

beer;|1 invoiced to the County and that there is no further Work to be performed under this Agreement.

ARTICLE|6 ~ TRUTH-IN-NEGOTIATION CERTIFICATE
The sigfing of this Agreement by the Contractor shall act as the execution of a truth-in-negotiation certificate

ip . . | .. .
certifying that wage rates and other factual unit costs supporting the compensation are accurate, complete, and
current as.of the date of this Agreement. '

The original contract price and any additions thereto shall be adjusted to exclude any significant sums by which the
County determines the contract price was increased due to inaccurate, incomplete, or noncurrent wage rates and
other factual unit costs. All such contract adjustments shall be made within one (1) 'year following the end of the
‘Agreement. [

ARTICLE|7 — ARREARS

The Contractor shall not pledge the County’s credit or make it a guarantor of péyment or surety for any contract,
debt, ob:ligation, judgement, lien, or any form of indebtedness. The COntractor‘flllrther warrants and represents that
it has no; obligation or indebtedness that would impair its ability to fulfill the terms of this Agreement.

i




ARTICLE|8 — TERMINATION
A

" ARTICLE|9-— NOTICE OF DEFAULT/RIGHT TO CURE

A,

ARTICLE 10- PERSONNEL

ThisiAgreement may be terminated by the County without cause upon at least thirty {30) calendar days advance
written notice to the Contractor of such termination without cause.

: ;
This‘Agreement may be terminated by the County with cause upon at least seven (7) calendar days advance
writ'!cen notice of such termination with cause. Such wrkten notice shall indicate the exact cause for termination.

Should the County fail to perform (default) under the terms of this’ Agreement, then the Contractor shall provide
wntten notice to the County, which such notice shall include a timeframe oflno fewer than fifteen (15) business
days| in which to cure the default. Failure to cure the default within the timeframe provided in the notice of
default (or any such amount of time as mutually agreed to by the parties in writing), shall constitute cause for

termination of this Agreement. .

Sho J ld the Contractor fail to perform (default) under the terms of this Agreer!nenjc, then the County shall provide
writtlen notice to the Contractor, which such notice shall include a timeframe of no fewer than five (5) calendar
days in which to cure the default. Failure to cure the default within the timeframe provided in the notice of
default {or any such amount of time as mutually agreed to by the parties In} wrltmg) shall constitute cause for

termination of this Agreement. » i

Consistent with other provisions in this Agreement, Contractor shall be| paid for services authorized and
satisfactorily performed under this Contract up to the effective date of termination.

I
Upon receipt of a notice of termlnation except as otherwise directed by the County in writing, the Contractor
shafi ' -

1 Stop work on the date to the extent specified. l

2. 'Irermmate and settle all orders and subcontracts relating to the performance of the terminated work.

3. Transfer all work in process completed work, and other material related to the terminated work to the
County

4. (‘ontmue and comp[ete all parts'of the work that have not been terminated.

!

The Contractor represents that it has, or. shall secure at its own expense, all necessary personnel required to perform
the Work as provided in the Contract Documents. It is expressly understood| that such personnel shall not be
employees of, or have any contractual relationship with the County. |

All Work requrred hereunder shall be performed by the Contractor, or under its 5L||pervision All personnel engaged in
performing the Work shall-be fully qualified and, if required, authorized or permitted under federal, state and local

law to pe.rform such Work. . |

Any charllges or substitutions in the Contractor's key personnel must be-made known to the County's representatlve )

and written approval granted by the County before said change or substitution cai\ become effective,

The Conltractor warrants that all Work shall be performed by skilled and competent personnel to the highest
professiq.'unal standards in the field. The Contractor is-responsible for the prdfessional quality, technical accuracy, and
timely completion of all work performed hereunder, and shall correct or revise any errors or deficiencies in the Work,
without additional compensation.

ARTICLE|11 — SUBCONTRACTING

t

The County reserves the right to approve the use of any subcontractor, or to reject the selection of a particular
subcontractor, and to inspect all facilities of any subcontractors in order to determine the: capability of the
subcontractor to perform the Work described in the Contract Documents. The Contractor is encouraged to seek
mmorlty‘and women business enterprises for participation in subcontracting opportunities.

' _ , -3



If a subcontractor fails to satisfactorily perform in accordance with the Contract Documents, and it is necessary to
replace lthe subcontractor to complete the Work in a timely fashion, the Contrat.tor shall promptly do so, subject to
approval by the County.

The County reserves the right to disqualify any subcontractor, vendor, or matenal supplier based upon prior
unsatnsfiactory performance. x

I
ARTICLE 12 - FEDERAL AND STATE TAX

In accordance with Local, State, and Federal law, the County is exempt from the payment of Sales and Use Taxes. The
County shall provide a tax exemption certificate to the Contractor upon request. The Contractor shall not be exempt
from the payment of at applicable taxes in its performance under this‘Agreemer"ut. 1t is expressly understood by the
County and by the Contractor that the Contractor shall not be authorized to use the County’s Tax Exemption status in
any manner. :

The Co ‘tractor shall be solely responsible for the payment and accounting of any and all applicable taxes and/or
withholdings including but not limited to Social Security payroll taxes (FICA), ‘associated with or stemming from
Contractor’s performance underthis Agreement.

ARTICLE 13 — AVAILABILITY OF FUNDS
i

The Cou{nty s-obligations under this Agreement are contingent upon the lawful appropriation of sufficient funds, for
that purpose, by the St. Johns County Board of County Commissioners. Pursuant to the requirements of Section
129.07, (Florida Statutes, payment made under this Agreement shall not exceed the amount appropriate in the
County’ s budget for such purpose in that fiscal year. Nothing in this Agreement shall create any obligation on the part
of the Board of County Commissioners to appropriate such funds for the payment of services provided under this
Agreement during any given County fiscal year. Moreover, it is expressly noted ‘jchat the Contractor cannot demand
that the!County provide any.such funds in any given County Fiscal Year.

ARTICLE 14 - INSURANCE

The Con“tractor‘ shall not commence work under this Agreement until he/she l%as obtained all insurance required
under this section and such insurance has been approved by the County. All insurance policies shall be issued by
companies authorized to do business under the laws of the State of Florida. The Contractor shall furnish proof of
Insurance to the County prior to the commencement of operations. The Certiﬁcate(s) shall clearly indicate the
Contractor has obtained insurance of the type, amount, and classification as required by contract and that no
material change or cancellation of the insurance shall be effective without thirty (30) days prior written notice to the
County. | Certificates shall specifically include the County as Additional Insured for all lines of coverage except
‘Workers’ Compensation and Professional Liability. A copy of the endorsement must accompany the certificate.
Compllapce with the foregoing requnrements shall not relieve the Contractor of ifs liability and obllgatlons under this
Agreement.

Certificate Holder Address: St. Johns County, a political subdivision of the S,talce of Florida

500 San Sebastian View

St. Augustine, FL 32084

The Coqtractor shall maintain during the Iife_of this Agreement, Comprehensiye General Liability Insurance with
‘minimum limits of $1,000,000 per occurrence, $2,000,000 aggregate to protect the Contractor from claims for
damages for bodily injury, including wrongful death, as well as from claims of broperty damages which may arise
from any operations under this Agreement, whether such operations be by the Contractor or by anyone directly
employed by or contracting with the Contractor. ‘
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ARTICLE| 15 — EMPLOYMENT ELIGIBILITY AND MANDATORY USE OFV E-VERIFY

‘As a con
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Contra
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ARTICLE

The Contractor shall indemnify and hold harmless the County, and its officer
damages, losses, and costs, including, but not limited to, reasonable attorneys’

negligence, intentional/unintentional conduct or omission of t

tractor shall maintain during the life of this' Agreement, Comprehensive
m limits of $300,000 combined single limit for bodily injury and prope
or from claims for damages for bodily injury, including the ownership,
ned automobiles, including rented/hired automobiles whether such ope
directly or indirectly employed by a Contractor.

tractor shall maintain during the life of this Agreement, adequate Wor
h'amounts as are required by the law for all of its employees {if three or r

vent of unusual circumstances, the County Administrator, or his des
nents.

Automobile Liability Insurance with
rty damage liability to protect the
use, or maintenance of owned and
rations be by the Contractor or by

kers’ Compensation Insurance in at
nore) per Florida Statute 440.02.

gnee, may adjust these insurance
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ditfon precédent to entering into this Agreement, and in accordance wi

|

ith section 448.095, F.S., Contractor
ubcontractors shall register with and use the E-Verify system to verify the work authorization status of all
employees hired on or after January 1, 2021. .

Contractor shall require each of its subcontractors to provide Contractor with an affidavit stating that the

maintain a copy of such affidavit for the duration of this Agreement.

The County, Contractor, or any subcontractor who-has a good falth belief
is contracting has knowingly violated section 448.09(1), F.S. .or these
eligibility shall terminate the contract with the person or entity.

shall immediately terminate the contract with the subcontractor.

The County and Contractor hereby acknowledge and mutually agree that

subcontractor dees not employ, contract with, or subcontract with an v

The County, upon good faith belief that a subcontractor knowingly v
employment eligibility, but Contractor otherwise complied, shall prompt

nauthorized alien. Contractor shall

that a person or entity with which it
provisions regarding employment

iolated these provisions regarding
ly notify Contractor and Contractor

a contract terminated pursuant to

these provisions regarding employment ehgiblllty is not a breach of contlract and may not be considered as
such Any contract terminated pursuant to these provisions regarding employment eligibility may be

chal!enged in accordance with section 448.095(2)(d), F.S.

Contractor acknowledges that, in the event that the County terminates t

his Contract for Contractor’s breach

(l)f these provisions regarding employment eligibility, then Contractor may not be awarded a public contract

for at least one (1) year after such termination. Contractor further ackno
any additional costs incurred by the County as a result of the County’s
breach of these prowsuons regardlng employment eligibility.

g employment eligibility.

16 - INDEMNIFICATION

recklessness,

employed or utilized by the Contractor.

or shall incorporate in all subcontracts made pursuant to this Agreeme

vledges that Contractor is liable for
termination of this Agreement for

nt the provisions contained herein

s, and employees, from liabilities,
fees, to the extent caused by the
he Contractor and other persons




ARTICLE 17— SUCCESSORS AND ASSIGNS

The Couhty and the Contractor each brnds itself and its partners, successors, exec
the other party of this Agreement and to the partners, successors, executors,

utors, administrators and assigns to
administrators and assigns of such

other party, in respect to all covenants of this Agreement. Except as above, neither the County nor the Contractor

shall asrlgn sublet, convey or transfer its interest in this Agreement without
Nothing
which may be a party hereto, nor shall it be construed as giving any rights or b
than the County and the Contractor.

ARTICLE 18 —~ NO THIRD PARTY BENEFICIARIES

the written consent of the other.

herein shall be construed as creating any personal liability on the part of any officer or agent of the County,

enefits hereunder to anyone other

: ]
It is expressly understood by the County, and the Contractor, and this Agreement explicitly states that no third party

beneficiary status or interest is conferred to, or inferred to, any other person or entity.

"ARTICLE|19 — REMEDIES

No remedy herein conferred upon any party is intended to be exclusive, or any

other remedy, and each and every

such remedy shall be cumulative and shall be in addition to every other remedy glven hereunder or nor or hereafter
existing at law or in equity or by statute or otherwise. No single or partial exercise by any party or any right, power,

or remerljy hereunder shall preclude any other or further exercise thereof.

In any action brought by either party for the enforcement of the obligations of t
shall be entitled to recover reasonable.attorney's fees.

ARTiCLE 20 — CONFLICT OF INTEREST

The Contractor represents that it presently has no interest and shall acquire no i
which would conflict in any manner with the performance of services required

represents that no person having any interest shall be employed for said performs

The Contractor shall promptly notify the County, in writing, by certified mail, of

any prospective business association, interest or other circumstance, which may i

Contract:or’s judgment or quality of services being provided hereunder. Such w
prospective business association, interest or circumstance, the nature of work t
and reqltxest an opinion of the County, whether such association, interest, or cir

interest if entered into by the Contractor.

The County agrees to notify the Contractor of its opinion by certified mail w
notification by the Contractor. If, in the opinion of the County, the prospectiv

circumstance would not constitute a conflict of interest by the Contractor,

notificat
shall be |deemed not in conflict of interest with respect to services provided to t
the terms of this Agreement.

ARTICLE 21 — EXCUSABLE DELAYS

The Con
causes r
are not
emergen

tractor shall not be considered in default by reason of any delay in perf
casonably beyond the Contractor’s control and without its fault or negh
limited to: acts of God; the County's ommissive and commissive
cies; freight embargoes; and sevére weather conditions.

If delay i

he other party, the prevailing party

nterest, either directly or indirectly,
hereunder. The Contractor further
nce.

all potential conflicts of interest for
nfluence or appear to influence the
ritten notification shall identify the
hat the Contractor may undertake -
cumstance constitutes a conflict of

thin thirty (30) days of receipt of
e business association, interest or
the County shall so state in the

on and the Contractor shall, at his/her option enter into said association, interest or circumstance and it

he County by the Contractor under

ormance if such delay arises out of
gence. Such cases may include, but
failures; natural or public health

s caused by the failure of the Contractor's subcontractor(s) to perform or make progress, and if such delay

arises out of causes reasonably beyond the contro! of the Contractor and its subcontractor{s) and is without the fault

or negligence of either of them, the Contractor shall not be deemed to be in defau

It.




Upon the Contractor’s request, the County shall consider the facts and extent c

f any delay in performing the work

and, if the Contractor's failure to perform was without its fault or negligence, the|Contract Schedule and/or any other
affected provision of this Agreement shall be rewsed accordingly; subject to the County's right to change, terminate,

or stop any or all of the Work at any time. -

ARTICLE 22 — DISCLOSURE AND OWNERSHIP OF DOCUMENTS

The Contractor shall deliver to the County for approval and acceptance, and before being eligible for final payment of

any amounts due, all documents and materials prepared by and for the County un

der this Agreement.

All written and oral information not in the public domain, or not previously known, and all information and data

obtamed developed, or supplied by the County, or at its expense, shall be kept

confidential by the Contractor and

shall not be disclosed to any other party, directly or indirectly, without the County's. prior written consent, unless
required by a lawful order. All drawings, maps, sketches, and other data developed, or purchased under this

Agreement, or at the County's expense, shall be and remains the County’s pra
reused at the discretion of the County.

perty and may be reproduced and

The County and the Contractor shall comply with the provisions of Chapter 119, Florida Statutes (Public. Records

Law).

All covenants, agreements, répresentations and wafranties made herein, or otherwnse made in writing by any party
pursuant hereto, including but not limited to, any representations made herein relatmg to disclosure or ownership of

documelnts, shall survive the execution and delivery of this Agreement and the
contemplated hereby.

ARTICLE' 23 — INDEPENDENT CONTRACTOR RELATIONSHIP

The Contractor is, and shall be, in the performance of all work services and a

indepenldent Contractor, and not an employee, agent, or servant of the County:

consummation of the transactions

3

ctivities under this Agreement, an
All persons engaged in any of the

work o services performed pursuant to this Agreement shall at all times and in all places be subject to the

Contractor's sole direction, supervision, and control.

The Conltractor shall exercise control over the means and manner in which it an

an independent Contractor and not as employees or agents of the County. The G

ontractor does not have the power

or authority to bind the County in any promise, agreement or representation other than specifically provided for in

this A’gréement.

ARTICLE 24 — CONTINGENT FEES

Pursuant to Section 287.055(6), Florida Statutes, the Contractor warrants that it

has not employed or retained any

company or person, other than a bona fide employee working solely for the Contractor to solicit or secure this
Agreemént and that it has not paid or agreed to pay any person, company, corporation individual, or firm, other
than a bona fide employee working solely for the Contractor, any fee, commission, percentage, gift, or any other

consideration contingent upon or resulting from the award or making of this Agre
_ Violatio%

violation of this section, the County may deduct from the contract price, or oth
such fee, commission, percentage, gift, or other consideration.

ARTICLE|25 — ACCESS AND AUDITS

The Contractor shall maintain adequate records to jus:cify all charges, expenses, a

of this section shall be grounds for termination of this Agreement. If

ement.

this Agreement is terminated for
erwise recover, the full amount of

nd costs incurred in performing the

work fonl“ at least three (3) years after completion of this Agreement. The County shall have access to such books,
records,'and documents as required in this section for the purpose of - mspectlc n or audit during normal business

hours, at the County's cost, upon five (5) days written notice.

I
|
I
|
|
L
I
|

d its employees perform the work,”
and in all respects the Contractor’s relationship and the relationship of its employees to the County shall be that of -




ARTICLE 26 — NONDISCRIMINATION

The Corittractor warrants and represents that all of its employees are treated equally during employment without
regard to race, color, religion, physical handicap, sex, age or national origin.

| 4
|

ARTICLE 27 —ENTIRETY OF CONTRACTUAL AGREEMENT

The County and the Contractor agree that this Agreement, sighed by both part|es sets forth the entire agreement
between the parties, and that there are no promises or understandings other than those stated: herein, or are
|ncorp0||'ated by reference’ into this Agreement. None of the provisions, te’rms condlttons, regquirements, or
responsublhtles noted in this Agreement may be amended, revised, deleted, altered, or otherwise changed, modified,
or superseded, except by written instrument, duly executed by authorized representatlves of both the County, and

|
the Contractor.

ARTICLE 28 — ENFORCEMENT COSTS

If any Iegal action or other proceeding is brought for the enforcement of this Agreement or because of an alleged
dlspute,lbreach default or misrepresentation in connection with any prowsmns of this Agreement, the successful or
prevalhng party or parties shall-be entitled to recover reasonable attorney's fees court costs and all reasonable
expenses even if not taxable as court costs (including, without limjtation, all such reasonable fees, costs and expenses
mcndent‘ to appeals), incurred in that action or proceedings, in addition to any other relief to which such party or
parties may be entitled.

|
ARTICLE 29— COMPLIANCE WITH APPLICABLE LAWS ;

‘ !

" Both the County and the Contractor shall comply with any and all applicable Iaws, rules, regulations, orders, and

policies of the County, State, and Federal Governments. *

4

ARTICLEI 30 - AUTHORITY TO PRACTICE ;

The Contractor hereby represents and warrants that it has and shall continue to; maintain all licenses and approvals
requlred| to conduct its business, and that it shall at all times, conduct its business tactlwtles in a reputable mannet.

ARTICLE' 31 - SEVERABILITY

if any term or provision of this Agreement, or the application thereof to any person or circumstances shall, to any
extent, Ibe held invalid aor unenfarceable, the remainder of this Agreement, or the application of such items or
provision, to persons or circumstances other than those as to which it is held invalid or unenforceable, shall not be
affected| and every other term and provision of this Agreement shall be deemed vahd and enforceable to the extent
permltted by law.

' ARTICLE 32 - AMENDMENTS AND MODIFICATIONS
No amel‘ldments or modifications of this Agreement shall be valid unless in writingI and signed by each of the parties.

The County reserves the right to make changes in the work, int:lud]ng alterations, reductions therein or additions
- thereto.;Upon receipt by the Contractor of the County’s notification of a contemplated change, the Contractor shall:
(1) if requested by the County, provide an estimate for the increase or decreas:e in cost due to the contemplated
change; [(2) notify the County of any estimated change in the completion date; and (3) advise the County in-writing if
the contemplated change shall effect the Contractor's ability to meet the completion dates or schedules of this
Agreement._[f the County instructs in writing, the Contractor shall suspend work on that portion of the project,
pending|the County's decision to proceed with the change. If the County elects to make the change, the County shall

_ issue a Change Order for changes, or a contract change order, if the original contract is be changed or amended the
Contractor shall not.commence work on. any such change until such wntten change order has-been issued and 5|gned
by each of the parties.
| 8




ARTICLE 33 - FLORIDA LAW & VENUE

|

This Agreement shall be governed by the Iaws of the State of Florida. Any and aII legal action necessary to enforce
this Agreement shall be held in St. Johns County, Florida.

ARTICLE 34 — ARBITRATION

" The County shall not be obligated to.arbitrate or permit any arbitration bindihg on the County under any of the
Contract Documents or in connection with the project in any manner whatsoever:

ARTICLE 35 — NOTICES : o

All notices required in this Agreement shall be sent by certified mail, return receipt requested, and if sent to the
County shall be mailed to:

and if se

ARTICLE

. The heading precedlng the articles and sections herein are solely for convenlence of reference and shall not

St. Johns County Purchasing Division
| Attn: Purchasing Manager

500 San Sebastian View

St. Augustine, FL 32084

nt to the Contractor shall be mailed to:

_Attn: Matija Siljak
431 Florence Street, Suite 210
Palo Alto, CA 94301

|

t

| .

| . Nlumant LLC
|

|

I

36 — HEADINGS .

canstitute a part of this Agreement, or affect its meaning, construction or effect. |

ARTICLE

37 — PUBLIC RECORDS

A. The cost of reproduction, access to, disclosure, non-disclosure, or exemption of records, data, documents, and/or

materials, associated with this Agreement shall be subject to the applicable provisions of the Florida Public
Records Law (Chapter 119, Florida Statutes), and other applicable State and Federal provisions. Access to such

publi

||c records, may not be blocked, thwarted, and/or hindered by placing the public records in the possession of
a thi

|rd party, oran unaffiliated party.

¥

B. In accordance with Florida 'law, to the extent that Contractor’s performance under this Contract constitutes an

act on behalf of the County, Contractor shall comply with all requirements of Florida’s public records law.

Specifically, if Contractor is expressly authorized, and acts on behalf of the County under this Agreement,

Contractor shall:

(1) I’(eep and maintajn public records that ordinarily and necessarily would be reqmred by the County in order to

perform the Services;

(2) Upon request from the County’s custodian of public records, provide the (Eiounty with a copy of the requested

| .
(3) [|Ensure that public records related to this Agreement that are exempt or confidential and exempt from public
|
i
|

records or allow the records to be inspected or copied within a reasonable time at a cost that does not

exceed the cost as provided in Chapter 118, F]orida Statutes, or as otherwise provided by law;

9




this Agreement and following completion of this Agreement if the Cont
to the County; and

(4)

Upon completion of this Agreement, transfer, at no cost, to the County a

If the Contractor transfers all public records to the County upon completion of t

records. disclosure requirements are not disclosed except as authorized by applicable law for the duration of
ractor does not transfer the records

Il public records in possession of the
Contractor or keep and maintain public records required by the County to perform the Services.

his Agreement, the Contractor shall

destroyl|any duplicate public records that are exempt or confidential and exempt from public records disclosure
requirements. if the Contractor keeps and maintains public records upon completion of this Agreement, the

Contractor shall meet all applicable requirements for retaining public records. A
be provided to the County, upon request from the County’s custodian of g
compatible with the County’s information technology systems.

Failure by the Contractor to comply with the requirements of this section shall b|
termination of this Agreement by the County.

IF THE CFONTRACTOR_ HAS QUESTIONS REGARDING THE APPLICATION OF CHAPT
DUTY TO PROVIDE PUBLIC RECORDS RELATING TO THIS AGREEMENT, CON

RECORDES AT: 500 San Sebastian View, St. Augustine, FL 32084, (904) 209-0805, I

i - . .
Pursuant to, and consistent with, County Ordinance 92-2 and County Administrati
not manufacture, use, display, or otherwise use any facsimile or reproductior
express written approval St. Johns County, Florida.

ARTICLEi 38 — USE OF COUNTY LOGO

ARTICLE 39 — SURVIVAL

| records stored electronically must
ublic records, in a format that is

e grounds for immediate, unilateral

ER 119, FLORIDA STATUTES, TO ITS

TACT THE CUSTODIAN OF PUBLIC

- publicrecords@sjcfl.us

ve Policy 101.3, the Contractor may

) of the County Seal/Logo without

[t is exphmtly noted that the following provisions of this Agreement, to the t_xtent necessary, shall survive any
suspensuon termination, cancellation, revocation, and/or non- -renewal of this Agreement and therefore shall be
both applicable and enforceable beyond any suspension, termination, cancellation, revocation, and/or non-renewal:

(1) Truth-in-Negotiation; (2) Federal and State Taxes; (3) Insurance; (4) Indemn
Enforcement Costs; and (7) Access to Records.

40 — AUTHORITY TO EXECUTE

ARTICLE

Each party represents that it has the lawful authority to enter into this Agreemer
of this Agreement by the party’s authorized representative shown below.

ification; (5) Access and Audits; (6).

t and has. authorized the execution

!

IN WITNESS WHEREQF, authorized representatives of the County and Contractor have executed this Contract

Agreement on the day and year below noted.
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Owner:

St. Johns-County, FL

RFP NO:22-06 Cyber Security Assessment
Master Contract #:

Contractor:

lllumant LLC

(Typed Name) '

By:

Authorized Representative Signature

Leigh A. Daniels, CPPB.

Printed Name — County Represeritative

Purchasing Manager )

(Typed Name)

By:

il

Authorized Fllepresentative Signature

Printed Title — County Representativ

~

Printed Name &Title 7 ] X

Date of Execution

ATTEST:

St. Johins County, FL Clerk of Courts & Comptroller:

By:_ (Seal)

Deputy Clerk

Date of Execution

Legally Sufficient:

By:

Office of County Attorney

‘Date of Execution

Date of Executio

1
n
i
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St. Johns County Board of County Commissioners

- NOTICE OF INTENT TO AWARD
November 24, 2021

RE:  RFP No. 22-06; Cyber Security Assessment

Please be advised that the Purchasirig Department of St. Johns County is

board until 5:00 PM, Wednesday, December 1, 2021,

Johns County within 72 hours after the posting of the notice of decision ori

Purchasing Division

ssuing this notice of its Intent

to. Award a contract to lllumant, LLC as the highest ranked firm(s) under RFP No. 22-06; Cyber Security
Assessment. This notice will remajn posted to the St. Johns County Purchasing Department bulletin

Any person {including any bidder or proposer) who is, or claims to be, adversely affected by the County’s
decision or proposed decision shall file a written Notice of Protest with the Purchasing Department of St.

proposed decision. Failure to

file a Notice of Protest within the time prescribed in Section 304.10 of the St. Johns County Purchasing
Manual {the Bid Protest Procedure), or failure to post the bond or other securlty required by the County

within the time allowed for filing a bond, shall constitute a waiver of praceedings and a waiver of the

|

right to protest. The protest procedures may be obtained from the Pu
included In the County’s Purchasing Manual. All of the terms and condit
Manual are incorporated herein by reference and are fully binding.

Slhould the Pur.chasing-Debartment receive no protests in response to this
submitted to the St. Johns County Board of County Commissioners)

I . ‘s
subsequent approval to negotiation, and upon successful negotiations, exe

Please forward all correspondence; requests or inquiries directly to my,
provided below.

Sincere ly,
St Johns County

rchasing Department and are
ons of the County Purchasmg

notice, an agenda item will be
for their consideration and
cute a contract.

attention at the information

' ount}xﬁeﬁresentatwe Signature

Leigh A. Daniels, CPPB
Purchasing Manager
(904) 209-0154 — Direct
(904) 209-0155 — Fax
(904) 209-0150 — Main

|daniels@sicfl.us

aard of County C issioners
| . n\ \\@b Date: \\\%\\ﬁ\ ’Q\\

| _
500 San Sebastian View, St, Augustine, FL 32084 | P: 904.209.0150 | F: 904..

)09.0151 www.sjcfl.us




ST. JOHNS COU l}lT’Y
PURCHASING DEPARTMENT
500 San Sebastian Vie:w
St. Augustine, Florida 32084

. INTEROFFICE MEMORAN

DUM

TO:
FROM:
SUBJECT:
DATE:

Attached please find a copy of the RFQ, Evaluation Summary Sheet for your f
. gt the Evaluation Committee Meeting.

Please review, evaluate and make awritten recommencation for this project.

Whytle Thibault, Director of Information Systems

April Bacan, Purchasing Buyer
RFP No. 22-06; Cyber Security Assessment
November 18, 2021 '

1le as recorded and verified

Also, Indicate the budgetad

amount for this ltem along with the appropriate charge code and return to my attentlon as soon as

possible.

Please lat me know if | can assist your department In any other way.

Dept. Approval L‘)UQ—- Lmﬂh

Date l ¥ T@“T/}
Budget Amount 3100,000
) 7
Account Funding Title - {6:‘-’ hA‘ {c 0" \ G\ S*’V’V\ el
Funding Charge Code VO ]1—' -5—3 ] [,

Award to T,,l |y e 0\*'\7*

Award Amount

ST JOHNS COUNTY

NV 192§

PUKCHASING




" EVALUATION SUMMARY SHEET

Datet Novarnber1$,2021

—— - —— - ——————ST-JOHNS COUNTY, FLORIDA RFQ Not RFENn..ZZ-ﬁﬁ;LYbﬂsemrhv t -
. (
RATER RATER RATER . RATER RATER RATER
FRM PAULNCRRS | -cHaDiusE  |icHNRunparen| IaEpasHam | DEeexcrisss mmﬁ:';ml ToTAL Fank COMMENTS

JLLLIMANT LLC 67.6 886 826 336 89.6 79.6 5006 ‘1
SECURANCE CONSULTING 5.0 29.0 - 65.0 870  enp 570 488.0 2
TRUE NORTH CONSULTING GROUP, LLC 74.0 310 7.0 850 790 300 4880 2
STEALTHISS GROUP INC 7.0 £9.0 740 90.0 80.0 ) 8.0 4830 | 4
| TETRA TECH, IRC. 04.1 811 555 87.1 51 811 areL 5
SECURE IDEAS, LLC 88.0 79.0 810 890 7.0 518 8145 6
COMPUTER AID, INC. 68.7 797 EB.7 787 £4.7 80.7 a712 7

. |MGT OF AMERICA CONSULTING, LLC 789 829 57.9 539 839 69.9 4684 B
MOTOROLA SOLUTIONS 65.2 80.7 767 BLY i 83.7 . 4612 9 i
EMTECING, ~ - 920 £20 57.0 82,0 740 - 59.0 ! 4510 10
INTERNATIONAL CONSULTING ACQUISITON ] _ j W75 -
CORP ICAC DBA ISG PUBLIC SECTOR _ 631 841 RTA Y g1d 733 681
THE SILICON BLACKGROUP 518 25 50.5 745 - 765 615 407.0 12
2IL11ON TECHNOLOGIES INC. 550 730 430 77.0 68.0 aso | 3610 13

L

APPROVED: ayslgﬁing belaw, both partles have reviewed and approve this evaluation summary of th

Purchasing Mastager:

Diracter of Management {nformation Systems w

NOTE: )

THE RANKING SHOWMN ABOVE SHALLSE FOILGWED UNLESS
MUST BE EXPLAINED IN DETAIL INTHE COMMENTS SECTION OR ATTACHED TO THIS EVALUATION SUMMARY SHEET.

Iyv-ul

CONDITIONS MERTT A CHANGE [} THE NEGOTIATING ORDER, INTHIS CASE, THE SPECIAL CONOITIONS

POSTING TIME/DATE FROM 4:00 p.m. Nevember 22, 2021 UNTIL A:00 p.m. November 26, 2021,

NENSN

ANY RESPONDENT ADVERSELY AFFECTED BY AN INTENDED DECISION WITH RESPECT TOTHE AWARD OF ANY SOLICITATION, SRALL FILE'WTH THE ST.JOHNS COUNTY PURCHASING DEPARTMENT A WRITTEN NOTICE

OF INTENT TO ALE A PROTEST NOT LATER THAN SEVENTY-TWO {72) HOURS {EXCLUDING SATURDAY, SUNDAY AND LEGAL HOLIDAYS) AFTER THE POSTING OF THE NOTICE OF INTENT TO AWARD, PROTEST PROCEDURES
PROCEDURES MAY BE OBTAINED FROM THE PURCHASING PEPARTMENT.

ST JOHNS COUNTY

NOV 19 "21
PURCHASING




