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Motorola Solutions, Inc.

500 W Monroe Street, Ste 4400
Chicago, IL 60661-3781

USA

July 1, 2024

Lee Mathis

LMR Manager

500 San Sebastian View
.Augt it FL 32084

RE: ASTRO® Managed Detection and Response
Dear Mr. Mathis:

Motorola Solutions, Inc. (Motorola) appreciates the opportunity to provide St. John's County Board of
Commissioners quality cybersecurity equipment and services. Motorola's project team has taken g
care to propose a solution to address your needs and provide exceptional val

Motorola’s proposal is conditional upon St. John's County Board of Commissioners’ acceptance of the
terms and conditions included in this proposal, or a negotiated version thereof. Pricing will remain valid
for ninety (90) days.

Any questions St. John's County Board of Commissioners has regarding this proposal can be directed
to .lim Feild Cvbhersecuritv Aceount Manager at 443-478-6995 or by email at

Our goal is to provide St. John's County Board of Commissioners with the best products and services
available in the cybersecurity industry. We thank you for the opportunity to present our proposed
solution, and we hope to strengthen our relationship by implementing this project.

Sincerely,

Mike Allen
Area Sales Manager, Cybersecurity — North America
MC . DROLA SOLUTIOM  INC.
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Section 1

Motorola is pleased to build upon our years of ongoing support to St. Jo v's County Board of
Commissioners with a proposal that efficiently meets the needs for your ASTRO® 25 Managed
Detection and Response (MDR) solution. We are a national and global leader in the cybersecurity
community with our recent acquisitions of both Delta Risk and Lunarline in 2020. We have evolved into
a holistic mission critical technology provider, placing Information Technology (IT), as well as
cybersecurity, at the forefront of importance to protect our customers a¢ nst threats to the
confidentiality, integrity and availability of their operation.

Motorola’s ASTRO 25 MDR provides radio network security element monitoring by experienced,
specialized security technologists with extensive experience working with ASTRO 25 mission-critical
networks. For highly complex or unusual security events, Motorola’'s technologists have direct access to
Motorola engineers for rapid resolution.

Our solution provides 24x7x365 Security Operations Center Support. This is a component of our
broader proprietary SOC 2 Type 2 certified Managed Security Platform targeted to Public Safety,
Critical Infrastructure, and State/Local municipalities.

In 2020, Motorola acquired Delta Risk, a leading Managed Security Ser :es Provider (MSSP). The
acquisition now allows Motorola to extend the ActiveEyeS™ platform to our customers and deliver a co-
managed approach to 24/7 security monitoring operations across |T enterprise environments. The
benefits of the ActiveEyeS™ platform are demonstrated below:

e Included Public Safety Threat Data Feed — Threat reports covering potential attack vectors
based on dark web research. Summaries of actual attacks against public safety and state/local
municipalities. Indicator data pulled from a large network of deployed public safety sensors and
state/local municipality environments.

e Advanced Threat Detection & Response — Consolidate SIEM data and direct threat inputs
from endpoint security, network sensors, and cloud/SaaS applici ons. Pre-built custom
playbooks to process alerts and reduce/eliminate manual analyst effort.

o Single Dashboard for Threat Visibility — Prioritize based on actual assets in the
environment. Asset inventory created manually or automatically with Managed Vuli  ability
Assessment Service - external and authenticated scans of assets, providing a complete attack
surface map.

Main dashboard displays and aggregates all of the important: d releva risk information from across
the organization, helping decision makers to make better-informed decisions to balance cybersecurity
efforts and operational efficiencies.

Main dashboard provides key performance metrics and indicators that can inform an admin at a glance
to the activity that is occurring throughout their environment.
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Motorola connects people through technoli /. Public safety and comm: ial customers around the
world turn to Motorola innovations when they want highly connected tez s that have the information
they need throughout their workdays and in the moments that matter most to them.

Our customers rely on us for the expertise, services, and solutions we provide, trusting our years of
invention and innovation experience. By partnering with customers and observing how our products can
help in their specific industries, we are able to enhance our customers’ experience every day.

Motorola’s Corporate Headquarters is located at 500 Wast Manrne Street Chicago, IL 60661.
Telephone is +1 847.576.5000, and the website is

E Summary roca 5
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Alerts can be evidence of a past, active, or developing threat. ActiveEyeSM records relevant data for
each alert, enabling users to quickly view its triggers, systems it impacts, and any actions taken to
address the alert. ActiveEyeS™ Portal also provides tools for reviewing groups of alerts based on key
attributes or time periods. Attribute filters enable users to toggle which alert groups ActiveEyesM Portal
shows, helping to spot trends or threat activity. Users can also compare alert logs for specific time
periods to determine if specific trends are associated with a threat or are false positives.

ActiveEye®M Portal includes robust ad hoc reporting capabilities, which will provide important, additional
information about active and historical threats. Users can share information outside of ActiveEyeSM
Portal by downloading reports in .csv or .json format.

In addition to ad hoc reporting, ActiveEyeS™ Portal can provide a daily email summary and monthly
report. Daily email summaries can include alert counts, security cases opened or closed, saved queries
that have new data, and detailed endpoint security statistics. If needed, ActiveEyeSM Portal can send
one or more summary emails with different content for different groups. Monthly reports are available
as a PDF download.

Security Advisories are messages initiated from the SOC that share information on active threats with
the Customer’s security teams. These advisories guide security teams on how to best take action
against a threat and tell them where they can find further information.

The ActiveEye®™ Portal includes several functions for sharing information. Automatic security alerts
notify pre-defined contacts of incidents, based on incident priority. Other information sharing functions
include:

¢ SOC Bulletins - Instructions from the Customer, or the SOC, that SOC analysts reference
when creating security cases. These can communicate short-term situations where a security
case may not be needed, such as during testing or maintenance windows.

e Customer Notebook - The SOC will use the Customer Notebook to document the Customer’s
environment and any specific network implementation details that will help the SOC investigate
security cases.

s Contact Procedures - Escalation procedures and instructions on who to contact if an incident
occurs. Contact procedures include instructions and procedures r specific security incident
ler 5. The SOC and the Customer will jointly manage contact procedures.

The ActiveEye®™ Portal provides the ability to add, update, and remove user access. Every ActiveEyeSM
user can save queries, customize reports, and set up daily email summaries. Users may be given
administrative access, allowing them to perform administrative tasks, such as setting up new service
connectors, resetting passwords, and setting up multi-factor authentication for other users.
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The AERSS supports Network Detection, constantly monitoring traffic passing across, into, or out

of infrastructure. Network Detection analyzes traffic for signs of malicious activity in real time, and
performs packet level and flow level analysis to enable communications modeling. This information is
used to identify anomalous behavior that is not captured by pre-defined traffic signatures, including
traffic using encrypted connections. Network Detection forwards detected suspicious activity to the
SOC for further analysis.

Attack Surface Management is provided for the ASTRO® internet-facing, external network interfaces.
The scan is enabled from an internet cloud hosted service outside the ASTRO® network. Discovery
and vulnerability scans will be run quarterly or on a less frequent schedule defined with the Customer.

Motorola delivers SOC Monitoring using one or more SOC facilities. The SOC includes any centralized
hardware and software used to deliver this Service and its service modules. The SOC and its
centralized hardware and software are housed within an SSAE-18 compliant data center.

Motorola’s SOC is staffed with security experts who will use ActiveEyeS™ Security Management
Platform to monitor elements integrated by service modules. In addition, SOC staff will take advantage
of their extensive experience to investigate and triage detected threats, and to recommend responses
to the Customer.

Solution Description Q: \soL
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preparations. It is Motorola’s responsibility to separately complete any obligated and/or agreed
infrastructure readiness tasks.

Motorola will build and provision tools in accordance with the requirements of this proposal and
consistent with information gathered in earlier phases. Motorola will also provide detailed requirements
regarding Customer deployment actions.

Motorola will verify all in-scope assets are forwarding logs or events. Motorola will notify Customer of
any exceptions. Motorola will begin monitoring any properly connected in-scope sources after the initial
tuning period.

Motorola will conduct initial tuning of the events and alarms in the service and conduct an additional
ActiveEyeSM Portal training session.

The Service will commence with the Service Onboarding phase or within 30 days of contrai  signature,
whichever event occurs soonest for existing customers.

In the case of a new ASTRO system, the Service will commence in parallel to the commencement date
of the core ASTRO Service package “Turn Up” date. Motorola and the Customer will collaborate to
complete the additional deployment tasks.

+ Provide, maintain, and when necessary, repair under warranty hardware and software required
to monitor the ASTRO 25 network and applicable CEN systems Inclusive of the AERSS and all
software operating on it.

- [f the Centralized Event Logging feature is not installed on the Customer's ASTRO 25 RNI,
Motorola will install it as part of this service.

o Coordinate with the Customer on any system changes necessary to integrate the AERSS into
the system and establish necessary connectivity.

e Provide software and licenses to the Custon  necessary to remotely monitor the ASTRO 25
network and applicable CEN environments.

o Verify connectivity and monitoring is active prior to start of service.
¢ Coordinate with the Customer to maintain Motorola service authentication credentials.

e Monitor the Customer's ASTRO 25 network and applicable CEN systems 24/7/365 for malicious
or unusual activity.

e Respond to security incidents in the Customer’s system in accordance with Section 3.3.6:
Incident Priority Levi Definitions and Response Times. This may include, but is not limited to,
requesting additional information from the Customer, continuing to monitor the event for further
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Cybersecurity Modules offered through the hub via a variety of teaching methods and courses,
providing timely, relevant and custom-fit cybersecurity training.

A single subscription to the Learning Hub is provided during Service Onboarding. The number of
subscriptions and duration can be scaled to meet customer needs.

Motorola delivers SOC Monitoring using one or more SOC fac :ies. The SOC includes any centralized
hardware and software used to deliver this Service and its service modules. The SOC and its
centralized hardware and software are housed within an SSAE-18 compliant data center.

Motorola’s SOC is staffed with security experts who will use ActiveEye>M Security Management
Platform to monitor elements integrated by service modules. In addition, SOC staff will take advantage
of their extensive experience to investigate and triage detected threats, and to recommend responses
to the Customer. Customer support is provided in the English language.

Motorola will start monitoring the ASTRO® 25 MDR service in accordance with Motorola processes and
procedures after deployment, as described in Section 3.2.1: Deployment Timeline and Milestones.

The SOC receives system-generated alerts 24x7, and provides the Customer with a toll-free telephone
number and email address for support requests, available 24x7. Support requests are stored in a
ticketing system for accountability and reporting. The SOC will respond to detected events in
accordance with Section 3.3.6: Incident Priority Level Definitions and Response Times.

If a probable security incident is detected, provide phone and email sup| rt to:
e Engage the Customer’s defined Incident Response Process.

e Gather relevant information and attempt to determine the extent of compromise using existing
monitoring capabilities in place as part of the ASTRO 25 MDR service.

e Analysis and support to help the Customer determine if the Customer's corrective actions are
effective.

¢ Continuous monitoring, in parallel with analysis, to support incident response.

* Provide Motorola with accurate and up-to-date information, including the name, email, landline
telephone numbers, and mobile telephone numbers for all designated, authorized Customer
escalation Points of Contact (PoC).

e Provide a timely response to SOC security incident tickets or investigation questions.

Statement of Work ° L SOLUTH

Use or disclosure of this proposal is subject to the restrictions on the cover page.
Motorola Solutions Confidential Restricted

Page 3-6


















St. John's County Board of Commissioners July 1, 2024
ASTRO 25 Managed Detection and Response 24-175960 / Cybersecurity Services

U.S. and/or other Motorola operations globally. Customer consents to and authorizes all such
processing and agrees to provide, obtain, or post any necessary approv 3, consents, or notices that
may be necessary to comply with applicable taw.

Customer understands and agrees that Motorola may obtain, use and/or create and use, anonymized,
aggregated and/or generalized Customer Data, such as data relating to actual and potential security
threats and vulnerabilities, for its lawful business purposes, in: 1ding improving its services and sharing
and leveraging such information for the benefit of Customer, other custc ers, and other interested
parties. For avoidance of doubt, so long as not specifically identifying the Customer, Customer Data
shall not include, and Motorola shall be free to use, share and leverage security threat intelligence and
mitigation data generally, including without limitation, third party threat vectors and IP addresses (i.e.,
so long as not defined as personal information under applicable law), file hash information, domain
names, malware signatures and information, information obtained from third party sources, indicators of
compromise, and tactics, techniques, and procedures used, learned or developed in the course of
providing Services, which data shall be deemed Service Use Data (i.e., Motorola data).

Motorola may use, engage, license, resell, interface with or otherwise utilize the products or services of
third-party processors or sub-processors and other third-party software, hardware, or services providers
(such as, for example, third-party endpoint detection and response prov :rs). Such processors and
sub-processors may engage additional sub-processors to process personal data and other Customer
Data. Customer understands and agrees that the use of such third-party roducts and services,
including as it relates to any processing or sub-processing of data, is subject to each respective third-
party’'s own terms, licenses, End User License Agreements (EULA), priv :y statements, data
processing agreements and/or other applicable terms. Such third-party | »viders and terms may
include the following, if applicable, or as otherwise made available publicly, through performance, or
upon request:

Motorola disclaims any and all responsibility for any and all loss or costs of any kind associated with
security events. Motorola disclaims any responsibility for customer use or implementation of any
recommendations provided in connection with the services. Implementation of recommend: ons does
not ensure or guarantee the security of the systems and operations eval ited.
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2.1.2 Mrntmense Mtligations. Customer will ensure that information Customer provides to
Motorola in connection with receipt of Products and Services are accurate and complete in all
material respects. Customer will make timely decisions and obtain any required management
approvals that are reasonably necessary for Motorola to provide the Products and Services and
perform its other duties under this Agreement. Unless the applicable Ordering Document states
otherwise, Motorola may rely upon and is not required to evaluate, confirm, reject, modify, or
provide advice concerning any assumptions or Customer information, decisions, or approvals
described in this Section. If any assumptions in the Ordering Documents or information provided by
Customer prove to be incorrect, or if Customer fails to perform any of its obligations under this
Agreement, Motorola’'s ability to perform its obligations may be impacted and changes to the
Agreement, including the scope, Fees, and performance schedule may be required.

213 Documentation. Products and Services may be delivered with documentation for the
Equipment, software Products, or data that specifies technici and performance features,
capabilities, users, or operation, including training manuals, and other deliverables, such as reports,
specifications, designs, plans, drawings, analytics, or other information (collectively,
“‘Documentation”). Documentation is and will be owned by Motor( i, unless otherwise expressly
agreed in an Addendum or Ordering Document that certain Documentation will be owned by
Customer. Motorola hereby grants Customer a limited, royalty-free, worldwide, non-exclusive
license to use the Documentation solely for its internal business purposes in connection with the
Products and Services.

2.2 Motorola Tools and Equipment. As part of delivering the Produ: i and Services, Motorola may
provide certain tools, equipme , models, and other materials of its own. Such tools and equipment will
remain the sole property of Motorola unless they are to be purchased by Customer as Products and are
explicitly listed on an Ordering Document. The tools and equipment may be held by Customer for
Motorola’s use without charge and may be removed from Customer’s premises by Motorola at any time
without restriction. Customer will safeguard all tools and equipment while in Customer’'s custody or
control, and be liable for any loss or damage. Upon the expiration or earlier termination of this
Agreement, Customer, at its expense, will return to Motorola all tools and equipment in its possession
or control.

2.3 Authorized Users. Customer will ensure its employees and Authorized Users comply with the
terms of this Agreement and will be liable for all acts and omissions of its employees and Authorized
Users. Customer is responsible for the secure management of Authorized Users’ names, passwords
and login credentials for access to Products and Services. “Authorized Users” are Customer's
employees, full-time contractors engaged for the purpose of supporting the Products and Services that
are not competitors of Motorola, and the entities (if any) specified in an Ordering Document or
otherwise approved by Motaorola in writing (email from an : horized Motorola signatory accepted),
which may include affiliates or other Customer agencies.

2.4 Export Control. Customer, its employees, and any other Autharized Users will not access or use
the Products and Services in any jurisdiction in which the provision of such Products and Services is
prohibited under applicable laws or regulations (a “Prohibited Jurisdiction”), and Customer will not
provide access to the Products and Services to any government, el ty, or individual located in a
Prohibited Jurisdiction. Customer represents and warrants that (a) it and its Authorized Users are not
named on any U.S. government list of persons prohibited from receiving U.S. exports, or transacting
with any U.S. person; (b) it and its Authorized Users are not a national of, or a company registered in,
any Prohibited Jurisdiction; (c) Customer will not permit its Authorized Users to access or use the
Products or Services in violation of any U.S. or other applicable export embargoes, prohibitions or
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4.1 Ee~~ Customer shall compensate Motorola Selutions in accordance with the mutually agreed to
Order Form entered into between the County and Motorola S¢ itions. The Initial Order Form reflects an
Order Total for Year 1 of one hundred twenty three thousand four hundred fiftynine dollars and ten
cents, ($123,459.10), which shall be paid according to the ordering document payment schedule.

4.1.1 Customer will make all reasonable efforts to provide funds needed by Motorola Solutions to
perform under this Agreement. and as funds are appropriated by their governing boar Customer
makes no express commitment to provide such funds in any given Customer Fiscal Year. loreover, it
is expressly noted that Motorola Solutions cannot demand that Customer provide any such funds in any
given Customer Fiscal Year.

4.1.2 The Fees for Years 2 through 5, are as provided below, provided the necessary appropriated
funds are available for the Services pursuant to this Agreemei

Year | Astro25 Managed Detection
2 $128,397.46
3 $133,533.36
4 $138,874.70
5 $144.429.68

4,1.3 ltis strictly understood that Motorola Solutions is not entitled to the above-referenced amount of
compensation. Rather, Motorola Solutions compensation shall be based upon Motorola Solutions
providing the Services, in accordance with this Agreement.

4.2 Taxes. Motorola Solutions shall pay and be solely responsible for any and all taxes, levies,
duties and assessments of every nature which may be applicable to any services performed under this
Agreement, including, without limitation, any tax that Motorola Solutions is required to deduct or
withhold from any amount payable under this Agreement and shall make all payroll deductions and
withholdings required by law. Motorola Solutions herein indemnifies and olds Customer harmless from
any liability on account of any and all such taxes, levies, duties, and assessments. The indemnity
provision of this Section 4.2 shall survive the expiration or earlier termination of this Agreement.
Motorola Solutions shall not use Customer’s tax-exempt status unless specifically authorized in writing.

421 — 1 Entity Ta ‘Mt~ 7 Amounts due to certain foreign persons or enti s may be
subject 10 backup withholding taxes under federal law. if Motorola Solutions is a foreign person or entity
that is required to complete Internal Revenue Service (“IRS”) Form W-8ECI, Motorola Solutions shall
provide Customer a copy of current Form W-8ECI prior to issuance of any invoice or payment under
this Agreement. If Motorola Solutions fails to timely provide a completed, current Form W-8ECI,
Customer will withhold all backup withholding taxes from the amounts due to Motorola Solutions, remit
such sums to the |IRS, and pay Motorola Solutions only the remainder. Customer makes no
representation regarding the tax treatment of amounts due to Motorola Solutions, and Motorola
Solutions releases and holds the Customer harmless from any claims or damages in any way relating
to or arising from any tax withholding by Customer pursuant to this section.
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55 Non-Motorola Content. In certain instances, Customer may be permitted to access, use, or
integrate Customer or third-party software, services, hardware, content, and data that is not provided by
Motorola (collectively, “Non-Motorola Content”) with or through the Products and Services. If
Customer accesses, uses, or integrates any Non-Motorola Content with the Products or Services,
Customer will first obtain all necessary rights and licenses to permit Customer's and its Authorized
Users’ use of the Non-Motorola Content in connection with the Products and Services. Customer will
also obtain the necessary rights for Motorola to use such Non-Motorola Content in connection with
providing the Products and Services, including the right for M« rola to access, store, and process such
Non-Motorola Content (e.g., in connection with Subscription Software), and to otherwise enable
interoperation with the Products and Services. Customer represents ar warrants that it will obtain the
foregoing rights and licenses prior to accessing, using, or integratir the applicable Non-Motorola
Content with the Products and Services, and that Customer and its Authorized Users will comply with
any terms and conditions applicable to such Non-Motorola Content. If any Non-Motorola Content
require access to Customer Data (as defined below), Customer hereby authorizes Motorola to allow the
provider of such Non-Motorola Content to access Customer Data, in connection with the it roperation
of such Non-Motorola Content with the Products and Services. Custo er acknowledges and agrees
that Motorola is not responsible for, and makes no representations or warranties with respect to, the
Non-Motorola Content (including any disclosure, modification, or deletion of Customer Data resulting
from use of Non-Motorola Content or failure to properly interoperate with the Products and Services). If
Customer receives notice that any Non-Motorola Content must be removed, modified, or disabled
within the Products or Services, Customer will promptly do so. Motorola will have the right to disable or
remove Non-Motorola Content if Motorola believes a violation of law, ird-party rights, or Motorola’s
policies is likely to occur, or if such Non-Motorola Content poses or may pose a security or other risk or
adverse impact to the Products or Services, Motorola, Motorola’s systems, or any third party (including
other Motorola customers). Motorola may provide certain Non-Motorola Content as an authorized sales
representative of a third party as set out in an Ordering Document. As an authorized sales
representative, the third party’s terms and conditions, as set forth in the Ordering Document, will apply
to any such sales. Any orders for such Non-Motorola Content will be filled by the third party. Nothing in
this Section will limit the exclusions set forth in Section 7.2 — Intellectu: Property Infringement.

5.6 End User Licenses. Notwithstanding any provision to the contrary in the Agreement, certain
Non-Motorola Content software are governed by a separate license, EULA, or other agreement,
including terms governing third-party equipment or software, such as open source software, included in
the Products and Services. Customer will comply, and ensure its Authorized Users comply, with any
such additional terms applicable to third-party equipment or software. _provided for in the separate
third party license, Customer may have a right to receive source code for such software; a copy of such
source code may be obtained free of charge by contacting Motorola.

6 Representations and Warranties.

6.1 Mutual Representations and Warranties. Each Party represents and warrants to the other Party
that (a)itt tl right to enter into the Agreement and | form  obligations hereuni |, and (b) the
Agreement will be binding on such Party.

6.2 Motorola Warranties. Subject to the disclaimers and exclusions below, Motorola represents and
warrants that (a) Services will be provided in a good and workmanlike manner and will conform in all
material respects to the descriptions in the applicable Ordering Document; and (b) for a period of ninety
(90) days commencing upon the Service Completion Date for one-time Services, the Services will be
free of material defects in materials and workmanship. Other than as set forth in subsection (a) above,
recurring Services are not warranted but rather will be subject to the requirements of the applicable
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7.3.2 To the extent permitted by applicable law, for purposes of indemnity, the “persons employed or
utilized by Motorola Solutions” shall be construed to include, but not be limited to, Motorola
Solutions, its staff, employees, subcontractors, all deliverers, suppliers, furnishers of materials
or services or anyone acting for, on behalf of, or at the request of Motorola Solutions.

7.4 Intellectual Property Infringement. Motorola will defend Customer against any third-party claim
alleging that a Motorola-developed or manufactured Product or Service (the “Infringing Product”)
directly infringes a United States patent or copyright (“Infringement C m”), and Motorola will pay all
damages finally awarded against Customer by a court of ¢ npetent jurisdiction for an Infringement
Claim, or agreed to in writing by Motorola in settlement of an Infringement Claim. Motorola’s duties
under this Section 7.2 — Intellectual Property Infringement are conditioned upon: (a) Customer
promptly notifying Motorola in writing of the Infringement Claim; (b) Motorola having sole control of the
defense of the suit and all negotiations for its settlement or compromise; and (c) Customer cooperating
with Motorola and, if requested by Motorola, providing reasonable assistance in the defense of the
Infringement Claim.

7.4.1 If an Infringement Claim occurs, or in Motorola’s opinion is likely to occur, Motorola may
at its option and expense: (a) procure for Customer the right to continue using the Infringing
Product; (b) replace or modify the Infringing Product so that it becomes non-infringing; or (c) grant
Customer (i) a pro-rated refund of any amounts pre-paid for the Infringing Product (if the Infringing
Product is a software Product, i.e., Licensed Software or Subscription Software) or (ii) a credit for
the Infringing Product, less a reasonable charge for depreciation (if the Infringing Product is
Equipment, including Equipment with embedded software).

7.4.2 In addition to the other damages disclaimed un r this Agreement, Motorola will have no
duty to defend or indemnify Customer for any Infringement Claim that arises from or is based upon:
(a) Customer Data, Customer-Provided Equipment, Non-Motorola Content, or third-party
equipment, hardware, software, data, or other third-party materials; (b) the combination of the
Product or Service with any products or materials not provided by Motorola; (¢) a Product or Service
designed, modified, or manufactured in accordance with Customer's designs, specifications,
guidelines or instructions; (d) a modification of the Product or Service by a party other than
Motorola; (e) use of the Product or Service in a manner for which the Product or Service was not
designed or that is inconsistent with the terms of this Agreement; or (f) the failure by Customer to
use or install an update to the Product or Service that is intended to correct the claimed
infringement. In no event will Motorola’s liability resulting from an Infringement Claim extend in any
way to any payments due on a royalty basis, other than a reasonal : royalty based upon revenue
derived by Motorola from Customer from sales or :ense of the Infringing Product.

743 This Section 7.2 — Intellectual Property Infringement provides Customer’'s sole and
exclusive  nedies and Motorola’s entire liability in the rent of an Infringement Claim. For clarity,
the rights and remedies provided in this Section are subject to, and limited by, the restrictions set
forth in Section 8 — Limitation of Liability below.

7.5 Custr~~- !=A~~-*- Customer will defend, indemnify, and hold Motorola and its
subcontractors, supsiaianies and other affiliates harmless from and against any and all damages,
losses, liabilities, and expenses (including reasonable fees and expenses of attorneys) arising from any
actual or threatened third-party claim, demand, action, or proceeding arising from or related to (a)
Customer-Provided Equipment, Customer Data, or Non-Motorola Content, including any claim,
demand, action, or proceeding alleging that any such equipment, data, or materials (or the integration
or use thereof with the Products and Services) infringes or misappropriates a third-party intellectual
property or other right, violates applicable law, or breaches the Agreement; (b) Customer-Provided

Proposal Pricing -y MOTOROLA SOLUTIONS

Use or disclosure of this proposal is subject to the restrictions on the cover page.
Motorola Solutions Confidential Restricted

Page 5-8






St. John's County Board of Commissioners July 1, 2024
ASTRO 25 Managed Detection and Response 24-164983 / Cybersecurnity Services

8.4 Voluntar- ™~~~~~1. Motorola is not obligated to :medy, repair, replace, or refund the
purchase price tor ine aisclaimed issues in Section 8.3 — Additional Exclusions abhove, but if
Motorola agrees to provide Services to help resolve such issues, Customer will reimburse lotorola for
its reasonable time and expenses, including by paying Motorola any Fees set forth in an Ordering
Document for such Services, if applicable.

8.5 Statute of Limitations. Customer may not bring a ' claims against a Motorola Party in
connection with this Agreement or the Products and Services more than one (1) year after the date of
accrual of the cause of action.

9 Confidentiality.

9.3 Confidential Information. “Confidential Information” means any and all non-public information
provided by one Party (“Discloser”) to the other (“Recipient”) that is disclosed under this Agreement in
oral, written, graphic, machine recognizable, or sample form, being clearly designated, labeled or
marked as confidential or its equivalent or that a reasonable businessperson waould consider non-public
and confidential by its nature. With respect to Motorola, Confidentii Information will also include
Products and Services, and Documentation, as well as any other information relating to the Products
and Services. The nature and existence of this Agreement are considered Confidential I »rmation of
the Parties. In order to be considered Confidential Information, information that is disclosed orally must
be identified as confidential at the time of disclosure and confirmed by Discloser by submitting a written
document to Recipient within thirty (30) days after such disclosure. The written document must contain
a summary of the Confidential Information disclosed with enough spe icity for identification purpose
and must be labeled or marked as confidential or its equivalent.

9.4 Obligations of Confidentiality. During the Term and for a period of three (3) years from the
expiration or termination of this Agreement, Recipient will (a) not disclose Confidential Information to
any third party, except as expressly permitted in this Section 9 - Confidentiality; (b) restrict disclosure
of Confidential Information to only those employees (including, employees of any wholly owned
subsidiary, a parent company, any other wholly owned subsidiaries of the same parent companyy),
agents or consultants who must access the Confidential Information fi  the purpose of, and who are
bound by confidentiality terms substantially similar to those in, this Agreement; (c) not copy, reproduce,
reverse engineer, de-compile or disassemble any Confidential Information; (d) use the same degree of
care as for its own information of like importance, but at least use reasonable care, in safeguarding
against disclosure of Confidential Information; (e) promptly notify Discloser upon discovery of any
unauthorized use or disclosure of the Confidential Information and take reasonable steps to regain
possession of the Confidential Information and prevent further unauthorized actions or other breach of
this Agreement; and (f) only use the Confidential Information as needed to fulfill its obligations and
secure its rights under this Agreement.

9.5 Exceptions. Recipient is not obligated to maintain as confidential any information that Recipient
can demonstrate by documentation (a) is publicly available at the time of disclosure or becomes
available to the public without breach of this Agreement; (b) is lawft ' obtained from a third party
without a duty of confidentiality to Discloser; (c) is otherwise lawfully known to Recipient prior to such
disclosure without a duty of confidentiality to Discloser; or (d) : independently developed by Recipient
without the use of, or reference to, any of Discloser's Confi ‘ntial Information or any breach of this
Agreement. Additionally, Recipient may disclose Confidential Information to the extent required by law,
including a judicial or legislative order or proceeding.

9.6 Ownership of Confidential Information. All Confidential Infonn ition is and will remain the
property of Discloser and will not be copied or reproduced without the express written permission of
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implication, estoppel or otherwise. Customer will not modify, disassemble, reverse engineer, derive
saurce code or create derivative works from, merge with other software, distribute, sublicense, sell, or
export the Products and Services or other Motorola Materials, or permit 1y third party to do so.

10.5 Ownership of Customer Data. Customer retains all right, title and interest, includina intellectual
property rights, if any, in and to Customer Data. Motorola acquires no rights to Customer 'ata except
those rights granted under this Agreement including the right to Process and use the Customer Data as
set forth in Section 10.4 — Processing Customer ~ ata below and in other applicable A ienda. The
Parties agree that with regard to the Processing of personal information which may be part of Customer
Data, Customer is the controller and Motorola is the processor, and may engage sub-processors
pursuant to Section 10.4.3 — Sub-processors.

106 ~ “1ig ~ istomer Data.

10.6.1 Motorola Use of Customer Data. To the extent permitted by law, Customer grants Motorola and
its subcontractors a right to use Customer Data and a royalty-free, worldwide, non-exclusive license to
use Customer Data (including to process, host, cache, store, reproduce, copy, modify, combine,
analyze, create derivative works from such Customer Data and to communicate, transmit, and
distribute such Customer Data to third parties engaged by Motorola) to (a) perform Services and
provide Products under the Agreement, (b) analyze the Customer Data to operate, maintain, manage,
and improve Motorola Products and Services, and (c) create new products and services. Customer
agrees that this Agreement, along with the Documentation, are Customer's complete and final
documented instructions to Motorola for the processing of Customer Data. Any additional or alternate
instructions must be agreed to according to the Change Order process. Customer represents and
warrants to Motorola that Customer’s instructions, including appointment of Motorola as a processor or
sub-processor, have been authorized by the relevant controller,

10.6.2 T -"~~*on, Creation, Use of Customer Data. Customer further rc resents and warrants that the
Customer vata, Customer’s collection, creation, and use of the Customer Data (including in connection
with Motorola’s Products and Services), and Motorola's use of such Customer Data in accordance with
the Agreement, will comply with all laws and will not violate any applicable privacy notices or infringe
any third-party rights (including intellectual property and privacy rights). It is Customer’s responsibility to
obtain all required consents, provided all necessary notices, and meet any other applicable legal
requirements with respect to collection and use (including Motorola’s use) of the Customer Data as
described in the Agreement.

10.6.3 Sub-processors. Customer agrees that Motorola may engage s )-processors who in turn may
engage additional sub-processors to Process personal data in accordance with this Agreement. When
engaging sub-processors, Motorola will enter into agreements with the sub-processors to bind them to
data processing ob™~ 1tions to the extent required by law.

10.7 Data F ention and ™~letion. Except as expressly provided otherwise under the Agreement,
Motorola will delete all Customer Data following termination or expiration of this MCA or the applicable
Addendum or Ordering Document, with such deletion to occur no later than ninety (90) days following
the applicable date of termination or expiration, unless otherwise required to comply with applicable
law. Any requests for the exportation or download of Customer Data must be made by Customer to
Motorola in writing before expiration or termination, subject to Section 13.9 — Notices. Motorola will
have no obligation to retain such Customer Data beyond expiration or termination unless the Customer
has purchased extended storage from Motorola through a mutually executed Ordering Document.
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11.3 7---- *ajeure. Neither Party will be responsible for nonperformance or delayed performance

due to evenis that are not reasonably foreseeable and are outside of its reasonable control. If
performance will be significantly delayed, the affected Party will provide notice to the other Party, and
the Parties will agree (in writing) upon a reasonable extension to any applicable performance schedule.

11.4 Delays Caused by Customer. Motorola’s performance of the Products and Services will be
excused for delays caused by Customer or its Authorized Users or subcontractors, or by failure of any
assumptions set forth in this Agreement (including in any Addendum or Ordering Document). In the
event of a delay under this Section 11.2 — Delays Caused by Customer, (a) Customer will continue to
pay the Fees as required hereunder, (b) the Parties will agree (in writin  upon a reasonable extension
to any applicable performance schedule, and (c) Customer will com| 1sate Motorola for its out-of-
pocket costs incurred due to the delay (including those incurred by M rola’s affiliates, vendors, and
subcontractors).

12 Disputes. The Parties will use the following procedure to res: re any disputes relating to or
arising out of this Agreement (each, a “Dispute”):

12.3 Governing Law. All matters relating to or arising out of the Agre« 1ent are governed by the laws
of the State of Florida, unless Customer is the United States Government (or an agency thereof), in
which case all matters relating to or arising out of the Agreement will be governed by the laws of the
State in which the Products and Services are provided. The terms of the U.N. Convention on Contracts
for the International Sale of Goods and the Uniform Computer Information Transactions Act will not

apply.

12.4 Negotiation. Either Party may initiate dispute resolution procedures by sending a notice of
Dispute (“Notice of Dispute”) to the other Party. The Parties will i empt to resolve the Dispute
promptly through good faith negotiations, including timely escalation of the Dispute to executives who
have authority to settle the Dispute (and who are at a higher level of management than the persons
with direct responsibility for the matter). All communication relating to the Dispute resolution will be
maintained in strict confidence by the Parties. Notwithstanding the fore »ing, any Dispute arising from
or relating to Motorola’s intellectual property rights will not be subject to negotiation in accordance with
this Section, but instead will be decided by a court of competent | isdiction, in accordance with
Section 12.3 — Litigation, Venue, Jurisdiction below.

12.5 Litigation, Venue, Jurisdiction. If the Dispute has not been resolved within sixty (60) days from
the Notice of Dispute, either Party may submit the Dispute exclusively to a court in St. Johns County,
FL. Each Party expressly consents to the exclusive jurisdiction of such courts for resolution of any
Dispute.

13 General.

13.3 Compliance with L. Each Party will comply with applicable laws in connection with the
performance of its abligations under this Agreement, including that Customer will ensure its and its
Authorized Users’ use of the Products and Services complies with law (including privacy laws), and
Customer will obtain any FCC and other licenses or authorizations (including licenses or authorizations
required by foreign regulatory bodies) required for its and its Authorized Users’ use of the Products and
Services. Motorola may, at its discretion, cease providing or otherwise modify Products and Services
(or any terms related thereto in an Addendum or Ordering Documen in order to comply with any
changes in applicable law.

Proposal Pricing (1] OROLA SOLUTIONS

Use or disclosure of this proposal is subject to the restrictions on the cover page.
Motorola Solutions Confidential Restricted

Page 5-14






St. John's County Board of Commissioners July 1, 2024
ASTRO 25 Managed Detection and Response 24-164983 ] Cybersecurity Services

2. Delivered by U.S. Mail, electronic mail or commercial express ci ier, (postage prepaid, delivery
receipt requested), to the following addresses:

St. Johns County Motorola Solutions

500 San Sebastian View 500 West Monroe Street
St. Augustine, FL 32084 Chicago, IL 60661

Attn' | einh Nanieals Attn: Radrina Nizazhal
With a copy to:

St. Johns County

Office of the County Attorney 500 San
Sebastian View

St. Augustine, FL 32084

Email Address

3. Notices shall be deemed to have been given on the date of delivery to the location sted above
without regard to actual receipt by the named addressee. Countv and Motorola Solutions may
each change the above address at any time upon prior written n  ce to the other party.

13.12 Cumulative Remedies. Except as specifically stated in this Agreement, all remedies provided
for in this Agreement will be cumulative and in addition to, and not in lieu of, any other remedies
available to either Party at law, in equity, by contract, or otherwise. Except as specifically stated in this
Agreement, the election by a Party of any remedy provided for in this Agreement or otherwise available
to such Party will not preclude such Party from pursuing any other remedies available to such Party at
law, in equity, by contract, or otherwise.

13.13 Insurance Requirements. Motorola Solutions shall not commence work under this Contract until
it has obtained all insurance required under this section. All insurance policies shall be issued by
companies authorized to do business under the laws of the State of Florida. Motorola S 1itions shall
furnish proof of Insurance to the County prior to the commencement « operations. The Certificate(s)
shall clearly indicate Motorola Solutions has obtained insurance of the type, amount, and classification
as required by contract and that it will provide written notice within thirty 30) days of cancellation of the
insurance. Compliance with the foregoing requirements shall not relieve Motorola Solutions of its
liability and obligations under this Contract.

Certificate Holder Address: St. Johns County, a political subdivision of the State of Florida
500 San Sebastian View
St. Augustine, FL 32084

13.13.1 Motorola Solutions shall maintain during the life of this Agreement, Comprehensive
General Liability Insurance with limits of $1,000,000 per occurrence, $2,000,000 aggregate to protect
Motorola Solutions from claims for damages for bodily injury, including wrongful death, as well as from
claims of property damages which may arise from any operations under this Agreement, v ether such
operations be by Motorola Solutions or by anyone directly employed by or contracting with Motorola
Solutions.

13.13.2 Motorola Solutions shall maintain during the life of this Contract, Technology Errors &
Omissions/Professional Liability with limits of $3,000,000 per claim and aggregate. The Technology
Errors & Omissions/Professional Liability Insurance shall cover Motarola Solutions and third parties, at
a minimum, the following: Liability for Technology Products/Services, Data Breach, Media Content,
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keeps and maintains public records upon completion of this Agreement, Motorola Solutions
shall meet all applicable requirements for retaining public records. All records stored
electronically must be provided to the County, upon request from the County’s custodian of
public records, in a format that is compatible with the County’s information technology systems.

D) Failure by the Motorola Solutions to comply with the requirements of this section shall be
grounds for immediate, unilateral termination of this Agreement by the County.

IF MOTOROLA SOLUTIONS HAS QUESTIONS REGARDING THE
APPLICATION OF CHAPTER 119, FLORIDA STATUTES, TO ITS DUTY TO
PROVIDE PUBLIC RECORDS RELATING TO THIS AGREEMENT,
CONTACT THE CUSTODIAN OF PUBLIC RECORDS AT: 500 San
Sebastian View St. Augustine, FL 32084 (904) 209-0805;

E) Failure by Motorola Solutions to grant such public access shall be grounds for immediate,
unilateral termination of this Agreement by the County. Motorola Solutions shall promptly
provide the County notice of any request to inspect or copy public records related to this
Agreement in Motorola Solutions possession and shall promptly provide the County a copy of
Motorola Solutions response to each such request.

13.15 Survival. The following provisions will survive the expiration or termination of this Agreement for
any reason: Section 2.4 — Customer Obligations; Section 3.4 — Effect of Termination or
Expiration; Section 4 — Payment and Invoicing; Section 6.5 — Warranty Disclaimer; Section 7.3 —
Customer Indemnity; Section 8 — Limitation of Liability; Section 9 — Confidentiality; Section 10 —
Proprietary Rights; Data; Feedback; Section 11 — Force Majeure; :lays Caused by Customer;
Section 12 — Disputes; and Section 13 — General.

13.16 Amendments & Modifications. This Agreement shall not be modified, amended, changed or
supplemented, nor may any obligations hereunder be waived or extensions of time for performance
granted, except by written instrument signhed by authorized representatives of both Parties. No waiver
of any default or breach of any obligation or provision herein contained shall be deemed a waiver of any
preceding or succeeding default or breach thereof or of any other jreement or provision herein
contained. No extension of time for performance of any obligations or acts shall be deemed an
extension of time for performance of any other obligations or acts.

13.17 =% "7ree " This Agreement, including all Addenda and Ordering Documents, constitutes
the enure agreement of the Parties regarding the subject matter hereto, and supersedes all previous
agreements, proposals, and understandings, whether written or oral, relating to this subject matter. This
Agreement may be executed in multiple counterparts, and will have the same legal force and effect as if
the Parties had executed it as a single document. The Parties may sign in writing or by electronic
signature. An electronic signature, facsimile copy, or computer image of a signature, will be treated,
and will have the same effect as an original signature, and will have the same effect, as an original
signed copy of this document. This Agreement may be amended modified only by a written
instrument signed by authorized representatives of both Parties. The preprinted terms and conditions
found on any Customer purchase order, acknowledgment, or other form will not be considered an
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pertaining to (i) Remote Security Update Service, Security Update Service, and Managed Detection
& Response subscription services, among other subscription services (“Subscription Services”),(ii)
professional services (“Professional Services”), and/or (iii) retainer services (i.e., professional
services when expressly purchased as a block of pre-paid hours for use, subject to expiration,
within a specified period across certain offered service categories (“Retainer Services”) (all
collectively herein, “Services™).

Section 7Section 2. ADDITIONAL DEFINITIONS AND INTERPRETATI N

2.1.  “Customer Contact Data” has the meaning given to it in the DPA.
2.2 “Customer Data” has the meaning given to it in the DPA.
23 “Data Processing Addendum” or “DPA” means the Motorola Data Processing A lendum |

applicable to processing of Customer Data for US customers, as updated, supplemented, or
superseded from time to time. The DPA is attached to this Addendum and is incorporated into and
made a part of this Addendum and the Agreement for all pu oses pe 1iining to the contents of the
DPA. Where terms or provisions in this Addendum or the Agreement conflict with terms or
provisions of the DPA, the terms or provisions of the DPA w control with respect to the contents of
the DPA

2.4 “Feedback” means comments or information, in oral or written form, given to Motorola by
Customer or Authorized Users, including their end users, in connection with or relating to the
Services. Any Feedback provided by Customer is entirely voluntary. Motorola may use, reproduce,
license, and otherwise distribute and exploit the Feedback without any obligation or payment to
Customer or Authorized Users. Customer represents and warrants that it has obtained all
necessary rights and consents to grant Motorola the foregoing rights.

25 “Motorola Data” has the meaning given to it in the DPA.

26 “Process” or “Processing” has the meaning given to it in the DPA.
2.7 “Service Use Data has the meaning given to it in the DPA.
2.8 “Statement(s) of Work” or “SOW(s)” as used in this Addendum means a statement of work,

ordering document, accepted proposal, or other agreed upon engagement document issued under
or subject to this Addendum. Mutually agreed upon SOWs may be attached hereto as Exhibit(s) ,
and/or are respectively incorporated by reference, each of which will be governed by the terms and
conditions of this Addendum. Statements of Work may set out certain “Deliverables,” which include
all written information  ich as reports, specifications, designs, plans, drawings, or other technical
or business information) that Motorola prepares for Customer in the performance of the Services
and is oblige 1tc . ovide to Customer under a SOW and tt Addendum. The Deliverables, if any,
are more fully described in the Statements of Work.

2.9 “Third-Party Data” has the meaning given to it in the DPA.
Section 8Section 3. LICENSE, DATA AND SERVICE CONDITIONS

3.1 Delivery of Cyber Services

3.1.1  All Professional Services will be performed in accordance with the performance
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Content”) with or through the Services, or will use equipment or software not provided by Motorola,
which may be required for use of the Services (“Customer-Provided Equipment”), Customer will
obtain and continuously maintain all rights and licenses necessary for Motorola to efficiently perform
all contemplated Services under this Addendum and will assume responsibility for operation and
integration of such content and equipment.

3.4 Ownership of Customer Data. Customer retains all right, title and interest, including
intellectual property rights, if any, in and to Customer Data. Motorola acquires no rights to
Customer Data except those rights granted under this Addendum including the right to Process and
use the Customer Data as set forth in the DPA. The Parties agree that with regard to the Processing
of personal information that may be part of Customer Data, Customer is the controller and Motorola
is the processor, and Motorola may engage sub-processors pursuant to the provisions of e DPA.

35 Motorola Use of Customer Data. Notwithstanding any provision to the contrary in this
Addendum or any related agreement, and except as may be provide to the contrary in the DPA,
and in addition to other uses and rights set out herein, Customer understands and agrees that
Motorola may obtain, use and/or create and use, anonymized, aggregated and/or generalized
Customer Data, such as data relating to actual and potential security threats and vulnerabilities, for
its lawful business purposes, including improving its services and sharing and leveraging such
information for the benefit of Customer, other customers, and other intt  2sted parties.

3.6  Authorized Users. Customer will ensure its employees and Authorized Users comply with
the terms of this Addendum and will be liable for all acts and omissions of its employees and
Authorized Users. Customer is responsible for the secure management of Authorized Users'
names, passwords and login credentials for access to products and Services. “Authorized Users”
are Customer's employees, full-time contractors engaged for the purpose of supporting the products
and Services that are not competitors of Motorola or its affiliates, and the entities (if any) specified in
a SOW or otherwise approved by Motaorola in writing (email from an authorized Motorola signatory
accepted), which may include affiliates or other Customer agencies.

37 Beta or Proof of Concept Services. If Motorola makes any beta version of its Services (“Beta
Service”) available to Customer, or provides Customer a trial period « proof of concept period (or
other demonstration) of the Services at reduced or no charge (“Proof of Concept’ or “POC
Service"), Customer may choose to use such Beta or POC Service at its own discretion, provided,
however, that Customer will use the Beta or POC Service solely for purposes of Customer's
evaluation of such Beta or POC Service, and for no other purpose. Customer acknowledges and
agrees that all Beta or POC Services are offered “as-is” and wil ut any representations or
warranties or other commitments or protections from Motorola. Motorola will determine the duration
of the evaluation period for any Beta or POC Service, in its sole discretion, and Motorola may
discontinue any Beta or POC Service at any time. Customer acknowledges that Beta Services, by
their nature, have not been fully tested and may contain defects or ‘ficiencies. Notwithstanding
any other provision of this Agreement, to the extent a future paid Service has been agreed upon
subject to and contingent on the Customer’s evaluation of a Proof of Concept Service, Customer
may cancel such future paid Service as specified in the SOW or, if not specified, within a
reasonable time before the paid Service is initiated.

Section 9Section 4. WARRANTY

4.1 CUSTOMER ACKNOWLEDGES, UNDERSTANDS AND AGREES THAT MOTOROLA
DOES NOT GUARANTEE OR WARRANT THAT IT WILL DISCOVER ALL OF CUSTOMER'S
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Section 10Section 5 LIMITATION OF LIABILITY

51. DISCLAIMER OF CONSEQUENTIAL DAMAGES. EXCEPT FOR PERSONAL IN.JURY OR
DEATH, MOTOROLA, ITS AFFILIATES, AND ITS AND THEIR RESPECTIVE ( FICERS,
DIRECTORS, EMPLOYEES, SUBCONTRACTORS, AGENTS, SUCCESSORS, AND ASSIGNS
(COLLECTIVELY, THE "MOTOROLA PARTIES”) WILL NOT BE LIABLE IN CONNECTION WITH
SERVICES PROVIDED UNDER THIS ADDENDUM (WHETHER UNDER MOTOROLA'S
INDEMNITY OBLIGATIONS, A CAUSE OF ACTION FOR BREACH OF CONTRACT, UNDER
TORT THEORY, OR OTHERWISE) FOR ANY INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
PUNITIVE, OR CONSEQUENTIAL DAMAGES OR DAMAGES FOR LOST PRC ITS OR
REVENUES, EVEN IF MOTOROLA HAS BEEN ADVISED BY C >5TOMER OR ANY THIRD
PARTY OF THE POSSIBILITY OF SUCH DAMAGES OR LOSSES AND WHETHER OR NOT
SUCH DAMAGES OR LOSSES ARE FORESEEABLE.

52. DIRECT DAMAGES. EXCEPT FOR PERSONAL INJURY OR DEATH, THE TOTAL
AGGREGATE LIABILITY OF THE MOTOROLA PARTIES, WHETHER BASED ON A CLAIM IN
CONTRACT OR IN TORT, LAW OR EQUITY, RELATING TO OR ARISING OUT OF THIS
ADDENDUM OR ANY RELATED OR UNDERLYING AGREEMENT, WILL NOT EXCEED THE
FEES SET FORTH IN THE APPLICABLE SOW OR PRICING FOR THE SERVICES UNDER
WHICH THE CLAIM AROSE. NOTWITHSTANDING THE FOREGOING, FOR ANY
SUBSCRIPTION SERVICES, PROFESSIONAL SERVICES, OR FOR ANY RECURRING
SERVICES, THE MOTOROLA PARTIES' TOTAL LIABILITY FOR ALL CLAIMS RELATED TO
SUCH PRODUCT OR SERVICES IN THE AGGREGATE WILL NOT EXCEED THE TOTAL FEES
PAID FOR THE SERVICES TO WHICH THE CLAIM IS RELATED DURING THE CONSECUTIVE
TWELVE (12) MONTH PERIOD IMMEDIATELY PRECEDING THE EVENT FROM W CH THE
FIRST CLAIM AROSE. FOR AVOIDANCE OF DOUBT, THE LIMITATIONS IN THIS SECTION 5.2
APPLY IN THE AGGREGATE TO INDEMNIFICATION OBLIGATIONS ARISING OUT OF THIS
ADDENDUM OR ANY RELATED AGREEMENTS.

53. ADDITIONAL EXCLUSIONS. NOTWITHSTANDING ANY OTHER PROVISION OF THIS
ADDENDUM, THE PRIMARY AGREEMENT OR ANY RELATED AGREEMENT, MOTOROLA WILL
HAVE NO LIABILITY FOR DAMAGES ARISING OUT OF (A) CUSTOMER DATA, INCLUDING ITS
TRANSMISSION TO MOTOROLA, OR ANY OTHER DATA AVAILABLE THROUGH THE
PRODUCTS OR SERVICES; (B) CUSTOMER-PROVIDED EQUIPMENT, NON- MOTOROLA
CONTENT, THE SITES, OR THIRD-PARTY EQUIPMENT, \RDWARE, SOFTWARE,
SERVICES, DATA, OR OTHER THIRD- PARTY MATERIALS, OR THE COMBINATION OF
PRODUCTS AND SERVICES WITH ANY OF THE FOREGOING; (C) LOSS OF DATA OR
HACKING, RANSOMWARE, OR OTHER THIRD-PARTY ATTACKS OR DEMANDS; (D)
MODIFICATION OF PRODUCTS OR SERVICES BY ANY PERSON OTHER THAN MOTOROLA;
(E) RECOMMENDATIONS PROVIDED IN CONNECTION WITH OR BY THE PRODUCTS AND
SERVICES; (F) DATA RECOVERY SERVICES OR DATABAS ODIFICATIONS; OR (G)
CUSTOMER’S OR ANY AU" ORIZED USER’S BREACH OF THI JENDUM, THE PRIMARY
AGREEMENT OR ANY RELATED AGREEMENT OR MISUSE OF THE PRODUCTS AND
SERVICES; (H) INTERRUPTION OR FAILURE OF CONNECTIVITY, VULNERABILITIES, OR
SECURITY EVENTS; (1) DISRUPTION OF OR DAMAGE TO CUSTO! :R’S OR THIRD PARTIES’
SYSTEMS, EQUIPMENT, OR DATA, INCLUDING DENIAL OF ACCESS TO USERS, OR
SHUTDOWN OF SYSTEMS CAUSED BY INTRUSION DETECTION SOFTWARE OR
HARDWARE; (J) AVAILABILITY OR ACCURACY OF ANY DATA AVAILABLE THROUGH THE
SERVICES, OR INTERPRETATION, USE, OR MISUSE THEREOF; (K) TRACKING AND
LOCATION-BASED SERVICES; OR (L) BETA SERVICES.
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54.  Voluntary Re lies. Motorola is not obligated to remedy, repair, replace, or refund the
purchase price for tt isclaimed les in & tion 5.3 — Additional Exclusions, but if Motorola

agrees to provide Services to help resolve such issues, Customer will reimburse Motorola for its
reasonable time and expenses, including by paying Motorola any fees set forth in this Addendum or
separate order for such Services, if applicable.

55. Representations and Standards. Except as expressly set out in this Addendum or the
applicable Motorola proposal or statement of work relating to the cyber products or services, or
applicak  portion thereof, Motorola makes no represen ions as to the compliance of Motorola
cyber products and services with any specific standards, specifications or terms. For avoidance of
doubt, notwithstanding any related or underlying agreement or terms, conformance with any specific
standards, specifications, or requirements, if any, as it relates to cyber products and services is only
as expressly set out in the applicable Motorola SOW or proposal describing such cyber products or
services or the applicable (i.e., cyber) portion thereof. Customer represents that it is authorized to
engage Motorola to perform Sen . that may involve assessment, evaluation or monitorii  of
Motorole or its affiliate services, tems or products.

56. Wind Down of Services. in addition to any other termination rights, Motorola may terminate
the Services, any SOW or subscription term, in whole or in part, in the event Motorola plans to
cease offering the applicable Services to customers.

57. Third-Party Beneficiaries. This Addendum is entered into solely between, and may be
enforced only by, the Parties. Each Party intends that the Addendum will not benefit, orc e any
right or cause of action in or on behalf of, any entity other than the Parties. Notwithstanding the
foregoing, a licensor or supplier of third-party software, products or services included in the
Services will be a direct and intended third-party beneficiary of this Addendum.

Proposal Pricing ° MOTOROULA SOLUTIONS

Use or disclosure of this proposal is subject to the restrictions on the cover page.
Motorola Solutions Confidential Restricted

Page 10-25



St. John's County Board of Commissioners July 1, 2024
ASTRO 25 Managed Detection and Response 24-164983 / Cybersecurity Services

Data Processing Addendum

This Data Processing Addendum, including its Schedules and Annexes (“DPA"), forms part of the
Master Customer Agreement (“MCA” or “Agreement”)) to reflect the parties’ agreement with regard to
the Processing of Customer Data, which may include Personal Data. In the event of a conflict between
this DPA, the MCA or any Schedule, Annex or other addenda to the MCA, this DPA must prevail.

When Customer renews or purchases new Products or Services, the then-current DPA must apply and
must not change during the applicable Term. When Motorola provides new features or supplements
the Product or Service, Motorola may provide additional terms or make updates to this DPA that must
apply to Customer’s use of those new features or supplements.

1. Definitions.
All capitalized terms not defined herein must have the meaning set forth in the Agreement.

“Customer Data” means data including images, text, videos, and audio, that are provided to Motorola
by, through, or on behalf of Customer and its Authorized Users or their end users, throur the use of
the Products and Services. Customer Data does not include Customer Contact Data, Service Use
Data, other than that portion comprised of Personal Information, or Third Party Data.

“Customer Contact Data” means data Motorola collects from Customer, its Authorized Users, and
their end users for business contact purposes, including without limitation marketing, advertising,
licensing, and sales purposes.

“Data Protection Laws” means all data protection laws and regulations applicable to a Party with
respect to the Processing of Personal Data under the Agreement.

“Data Subjects” means the identified or identifiable person to whom Personal Data relates.
“Metadata” means data that describes other data.

“Motorola Data” means data owned by Motorola and made available to Customer in connection with
the Products and Services.

“Personal Data” or “Personal Information” means any information relating to an identified or
identifiable natural person transmitted to Motorola by, through, or on behalf of Customer and its
Authorized Users or their end users as part of Customer Data. An identifiable natural person is one
who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, ecanomic, cultural or social identity of that natural person.

“Process” or “Processing” means any operation or set of operations which is performed on Personal
Data or on sets of Personal Data, whether or not by automated means, such as collection, recording,
copying, analyzing, caching, organization, structuring, storage, adaptation, or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment
or combination, restriction, erasure or destruction.
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“Security Incident” means an incident leading to the accidental or unlawful destruction, loss, alteration
or disclosure of, or access to Customer Data, which may include Personal Data, while processed by
Motorola.

“Service Use Data” means data generated about the use of the Products and Services through
Customer's use or Motorola’s support of the Products and Services, which may include Metadata,
Personal Data, product performance and error information, activity logs, and date and time of use.

“Sub-processor” means other processors engaged by Motorola to Process Customer Data which may
include Personal Data.

“Third Party Data” means information obtained by Motorola from publicly available sources or its third
party content providers and made available to Customer through the Products or Services.

2. Processing of Customer Data

21. Roles of the Parties. The Parties agree that with regard to the Processing of Personal Data
hereunder, Customer is the Controller and Motorola is the Processor who may engage Sub-processors
pursuant to the requirements of Section 6 entitled “Sub-processors” below.

2.2, Motorola’s Processing of Customer Data. Motorola and Customer agree that Motorola may
only use and Process Customer Data, including the Personal Information embedded in Service Use
Data, in accordance with applicable law and Customer's documented instructions for the following
purposes: (i) to perform Services and provide Products under the Agreement; (ii) analyze Customer
Data to operate, maintain, inage, and improve Motorola products and services; and (iij)c er v
products and services. Customer agrees that its Agreement (including this DPA), along with the
Product and Service Documentation and Customer’s use and configuration of features in the Products
and Services, are Customer's complete and final documented instructions to Motorola for the
processing of Customer Data. Any additional or alternate instructions must be agreed to according to
the process for amending Customel  Agreement. Customer represents and warrants to Motorola that
Customer's instructions, including appeintment of Motorola as a Pro« isor or sub-processor, have
been authorized by the relevant controller. Customer Data may be processed by Motorola at any of its
global locations and/or ¢ losed to Subprocessors. It is Custon s responsibility to notify Authorized
Users of Motorola’s collection and use of Customer Data, and to obtain any required consents, provide
all necessary naotices, and meet any other applicable legal requirements with respect to such collection
and use. Customer represents and warrants to Motorola that it has complied with the terms of this
provision.

2.3. Details of Processing. The subject-matter of Processing of Personal Data by Motorola
hereunder, the duration of the Processing, the categories of Data Subjects and types of Personal Data
are set forth on Annex I to this DPA.

24. Disclc 1+ of Prc » dlI Motorola not ¢ :lose to or share any Ci omer [ a
with any third party except to Motorola’'s sub-processors, suppliers and channel partners as necessary
to provide the products and services unless permitted under this Agreement, authorized by Customer
or required by law. In the event a government or supervisory authority demands access to Customer
Data, to the extent allowable by law, Motorola must provide Customer with notice of receipt of the
demand to provide sufficient time for Customer to seek appropriate relief in the relevant jurisdiction. In
all circumstances, Motorola retains the right to comply with applicable law. Motorola must ensure that
its personnel are subject to a duty of confidentiality, and will contractually obligate its sub-processors to
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a duty of confidentiality, with respect to the handling of Customer Data and any Personal Data
contained in Service Use Data.

2.6. Customer’s Obligations. Customer is solely responsible for its compliance with all Data
Protection Laws and establishing and maintaining its own policies and procedures to ensure such
compliance. Customer must not use the Products and Services in a manner that would violate
applicable Data Protection Laws. Customer must have sole responsit ty for (i) the lawfulness of any
transfer of Personal Data to Motorola, (ii) the accuracy, quality, and legality of Personal Data provided
to Motorola; (iii) the means by which Customer acquired Personal Data, and (iv) the provision of any
required notices to, and obtaining any necessary acknowledgements, Itharizations or consents from
Data Subjects. Customer takes full responsibility to keep the amount of Personal Data provided to
Motorola to the minimum necessary for Motorola to perform in accordance with the Agreement.
Customer must be solely responsible for its compliance with applicable Data Protection Laws.
Customer agrees that it has implemented administrative, physical and technical safeguards for
Customer’s environment and operations that are no less rigorous than accepted industry practices and
shall ensure that all such safeguards comply with applicable data protection and privacy laws.
Customer agrees that Motorola shall not be liable for any Security Incident arising from Customer’s
breach of this requirement.

2.6. Customer Indemnity. Customer will defend, indemnify, and hold Motorola and its
subcontractors, subsidiaries and other affiliates harmless from and against any and all damages,
losses, liabilities, and expenses (including reasonable fees and expenses of attorneys) arising from
any actual or threatened third-party claim, demand, action, or proceeding arising from or related to
Customer's failure to comply with its obligations under this Agreement and/or applicable Data
Protection Laws. Moatorola will give Customer prompt, written naotice of any claim st ject to the
foregoing indemnity. Motorola will, at its own expense, cooperate with Customer in its defense or
settlement of the claim.

3. Service Use Data. Except to the extent that it is Personal Information, Customer understands
and agrees that Motorola may collect and use Service Use Data for its own purposes, provided that
such purposes are compliant with applicable Data Protection Laws. Service Use Data may be
processed by Motorola at any of its global locations and/or disclosed to Subprocessors.

4, Third-Party Data and Motorola Data. Motorola Data and Third Party Data may be available
to Customer through the Products and Services. Customer and its Authorized Users may use the
Motorola Data and Third Party Data as permitted by Motoraola and the applicable third-party data
provider, as described in the Agreement or applicable Addendum. Unless expressly permitted in the
Agreement or applicable Addendum, Customer must not, and must ensure its Authorized Users must
not: (a) use the Motorola Data or Third-Party Data for any purpose other than Customer’'s internal
business purposes or disclose the data to third parties; . “white label” such data or otherw
misrepresent its source or ownership, or resell, distribute, sublicense, or commercially exploit the data
in any manner; (c) use such data in violation of applicable laws ; (d) se such data for activities or
purposes where reliance upon the data could lead to death, injury, or property damage; (e) remove,
obscure, alter, or falsify any marks or proprietary rights notices indicating the source, origin, or
ownership of the data; or (f) modify such data or combine it with Customer Data or other data or use
the data to build databases. Additional restrictions may be set forth in the Agreement or applicable
Addendum. Any rights granted to Customer or Authorized Users with re ect to Motorola Data or Third-
Party Data must immediately terminate upon termination or expiration of the applicable Addendum,
Ordering Document, or the MCA. Further, Matorola or the applicable Third Party Data provider may
suspend, change, or terminate Customer’s or any Authorized User's access to Motorola Data or Third-
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7. Data Transfers

Motorola agrees that it must not make transfers of Personal Data under this Agreement from one
jurisdiction to another unless such transfers are performed in compliance with this Addendum and
applicable Data Protection Laws. Motorola agrees to enter into ¢ »ropriate agreements with its
affiliates and Sub-processors, which will permit Motorola to transfer Personal Data to its affiliates and
Sub-processors. Motorola agrees to amend as necessary its agreement with Customer to permit
transfer of Personal Data from Motorola to Customer. Motorola also agrees to assist the Customer in
entering into agreements with its affiliates and Sub-processors if required by applicable Data Protection
Laws for necessary transfers.

8. Security. Motorola must implement appropriate technical and organizational measures to
ensure a level of security appropriate to the risk posed by the Processing of Personal Data, taking into
account the costs of implementation; the nature, scope, context, and purposes of the Processing; and
the risk of varying likelihood and severity of harm to the data subjects. The appropriate technical and
organizational measures implemented by Motorola are set forth in Annex lll. In assessing the
appropriate level of security, Motorola must weigh the risks presented by Processing, in particular from
accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to personal
data transmitted, stored or otherwise Processed.

9. Security Incident Notification. If Motorola becor :s aware of a Security Incident, then
Motorola must (i) notify Customer of the Security Incident without u lue delay, (ii) investigate the
Security Incident and apprise Customer of the details of the Security Incident and (iii) take commercially
reasonable steps to stop any ongoing loss of Personal Data due to the Security Incident if in the control
of Motorola. Notification of a Security Incident must not be construed as an acknowledgement or
admission by Motorola of any fault or liability in connection with the Security Incident. Motorola must
make reasonable efforts to assist Customer in fulfilling Customer’s obligations under Data Protection
Laws to notify the relevant supervisory authority and Data Subjects abo'  such incident.

10. Data Retention and Deletion.

Except for anonymized Customer Data, as described above, or as otherwise provided under the
Agreement, Motorola must delete all Customer Data no later than ninety (90) days following termination
or expiration of the MCA or the applicable Addendum or Ordering Document unless otherwise required
to comply with applicable law.

1. Audit Rights

111 | iodic Audit. Motorola will allow Ci omer to perform an audit of reasonable ope and
duration of Motorola operations relevant to the Products and Services purchased under the Agreement,
Ci on le exper 3, for verifi ion of complian with the t r id ¢ i e
measures set forth in Annex Il if (i) Motorola notifies Customer of a Security Incident that results in
actual compromise to the Products and/or Services purchased; or (ii) if Customer reason: y believes
Motorola is not in compliance with its security commitments under this DPA, or (iii) if such audit is
legally required by the Data Protection Laws. Any audit must be conducted in accordance with the
procedures set forth in Section 11.3 of this DPA and may not be conducted more than one time per
year. If any such audit requires access to confidential information of Motorola's other customers,
suppliers or agents, such portion of the audit may only be conducted by Customer's nationally
recognized independent third-party auditors in accordance with the procedures set forth in Section
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student’s parent) of any judicial order or lawfully-issued subpoena requiring the disclosure of Customer
Data in Motorola’s possession as may be required under applicable law.

12.3. CJIS. Motorola agrees to support the Customer’s obligation to comply with the Federal Bureau
of Investigation Criminal Justice Information Services (CJIS) Security Policy and must comply with the
terms of the CJIS Security Addendum for the Term of this Agreement and such CJIS Security
Addendum is incorporated herein by reference. Customer hereby consents to allow Motorola
“screened” personnel as defined by the CJIS Secur 1 Policy to serve : an authorized “escort” within
the meaning of CJIS Security Policy for escorting unscreened Motorola personnel that require access
to unencrypted Criminal Justice Information for purposes of Tier 3 support (e.g. troubleshooting or
development resources). In the event Customer requires access to Service Use Data for its
compliance with the CJIS Security Policy, Motorola must make such access available following
Customer’s request. Notwithstanding the foregoing, in the event the MCA or applicable Ordering
Document terminates, Motorola must carry out deletion of Customer Data in compliance with Section
10 herein and may likewise delete Service Use Data within the time frame specified therein. To the
extent Customer objects to deletion of its Customer Data or Service Use Data and seeks retention for a
longer period, it must provide written notice to Motorola prior to expiration of the 30-day pi od for data
retention to arrange return of the Customer Data and retention of the Service Use Data for a specified
longer period of time.

12.4. CCPA [/ CPRA. If Motorola is Processing Personal Data within the scope of the California
Consumer Protection Act (“CCPA”) and/or the California Privacy Rights Act (“CPRA”") (collectively
referred to as the “California Privacy Acts”), Customer acknowledges that Motorola is a “Service
Provider” within the meaning of California Privacy Acts. Motorola must process Customer Data and
Personal Data on behalf of Customer and, not retain, use, or disclose at data for any p pose other
than for the purposes set out in this DPA and as permitted under the California Privacy Acts, including
under any “sale” exemption. In no event will Motorola sell any such data, nor will M. If a California
Privacy Act applies, Personal Data must also include any data identified with the California Privacy Act
or Act's definition of personal data. Motorola shall provide Customer with notice should it determine
that it can no longer meet its obligations under the California Privacy Acts, and the parties agree that, if
appropriate and reasonable, Customer may take steps necessary to stop and remediate unauthorized
use of the impacted Personal Data.

12.5 CPA, CTDPA, VCDPA. If Motorola is Processing Personal Data within the scope of the Colorado
Privacy Rights Act (“CPA”), the Connecticut Data Privacy Act (“CTDPA”), or the Virginia Consumer
Data Protection Act (“VCDPA") Motorola will comply with its obligations 1der the applicable legislation,
and shall make available to Customer all information in its possession necessary to demonstrate
compliance with obligations in accordance with such legislation. Motorola Contact. Customer
believes that Motorola is not adhering to its privacy or security obligations hereunder, Customer must
contact the Motorola Data Protection Officer at Motorola Solutions, Inc., 500 W. Monroe, Chicago, IL
USA 90661-3618 or at privacy1@motorolasolutions.com.

ANNEX |

A. LIST OF PARTIES

Data exporter(s): [/dentily and contact details of the data exporter(s) and, where applicable, of its/their
data protection officer and/or representative in the European Union]
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1.

Name: ...

Address: ...

Contact person’s name, position and contact ¢ ails: ...
Activities relevant to the data transfer 1unc these Claus i: ...
Signature and date: ...

Role (controller/processor). Controller

Data importer(s): [/dentity and contact details of the data importer(s), including any contact person
with responsibility for data protection]

1.
Name: Motorola Solutions, Inc.

Address: ...
Contact person’s name, position and contact details: ...

Activities relevant to the data transferred under these Clauses: ...

Signature and date: ...
Role (controller/processor). Processor

2. ..

B. DI CRIPTION OF TRANSF R

Categories of data sub :ts wh. :personal datais trans red

Data subjects include the data exporter's representatives and end-users including employees,
contractors, collaborators, and customers of the data exporter. Data subjects may also include
individuals attempting to communicate or transfer personal information to users of the services provided
by data importer. Motorola acknowledges that, depending on Customer's use of the Online Service,
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Customer may elect to include personal data from any of the following types of data si jects in the
Customer Data:

Employees, contractors, and temporary workers (current, former, prospective) of data exporter;
Dependents of the above;

Data exporter's collaborators/contact persons (natural persons) or employees, contractors or
temporary workers of legal entity collaborators/contact persons (current, prospective, former);

Users (e.g., customers, clients, patients, visitors, etc.) and other data subjects that are users of
data exporter's services;

Partners, stakeholders or individuals who actively collaborate, communicate or otherwise
interact with employees of the data exporter and/or use communication tools such as apps and
websites provided by the data exporter;

Stakeholders or individuals who passively interact with data exporter (e.g., because they are the
subject of an investigation, research or mentioned in documents or correspondence from or to
the data exporter);

Minors; or

Professionals with professional privilege (e.g., doctors, lawyers, notaries, religious workers,
etc.).

Categories of personal data transferred

Customer’s use of the Products and Services, Customer may elect to include personal data from any of
the following categories in the Customer Data:

Basic personal data (for example place of birth, street name, and house number (address),
Agreemental code, city of residence, country of residence, mobile phone number, first name,
last name, initials, email address, gender, date of birth), including basic personal data about
family members and children;

Authentication data (for example user name, password or PIN code, security question, audit
trail);

Contact information (for example addresses, email, phone numbers, social media identifiers;
emergency contact details);

Unigque identification numbers and signatures (for example Social Security number, bank
account number, passport and ID card number, driver's license number and vehicle registration
data, |P addresses, employee number, student number, patient number, signature, unique
identifier in tracking co: ies or similar technology);

Pseudonymous identifiers;
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The frequency of the transfer (e.g. whether the data is transferred on  one-off or continuous basis).

Data may be transferred on a continuous basis during the term of the MCA or other agreement to which
this DPA applies.

Nature of the processing

The nature, scope and purpose of processing personal data is to carry out performance of Motorola’s
obligations with respect to provision of the Products and Services purchased under the MCA and
applicable Ordering Documents. The data importer utilizes a global network of data centers and
management/support facilities, and processing may take place in any jurisdiction where data importer
or its sub-processors utilize such facilities

Purpose(s) of the data transfer and further processing

The nature, scope and purpose of processing personal data is to carry out performance of Motorola’s
obligations with respect to provision of the Products and Services purchased under the MCA and
applicable Ordering Documents. The data importer utilizes a global network of data centers and
management/support facilities, and processing may take place in any jurisdiction where data importer
or its sub-processors utilize such facilities

The period for which the personal data will be retained, or, if that is not possible, the criteria used to
determine that period

Data retention is governed by Section 10 of this Data Processing Adden 1m

For transfers to (sub-) processors, also specify subject matter, nature and duration of the
processing

Transfers to sub-processors will only be for carrying out the performance of Motorola’s obligations with
respect to provision of the Products and Services purchased under the MCA and applicable Ordering
Documents. The data importer utilizes a global network of data centers and management/support
facilities, and processing may take place in any jurisdiction where data importer or its sub-processors
utilize such facilities. In accordance with the DPA, the data exporter agrees the data impc 1 may hire
other companies to provide limited services on data importer's behalf, such as providing customer
support. Any such sub-processors must be permitted to obtain Customer Data only to deliver the
services the data importer has retained them to provide, and they are prohibited from using Customer
Data for any other purpose.
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Processes for regularly testing, assessing and evaluating the effectiveness of technical and
organizational measures in order to ensure the security of the pro. ssing

Motorola periodically evaluates its processes and systems to ensure continued compliance with
obligations imposed by law, regulation or contract with respect to the confidentiality, integrity,
availability, and security of Customer Data, including personal informatii . Motorola documents the
results of these evaluations and any remediation activities taken in response to such evaluations.
Motorola periodically has third party assessments performed against applicable industry standards,
such as ISO 27001, 27017, 27018 and 27701.

Measures for user identification and authorisation

Identification and Authentication. Motorola uses industry standard practices to identify and authenticate
users who attempt to access Motorola information systems. Where authentication mechanisms are
based on passwords, Motorola requires that the passwords are at least eight characters long and are
changed regularly. Motorola uses industry standard password protectio practices, including practices
designed to maintain the confidentiality and integrity of passwords when they are assigned and
distributed, and during storage.

Access Policy and Administration.. Motorola maintains a record of secul ' privileges of individuals
having access to Customer Data. including personal information. Motorola maintains appr« riate
processes for requesting, approving and administering accounts and access privileges in connection
with the Processing of Customer Data. Only authorized personnel may ant, alter or cancel authorized
access to data and resources. Where an individual has access to systems containing Customer Data,
the individuals are assigned separate, unique identifiers. Motorola dea vates authentication
credentials on a periodic basis.

Measures for the protection of data during transmission

Data is generally encrypted during transmission within the Motorola managed environments.
Encryption in transit is also generally required of any sub-processors. Further, protection of data in
transit is also achieved through the access controls, physical and environmental security, and
per. surity o ;ril 1 throughout this Annex II.

Measures for the protection of data during storage

Data is generally encrypted during storage within the Motorola managed environments. Encryption in
storage is also generally required of any sub-processors. FL er, protection of data in storage is also
achieved through the access controls, physical and environmental security, and personnel security
described throughout this Annex II.

Measures for ensuring physical security of locations at which personal data are processed
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Measures for certification/assurance of processes and products

Motorola performs internal Secure Application Review and Secure De jn Review security audits and
Production Readiness Review security readiness reviews prior to service release. Where appropriate,
privacy assessments are performed for Motorola's products and services. A risk register is created as a
result of internal audits with assignments tasked to appropriate personnel. Security audits are
performed annually with additional audits as needed. Additional privacy assessments, including
updated data maps, occur when material changes are made to the products or services. Further,
Motorola Soli  >n has achieved AICPA SOC2 Type 2 reporting and ISO/IEC 27001:2013 certification
for many of its development and support operations.

Measures for ensuring data minimisation

Motorola Solutions policies require processing of all personal information in accordance with applicable
law, including when that law requires data minimisation. Further, Motori 1 Solutions conducts privacy
assessments of its products and services and evaluates if those products and services support the
principles of processing, such as data minimisation.

Measures for ensuring data quality

Motorola Solutions policies require processing of all personal information in accordance with applicabie
law, including when that law requires ensuring the quality and accuracy of data. Further, Motorola
Solutions conducts privacy assessments of its products and services an evaluates if those products
and services support the principles of processing, such as ensuring data quality.

Measures for ensuring limited data retention

Motorola Solutions maintains a data retention policy that provi s a rete ion schedule outlining storage
periods for personal data. The schedule is based on business needs and provides sufficient
information to identify all records and to implement disposal decisions in line with the schedule. The
policy is periodically reviewed and updated.

Measures for ensuring accountability

To ensure compliance with the principle of accountability, Motorala Solutions maintains a Privacy
Prog which generally aligns its activities to both the Nymity Privacy Manage  :nt and Accountability
Framework and NIST Privacy Fran vork. Tt Privacy P 3 n idi | annually by Motorc
Solutions Audit Services.

Measures for allowing data portability and ensuring erasure

When subject to a data subject request to move, copy or transfer their personal data, Motorola
Solutions will provide personal data to the Controller in a structured, commonly used and machine
readable format. Where possible and if the Controller requests it, | »torola Solutions can directly
transmit the personal information to another organization.
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For transfe to (sub-) processors

If, in the course of providing prodi s and services under the MCA, Motorola Solutions transfers
information containing personal data to third parl ;, said third parties will |  subjected to a security
assessment and bound by obligations substantially similar, but at least as stringent, as those included
in this DPA.
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LIST OF SUB-PROCESSORS

1.
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Microsoft

. Amazon

. PagerDuty Inc
. SalesForce

. Twilio

. Neustar

. Google

. VMWare

. CrowdStrike

. Palo Alto
.AT&T

. Okta

. Cisco

. Sophos

. Tenable

. Corelight
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NOTICE OF SINGLE OR SOLE SOURCE PROCUREMENT

St Johns County, FL
Purchasing Division

500 San SebastianVv v
St. Augustine, FL 32084
Office: (904) 209-0150

Sole/Single Source No: SS No: 1680
Date Posted: January 25, 2024
Written Response due: February 14, 2024

RESPONSES SUBMITT="™ TQ.

Name: . nifer McDaniel
Email Address

Phone Number: (904) 209-3270

This is NOT a formal solicitation (RFB, RFP, RFQ) and there are no solicitation documents
available. A contract or purchase order is proposed for the product(s) or service(s) identified
below. St Johns County, FL, intends to negotiate and award a PO or contract to the Supplier
indicated in accordance with Florida State Statute 287.057(5)(c) and 120.57(3). Any responses
received as a result of this Notice shall be considered solely for the purpose of determining
whether an equivalent product or service can be provided by alternative source(s), which may
warrant a competitive solicitation. Responses will NOT be considered as proposals, bids or
quotes.

“““““ ICT/ISERVICE F~~""~7D: Cyber Security detection and response solutions for
Motorola ASTRO 25 MDR system and PremierOne Managed Detection & Response.

L~o~—'=~%- 5JC intends to contract with the Vendor to provide Cyber Security needs for our
A

A A it f
experienced, specializedsec .., . __ . Y RO
25 mission-critical networks. For highly complex or unusual security events, Motorola’s
technologists have direct access to Motorola engineers for rapid resolution.



Must provide solution 24x7x365 Security Operations Center Support.

Must provide Delta Risk, a leading Managed Security Services Provider (MSSP). The
acquisition now allows Motorola to extend the ActiveEye SM platform to our customers and
deliver a co-managed approach to 24/7 security monitoring operations across IT enterprise
envirol :nts. The benefits of the ActiveEye SM platform are demonstrated below:

e Included Public Safety Threat Data Feed — Threat reports covering potential attack
vectors based on dark web research. Summaries of actual attacks against public safety
and state/local municipalities. Indicator data pulled from a large network of deployed
public safety sensors and state/local municipality environments.

o Advanced Threat Detection & Response — Consolidate SIEM data and direct threat
inputs from endpoint security, network sensors, and cloud/SaaS applications. Pre-built
custom playbooks to process alerts and reduce/eliminate ma 1al analyst effort.

» Single Dashboard for Threat Visibility — Prioritize based on actual assets in the
environment. Asset inventory created manually or automatically with Managed
Vulnerability Assessment Service - external and authenticated scans of assets, providing
a complete attack surface map.

Chief Information Security Officer (CISO) Benefits

Main dashboard displays and aggregates all of the important and relevant risk information from
across the organization, helping decision makers to make better-informed decisions to balance
cybersecurity efforts and operational efficiencies.

Main dashboard provides key performance metrics and indicators that can inform an admin at a
glance to the activity that is occurring throughout their environment.

Create ad-hoc reports and notifications based on available data and ActiveEye SM parameters.

Transparency into the service that Motorola is providing. The dashboard will provide the key
indicators to the number of events that are handled on a daily, weekly, monthly basis and how
those events are handled by the Motorola Security Operations Center (SOC).

Public Safety Threat Alliance

Cyber threats to public safety agencies are increasing in scope, scale, and complexity; however,
most agencies lack the cybersecurity capabilities required to mitigate risk and ensure continuity
of public y o/ atiotr To add this critical need, Motorola has itablished cyber
threat infarmation sharing and analvsis oraanization (ISAO) for public safety called The Public
Safety ..ireat Alliance (PSTA). ...e . ...\ is recognized by the U.S. Cybersec and
Infrastructu  Security Association (CISA), and highlights Motorola's commitment ublic
safe : ‘:ncies and the communities they serve.

+ PSTA will leverage cybersecurity risk information from across Motorola’s Cybersecurity
Services. This, paired with information from members and trusted partners including CISA, other
ISAOs, and nonprofits dedicated to sharing cyber threat intelligence, will help generate actionable
intelligence to improve members’ cybersecurity posture, defense, and resilience against-evolving
threats to their public safety missions. Membership in the PSTA is open to all pul : safety
agencies. While initial efforts are focused on U.S. public safety, the Alliance will include global
public safety agencies in the future.









THE FLORIDA SENATE
2022 SUMMARY OF LEGISLATION PASSED

~vmmittee on Military and Veterans
Affairs, Space, and Domestic Security

CS/HB 7055 Cybersecurity

by State Affairs Committee; State Administration and Technology Appropriations
Subcommittee; Reps. Giallombardo, Fischer, and others (CS/CS/SB 1670 by Appropriations
Committee; Military and Veterans Affairs, Space, and Domestic Security; and Senator Hutson)

The bill amends the state’s Cybersecurity Act that requires the Florida Digital Service (FLDS)
and the heads of state agencies to meet certain requirements to enhance the cybersecurity of state
agencies. Currently, state agencies must provide cybersecurity training to their employees, report
cybersecurity incidents, and adopt cybersecurity standards. However, there are no such
requirements for local governments.

Current law does not specifically address ransomware, which is a form of malware designed to
encrypt files on a device, rendering any files unusable. Malicious actors then demand ransom in
exchange for decryption.

CS/HB 7055 prohibits state agencies and local governments from paying or otherwise complying
with a ransomware demand.

The bill defines the severity level of a cybersecurity incident in accordance with the National
Cyber Incident Response Plan.

State agencies and local governments will be required to report ransomware incidents and high
severity level cybersecurity incidents to the Cybersecurity Operations Center and the Cybercrime
Office within the Florida Department of Law Enforcement as soon as possible but no later than
times specified in the bill. Local governments must also report to the local sheriff.

The bill also requires state agencies to report low level cybersecurity incidents and provides that
local governments may report such incidents. State agencies and local governments must also
submit after-action reports to FLDS following a cybersecurity or ransomware incident.

CS/HB 7055 requires the Cybersecurity Operations Center to notify the President of the Senate
and Speaker of the House of Representatives of high severity level cybersecurity incidents. The
notice must contain a high-level overview of the incident and its likely effects. In addition, the
Center must provide the President of the Senate, Speaker of the House of Representatives, and
the Cybersecurity Advisory Council with a consolidated incident report on a quarterly basis.

The bill requires state agency and local government employees to undergo certain cybersecurity
training within 30 days of employment and annually thereafter.

The bill requires local governments tc  “dpt cybersecurity standards that safeguard the local
wernment’s data, information technology, and information technology resources.

“information only and does not represent the opinion of any Senator, Senate Officer, or Senate Office. ]
CH/HB 7Ud) Page: |




Committee on Veterans and Military Affairs, Space & Domestic
2022 Summary of Legislation Passed Security

The bill expands the purpose of the Cybersecurity Advisory Council to include advising local

governments on cybersecurity and requires the Council to examine r  orted cybersecurity and
ransomware incidents to develop best practice recommendations. The Council must submit an
annual comprehensive report regarding ransomware to the Governor, President of the Senate,

and Speaker of the House of Representatives.

The bill creates new criminal penalties and fines for certain ransomware offenses against a
government entity.

If approved by the Governor, these provisions take effect July 1, 2022.
Vote: Senate 38-0; House 110-0

[ This summary is provided for information only and does not represent the opinion of any Senator, Senate Officer, or Senate Office. ]
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