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RESOLUTION NO. 20i4 - 364 
------

A RESOLUTION BY THE BOARD OF COUNTY COMMISSIONERS OF ST. JOHNS COUNTY, 
FLORIDA, AUTHORIZING THE COUNTY ADMINISTRATOR, OR DESIGNEE, TO EXECUTE TWO 
(2) AGREEMENTS WITH MOTOROLA SOLUTIONS, FOR SYSTEM UPGRADES AND FOR 
TECHNICAL SUPPORT AND ON-SITE REPSPONSE AS POSTED UNDER SINGLE SOURCE SS 
1930; MOTOROLA SOLUTIONS TECHNICAL SUPPORT AND ONSITE INFRASTRUCTURE 
RESPONSE SERVICES. 

RECITALS 

WHEREAS, the County requires to enter into service agreements with Motorola Solutions to provide On-site 
Response, and 24/7 Technical Support and Interoperable Radio System Upgrades every two years , as specified, in 
accordance with SS 1930; and 

WHEREAS, SJC Purchasing posted a single source notice in accordance with policy and Florida Statutes, and 
received no responses contending with the notice; and 

WHEREAS, the scope of the services shall consist of On-site Infrastructure Response and Technical Support 
Service for SJC Public Safety ' s eleven ( 11 ) site sim ulcast, fifteen (15) channel network system with five (5) 
dispatch locations and seven thousand five hundred (7500) series consoles ; and 

WHEREAS, the SJC Public Safety SUAII Software/Hardware System upgrades to a new platform every two 
(2) years to maintain up to date stability for the Fire Rescue's communication system; and 

WHEREAS, the contract will be in substantial conformance with the attached draft; and 

WHEREAS, the County has reviewed the terms, provisions, conditions and requirements of the proposed 

agreements (attached hereto, and incorporated herein) and finds that executing these agreements serves a public 
purpose; and, 

NOW, THEREFORE BE IT RESOLVED BY THE BOARD OF COUNTY COMMISSIONERS OF ST. 
JOHNS COUNTY, FLORIDA, as fo llows: 

Section 1. The above Recitals are incorporated by reference into the body of th is Resolution and such Recitals 
are adopted as finds of fact. 

Section 2. The County Administrator, or designee, is hereby authorized to award and execute the proposed 
agreements in substantial ly the same form and format as attached with Motorola Solutions, Inc., to provide Onsite 
Infrastructure Response and Technical Support, for the Interoperable Radio System at a not-to exceed amount of 
$1,371,483 .24 over a six year term and the SUAII Software/Hardware System at a not-to exceed amount of 
$4,439,206.00 over a six year term. 

Section 4. To the extent that there are typographical and/or administrative errors that do not change the tone, 
tenor, or concept of this Resolution, then this Resolution may be revised without subsequent approval by the Board 
of County Commissioners. 

PASSED AND ADOPTED by the Board of County Commissioners of St. Johns County, Florida, on 
this--1.!:g_ day of September, 2024. 

ATTEST: Brandon J. Patty, 
Clerk o the Circuit Court & Comptroller 

Deputy Clerk 



• MOTOROLA SOLUTIONS 

500 W Monroe Street 
Chicago, IL. 60661 
(888) 325-9336 

Qty 

Date :o7 /26/2024 

Company Name: ST JOHNS BOARD COMMISSIONERS, COUNTY 
OF 

Attn : 

Billing Address : ST JOHN BOARD COMMISSIONERS, COUNTY 
OF 
3657 GAINES RD 

City, State, Zip: SAINT AUGUSTINE, FL, 32084 

Customer Contact: Lee Mathis 

Phone: 

Service Name Service Description 
SVC01SVC1424C ONSITE RESPONSE-LOCAL DISPATCH-STANDARD 

--- LOCAL DISPATCH 

--- ONSITE SYS SUPPORT-STD 

SVC01SVC1104C ASTRO TECHNICAL SUPPORT 

--- SYSTEM TECH SUPPORT 

SERVICE AGREEMENT 

Quote Number 
Contract Number: USC000004334 
Contract Modifier: R02-JUN-24 05:01:40 

Required P.O. : 

PO#: 

Customer # : 1011993111 

Bill to Tag#: 

Contract Start Date :01-Oct-2024 

Contract End Date :30-Sep-2030 

Payment Cycle :MONTHLY 

Extended Amt 
$1,116 ,656.28 

$254,826.96 

Annual Breakdown: 

Year 1 (10/1/2024-9/30/2025) - $206,767.56 
Subtotal - Recurring Services $114,290.27 $1,371,483.24 

Year 2 (10/1/2025-9/30/2026) - $215,038.20 
Subtotal - One-Time Event Services $0.0C $0.00 Year 3 (10/1/2026-9/30/2027) -$223,639.68 

Year 4 (10/1/2027-9/30/2028) - $232,585.20 
Year 5 (10/1/2028-9/30/2029) - $241 ,888.56 Total $1 ,371,483.24 
Year 6 (10/1/2029-9/30/2030) - $251 ,564.04 

THIS SERVICE AMOUNT IS SUBJECT TO STATE AND LOCAL TAXING JURISDICTIONS WHERE 
APPLICABLE, TO BE VERIF IED BY MOTOROLA 

SPECIAL INSTRUCTIONS: 

I have received Applicable Statements of Work which describe the Services and cybersecurity services provided on this Agreement. 
Motorola's Terms and Conditions are attached hereto. The terms and conditions of the Cyber Addendum executed July 18, 2024 

shall apply to the extent cybersecurity products and services, including Remote Security Update Service, Security Update Service, 
and Managed Detection & Response subscription services, are purchased by or otherwise provided to Customer, includ ing through 
bundled or integrated offerings or otherwise. By signing below Customer acknowledges these terms and conditions govern all 
Services under this Service Agreement. 

AUTHORIZED CUSTOMER SIGNATURE TITLE DATE 

CUSTOMER (PRINT NAME) 
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500 W Monroe Street 
Chicago, IL. 60661 
(888) 325-9336 

MOTOROLA REPRESENTATIVE(SIGNATURE) 

MOTOROLA REPRESENTATIVE(PRINT NAME) 

TITLE 

SERVICE AGREEMENT 

Quote Number : 
Contract Number: USC000004334 
Contract Modifier: R02-JUN-24 05:01:40 

DATE 

PHONE 

Company Name : 

Contract Number : 

ST JOHNS BOARD COMMISSIONERS, COUNTY OF 

USC000004334 

Contract Modifier : R02-JUN-24 05:01:40 

Contract Start Date : 01-0ct-2024 

Contract End Date : 30-Sep-2030 



Motorola Solutions Customer Agreement 

This Motorola Solutions Customer Agreement (the "MCA") is entered into between Motorola Solutions, 
Inc. , with offices at 500 W. Monroe Street, Suite 4400, Chicago, IL 60661 ("Motorola") and the entity 
set forth in the signature block below ("Customer"). Motorola and Customer will each be referred to 
herein as a "Party" and collectively as the "Parties". This Agreement (as defined below) is effective as 
of the date of the last signature (the "Effective Date"). 

1. Agreement. 

1.1. Scope; Agreement Documents. This MCA governs Customer's purchase of Products (as 
defined below) and Services (as defined below) from Motorola. Additional terms and conditions 
applicable to specific Products and Services are set forth in one or more addenda attached to this MCA 
(each an "Addendum", and collectively the "Addenda"). In addition , the Parties may agree upon 
solution descriptions, equipment lists, statements of work, schedules, technical specifications, and 
other ordering documents setting forth the Products and Services to be purchased by Customer and 
provided by Motorola and additional rights and obligations of the Parties (the "Ordering Documents", 
"Initial Order Form", or "Order Form"). To the extent required by applicable procurement law, a proposal 
submitted by Motorola in response to a competitive procurement process will be included within the 
meaning of the term Ordering Documents. This MCA, the Addenda , and any Ordering Documents 
collectively form the Parties' "Agreement". 

1.2. Order of Precedence. Each Addendum will control with respect to conflicting terms in the MCA, 
but only as applicable to the Products and Services described in such Addendum. Each Ordering 
Document will control with respect to conflicting terms in the MCA or any Addenda, but only as 
applicable to the Products and Services described on such Ordering Document. 

2. Products and Services. 

2.1. Scope of Services. Motorola will provide maintenance services] as seen in the attached proposals 
and statement of works, dated [xx July], 2024, for St. Johns County Communications and Interoperable 
Radio System Departments. The Services will conclude upon the expiration or termination. 

2.1.a. If Motorola is providing Services for Equipment, Motorola parts or parts of equal quality will be used; the Equipment 
will be serviced at levels set forth in the manufacturer's product manuals; and routine service procedures that are prescribed 
by Motorola will be followed. 

2.1 .b. If Customer purchases from Motorola additional equipment that becomes part of the same system as the initial 
Equipment, the additional equipment may be added to this Agreement and will be billed at the applicable rates after the 
warranty for that additional equipment expires. 

2.1.c. All Equipment must be in good working order on the Start Date or when additional equipment is added to the 
Agreement. Upon reasonable request by Motorola, Customer will provide a complete serial and model number list of the 
Equipment. Customer must promptly notify Motorola in writing when any Equipment is lost, damaged , stolen or taken out of 
service. Customer's obligation to pay Service fees for this Equipment will terminate at the end of the month in which Motorola 
receives the written notice. 

2.1.d. Customer must specifically identify any Equipment that is labeled intrinsically safe for use in hazardous environments. 

2.1.e. If Equipment cannot, in Motorola's reasonable opinion, be properly or economically serviced for any reason, Motorola 
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may modify the scope of Services related to that Equipment; remove that Equipment from the Agreement; or increase the 
price to Service that Equipment. 

2.1 .f. Customer must promptly notify Motorola of any Equipment failure. Motorola will respond to Customer's notification in a 
manner consistent with the level of Service purchased as indicated in this Agreement. 

Excluded Services 

2.1.g. Service excludes the repair or replacement of Equipment that has become defective or damaged from use in other than 
the normal, customary, intended, and authorized manner; use not in compliance with applicable industry standards; excessive 
wear and tear; or accident, liquids, power surges, neglect, acts of God or other force majeure events that are not reasonably 
foreseeable and are outside of its reasonable control. 

2.1.h. Unless specifically included in th is Agreement, Service excludes items that are consumed in the normal operation of 
the Equipment, such as batteries or magnetic tapes.; upgrading or reprogramming Equipment; accessories , belt clips, battery 
chargers , custom or special products, modified units, or software; and repair or maintenance of any transmission line, 
antenna, microwave equipment, tower or tower lighting, duplexer, combiner, or multicoupler. Motorola has no obligations for 
any transmission medium, such as telephone lines, computer networks, the internet or the worldwide web, or for Equipment 
malfunction caused by the transmission medium. 

Time and Place of Service 

2.1.i. Service will be provided at the location specified in this Agreement. When Motorola performs service at Customers 
location, Customer will provide Motorola, at no charge, a non-hazardous work environment with adequate shelter, heat, light, 
and power and with full and free access to the Equipment. Waivers of liability from Motorola or its subcontractors will not be 
imposed as a site access requirement. Customer will provide all information pertaining to the hardware and software elements 
of any system with which the Equipment is interfacing so that Motorola may perform its Services. Unless otherwise stated in this 
Agreement, the hours of Service will be 8:30 a.m. to 4:30 p.m., local time, excluding weekends and holidays. Unless otherwise 
stated in this Agreement, the price for the Services exclude any charges or expenses associated with helicopter or other 
unusual access requirements; if these charges or expenses are reasonably incurred by Motorola in rendering the Services, 
Customer agrees to reimburse Motorola for those charges and expenses. 

2.1.1 Non-Preclusion. If, in connection with the Products and Services provided under this 
Agreement, Motorola makes recommendations, including a recommendation to purchase other 
products or services, nothing in this Agreement precludes Motorola from participating in a future 
competitive bidding process or otherwise offering or selling the recommended products or other 
services to Customer. Customer represents that this paragraph does not violate its procurement 
standards or other laws, regulations , or policies. 
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2.1 .2 Customer Obligations. Customer will ensure that information Customer provides to 
Motorola in connection with receipt of Products and Services are accurate and complete in all 
material respects . Customer will make timely decisions and obtain any required management 
approvals that are reasonably necessary for Motorola to provide the Products and Services and 
perform its other duties under this Agreement. Unless the applicable Ordering Document states 
otherwise, Motorola may rely upon and is not required to evaluate, confirm , reject, modify, or 
provide advice concerning any assumptions or Customer information, decisions, or approvals 
described in this Section. If any assumptions in the Ordering Documents or information provided by 
Customer prove to be incorrect, or if Customer fails to perform any of its obligations under this 
Agreement, Motorola's ability to perform its obligations may be impacted and changes to the 
Ag reement, including the scope, Fees, and performance schedule may be required. 

2.1.3 Documentation . Products and Services may be delivered with documentation for the 
Equipment, software Products, or data that specifies technical and performance features , 
capabil ities , users, or operation , including training manuals, and other deliverables, such as reports , 
specifications, designs, plans, drawings, analytics, or other information (collectively, 
"Documentation"). Documentation is and will be owned by Motorola , unless otherwise expressly 
agreed in an Addendum or Ordering Document that certain Documentation will be owned by 
Customer. Motorola hereby grants Customer a limited, royalty-free, worldwide, non-exclusive 
license to use the Documentation solely for its internal business purposes in connection with the 
Products and Services. 

2.2 Motorola Tools and Equipment. As part of delivering the Products and Services, Motorola may 
provide certain tools , equipment, models, and other materials of its own. Such tools and equipment will 
remain the sole property of Motorola unless they are to be purchased by Customer as Products and are 
explicitly listed on an Ordering Document. The tools and equipment may be held by Customer for 
Motorola's use without charge and may be removed from Customer's premises by Motorola at any time 
without restriction. Customer will safeguard all tools and equipment while in Customer's custody or 
control , and be liable for any loss or damage. Upon the expiration or earlier termination of this 
Agreement, Customer, at its expense, will return to Motorola all tools and equipment in its possession 
or control. 

2.3 Authorized Users. Customer will ensure its employees and Authorized Users comply with the 
terms of this Agreement and will be liable for all acts and omissions of its employees and Authorized 
Users. Customer is responsible for the secure management of Authorized Users' names, passwords 
and login credentials for access to Products and Services. "Authorized Users" are Customer's 
employees, full-time contractors engaged for the purpose of supporting the Products and Services that 
are not competitors of Motorola , and the entities (if any) specified in an Ordering Document or 
otherwise approved by Motorola in writing (email from an authorized Motorola signatory accepted) , 
which may include affiliates or other Customer agencies. 

2.4 Export Control. Customer, its employees, and any other Authorized Users will not access or use 
the Products and Services in any jurisdiction in which the provision of such Products and Services is 
prohibited under applicable laws or regulations (a "Prohibited Jurisdiction"), and Customer will not 
provide access to the Products and Services to any government, entity, or individual located in a 
Prohibited Jurisdiction. Customer represents and warrants that (a) it and its Authorized Users are not 
named on any U.S. government list of persons prohibited from receiving U.S. exports, or transacting 
with any U.S. person ; (b) it and its Authorized Users are not a national of, or a company registered in, 
any Prohibited Jurisdiction; (c) Customer will not permit its Authorized Users to access or use the 
Products or Services in violation of any U.S. or other applicable export embargoes, prohibitions or 
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restrictions; and (d) Customer and its Authorized Users will comply with all appli able laws regarding 
the transmission of technical data exported from the U.S. and the country in which Customer, its 
employees, and the Authorized Users are located. 

2.5 Change Orders. Unless a different change control process is agreed upon in writing by the 
Parties, a Party may request changes to an Addendum or an Ordering Document by submitting a 
change order to the other Party (each, a "Change Order"). If a requested change in a Change Order 
causes an increase or decrease in the Products or Services, the Parties by means of the Change Order 
will make appropriate adjustments to the Fees, project schedule, or other matters. Change Orders are 
effective and binding on the Parties only upon execution of the Change Order by an authorized 
representative of both Parties. 

3 Term and Termination. 

3.1 Term. The term of this MCA ("Term") will commence on the Effective Date and continue until 
six (6) years, unless the MCA is earlier terminated as set forth herein . The applicable Addendum or 
Ordering Document will set forth the term for the Products and Services governed thereby. 

3.2 Termination. Either Party may terminate the Agreement or the applicable Addendum or 
Ordering Document if the other Party breaches a material obligation under the Agreement and does not 
cure such breach within thirty (30) days after receipt of notice of the breach or fails to produce a cure 
plan within such period of time. Each Addendum and Ordering Document may be separately terminable 
as set forth therein , however, termination of this Agreement shall constitute termination of all 
Addendums and Ordering Documents, unless otherwise set forth within the Notice of Termination. 

3.2.1 Termination for Non-Appropriation . Customer may terminate this Agreement, with thirty 
(30) days written notice due to the lack of lawfully appropriated funds in any given Fiscal Year. The 
termination shall take effect on the last day of the fiscal year for which the appropriation was made 
without penalty or expense to the Customer. 

3.3 Suspension of Services. Motorola may terminate or suspend any Products or Services under an 
Ordering Document if Motorola determines: (a) the related Product license has expired or has 
terminated for any reason ; (b) the applicable Product is being used on a hardware platform, operating 
system, or version not approved by Motorola ; (c) Customer fails to make any payments when due; or 
(d) Customer fails to comply with any of its other obligations or otherwise delays Motorola's ability to 
perform. 

3.4 Effect of Termination or Expiration. Upon termination for any reason or expiration of this 
Agreement, an Addendum, or an Ordering Document, Customer and the Authorized Users will return or 
destroy (at Motorola's option) all Motorola Materials and Motorola's Confidential Information in their 
possession or control and , as applicable, provide proof of such destruction, except that Equipment 
purchased by Customer should not be returned . If Customer has any outstanding payment obligations 
under this Agreement, Motorola may accelerate and declare all such obligations of Customer 
immediately due and payable by Customer. Notwithstanding the reason for termination or expiration, 
Customer must pay Motorola for Products and Services already delivered. Customer has a duty to 
mitigate any damages under this Agreement, including in the event of default by Motorola and 
Customer's termination of this Agreement. 

4 Payment and Invoicing. 
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4.1 Fees. Customer shall compensate Motorola Solutions in accordance with the mutually agreed to 
Order Form entered into between the County and Motorola Solutions. The Initial Order Form reflects an 
Order Total for Year 1 of two hundred six thousand seven hundred sixty seven dollars and fifty-six cents 
($206,767.56), which shall be paid upon Contract Execution. 

4.1.1 Customer affirms they have signatory authority to execute this contract. The contract price is 
$1 ,371 ,483.24. Customer will make all reasonable efforts to provide funds needed by Motorola 
Solutions to perform under this Agreement. and as funds are appropriated by their governing board. 
Customer makes no express commitment to provide such funds in any given Customer Fiscal Year. 
Moreover, it is expressly noted that Motorola Solutions cannot demand that Customer provide any such 
funds in any given Customer Fiscal Year. 

4.1.2 The Fees for Years 2 through 6, are as provided below, as funds are appropriated for the 
Services pursuant to this Agreement. 

Year Maintenance Services 

2 $215,038.20 

3 $223,639.68 

4 $232,585.20 

5 $241 ,888.56 

6 $251 ,564.04 

4.1.3 It is strictly understood that Motorola Solutions is not entitled to the above-referenced amount of 
compensation . Rather, Motorola Solutions compensation shall be based upon Motorola Solutions 
providing the Services, in accordance with this Agreement. 

4.2 Taxes. Motorola Solutions shall pay and be solely responsible for any and all taxes, levies, 
duties and assessments of every nature which may be applicable to any services performed under this 
Agreement, including, without limitation, any tax that Motorola Solutions is required to deduct or 
withhold from any amount payable under this Agreement and shall make all payroll deductions and 
withholdings required by law. Motorola Solutions herein indemnifies and holds Customer harmless from 
any liability on account of any and all such taxes, levies, duties, and assessments. The indemnity 
provision of this Section 4.2 shall survive the expiration or earlier termination of this Agreement. 
Motorola Solutions shall not use Customer's tax-exempt status unless specifically authorized in writing. 

4.2.1 Foreign Entity Tax Withholding . Amounts due to certain foreign persons or entities may be 
subject to backup withholding taxes under federal law. If Motorola Solutions is a foreign person or entity 
that is required to complete Internal Revenue Service ("IRS") Form W-8ECI , Motorola Solutions shall 
provide Customer a copy of current Form W-8ECI prior to issuance of any invoice or payment under 
this Agreement. If Motorola Solutions fails to timely provide a completed , current Form W-8ECI , 
Customer will withhold all backup withholding taxes from the amounts due to Motorola Solutions, remit 
such sums to the IRS, and pay Motorola Solutions only the remainder. Customer makes no 
representation regarding the tax treatment of amounts due to Motorola Solutions, and Motorola 
Solutions releases and holds the Customer harmless from any claims or damages in any way relating 
to or arising from any tax withholding by Customer pursuant to this section . 
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4,3 Invoicing. Motorola will invoice Customer for Year 1 upon Contract Execution and Years 2-5 shall be 
invoiced annually within fifteen (15) days of the anniversary date of the Agreement. Customer will pay all 
invoices within forty-five (45) days of the invoice date. Late payments will be subject to interest charges at the 
maximum rate permitted by law, commencing upon the due date. Motorola may invoice electronically via email , 
and Customer agrees to receive invoices via email at the email address set forth in an Ordering Document. 
Customer acknowledges and agrees that a purchase order or other notice to proceed is not required for 
payment for Products or Services. The Customer will pay all invoices as received from Motorola. At the time of 
execution of this Agreement, the Customer will provide all necessary reference information to include on invoices for 
payment in accordance with this Agreement. 

4.3.1. INVOICING AND SHIPPING ADDRESSES. Invoices will be sent to the Customer at the following address: 
Name:_St. Johns County Fire Rescue ______________________ _ 
Address:3657 Gaines Rd, St. Augustine, FL 32084 __________________ _ 
Phone:904-209-1789 ___________________________ _ 

E-INVOICE. To receive invoices via email: 
Customer Account Number:_ 1011993111 ____________________ _ 
Customer Accounts Payable Email:_aland@sjcfl.us _________________ _ 
Customer CC(optional) Email: ________________________ _ 

Customer may change this information by giving written notice to Motorola. You can contact your Account Manager, Eric 
Lazo, at (239) - 776 - 8143 or by email at Eric.Lazo@motorolasolutions.com. 

5 Sites; Customer-Provided Equipment; Non-Motorola Content. 

5.1 Access to Sites. Customer will be responsible for providing all necessary permits, licenses, and 
other approvals necessary for the installation and use of the Products and the performance of the 
Services at each applicable Site, including for Motorola to perform its obligation hereunder, and for 
facilitating Motorola's access to the Sites. No waivers of liability will be imposed on Motorola or its 
subcontractors by Customer or others at Customer facilities or other Sites, but if and to the extent any 
such waivers are imposed, the Parties agree such waivers are void. 

5.2 Site Conditions. Customer will ensure that (a) all Sites are safe and secure, (b) Site conditions 
meet all applicable industry and legal standards (including standards promulgated by OSHA or other 
governmental or regulatory bodies) , (c) to the extent applicable, Sites have adequate physical space, 
air conditioning, and other environmental conditions, electrical power outlets, distribution, equipment, 
connections, and telephone or other communication lines (including modem access and interfacing 
networking capabilities), and (d) Sites are suitable for the installation , use, and maintenance of the 
Products and Services. This Agreement is predicated upon normal soil conditions as defined by the 
version of E.I.A. standard RS-222 in effect on the Effective Date. 

5.3 Site Issues. Motorola will have the right at any time to inspect the Sites and advise Customer of 
any deficiencies or non-conformities with the requirements of this Section 5 - Sites; Customer­
Provided Equipment; Non-Motorola Content. If Motorola or Customer identifies any deficiencies or 
non-conformities, Customer will promptly remediate such issues or the Parties will select a replacement 
Site. If a Party determines that a Site identified in an Ordering Document is not a ceptable or desired, 
the Parties will cooperate to investigate the conditions and select a replacement Site or otherwise 
adjust the installation plans and specifications as necessary. A change in Site or adjustment to the 
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installation plans and specifications may cause a change in the Fees or performance schedule under 
the applicable Ordering Document. 

5.4 Customer-Provided Equipment. Certain components, including equipment and software, not 
provided by Motorola may be required for use of the Products and Services ("Customer-Provided 
Equipment"). Customer will be responsible, at its sole cost and expense, for providing and maintaining 
the Customer-Provided Equipment in good working order. Customer represents and warrants that it has 
all rights in Customer-Provided Equipment to permit Motorola to access and use the applicable 
Customer-Provided Equipment to provide the Products and Services under this Agreement, and such 
access and use will not violate any laws or infringe any third-party rights (including intellectual property 
rights). Customer (and not Motorola) will be fully liable for Customer-Provided Equipment, and 
Customer will immediately notify Motorola of any Customer-Provided Equipment damage, loss, change, 
or theft that may impact Motorola's ability to provide the Products and Services under this Agreement, 
and Customer acknowledges that any such events may cause a change in the Fees or performance 
schedule under the applicable Ordering Document. 
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5.5 Non-Motorola Content. In certain instances, Customer may be permitted to access, use, or 
integrate Customer or third-party software, services, hardware, content, and data that is not provided by 
Motorola (collectively, "Non-Motorola Content") with or through the Products and Services. If 
Customer accesses, uses, or integrates any Non-Motorola Content with the Products or Services, 
Customer will first obtain all necessary rights and licenses to permit Customer's and its Authorized 
Users' use of the Non-Motorola Content in connection with the Products and Services. Customer will 
also obtain the necessary rights for Motorola to use such Non-Motorola Content in connection with 
providing the Products and Services, including the right for Motorola to access, store, and process such 
Non-Motorola Content (e.g ., in connection with Subscription Software), and to otherwise enable 
interoperation with the Products and Services. Customer represents and warrants that it will obtain the 
foregoing rights and licenses prior to accessing, using, or integrating the applicable Non-Motorola 
Content with the Products and Services, and that Customer and its Authorized Users will comply with 
any terms and conditions applicable to such Non-Motorola Content. If any Non-Motorola Content 
require access to Customer Data (as defined below) , Customer hereby authorizes Motorola to allow the 
provider of such Non-Motorola Content to access Customer Data, in connection with the interoperation 
of such Non-Motorola Content with the Products and Services. Customer acknowledges and agrees 
that Motorola is not responsible for, and makes no representations or warranties with respect to , the 
Non-Motorola Content (including any disclosure, modification, or deletion of Customer Data resulting 
from use of Non-Motorola Content or failure to properly interoperate with the Prod cts and Services). If 
Customer receives notice that any Non-Motorola Content must be removed, modified, or disabled 
within the Products or Services , Customer will promptly do so. Motorola will have the right to disable or 
remove Non-Motorola Content if Motorola believes a violation of law, third-party rights, or Motorola's 
policies is likely to occur, or if such Non-Motorola Content poses or may pose a security or other risk or 
adverse impact to the Products or Services, Motorola , Motorola's systems, or any third party (including 
other Motorola customers). Motorola may provide certain Non-Motorola Content as an authorized sales 
representative of a third party as set out in an Ordering Document. As an authorized sales 
representative, the third party's terms and conditions, as set forth in the Ordering Document, will apply 
to any such sales. Any orders for such Non-Motorola Content will be filled by the third party. Nothing in 
this Section will limit the exclusions set forth in Section 7.2 - Intellectual Property Infringement. 

5.6 End User Licenses. Notwithstanding any provision to the contrary in the Agreement, certain 
Non-Motorola Content software are governed by a separate license, EULA, or other agreement, 
including terms governing third-party equipment or software, such as open source software, included in 
the Products and Services. Customer will comply, and ensure its Authorized Users comply, with any 
such additional terms applicable to third-party equipment or software. !f provided for in the separate 
third party license, Customer may have a right to receive source code for such software; a copy of such 
source code may be obtained free of charge by contacting Motorola. 

6 Representations and Warranties. 

6.1 Mutual Representations and Warranties. Each Party represents and warrants to the other Party 
that (a) it has the right to enter into the Agreement and perform its obligations hereunder, and (b) the 
Agreement will be binding on such Party. 

6.2 Motorola Warranties. Subject to the disclaimers and exclusions below, Motorola represents and 
warrants that (a) Services will be provided in a good and workmanlike manner and will conform in all 
material respects to the descriptions in the applicable Ordering Document; and (b) for a period of ninety 
(90) days commencing upon the Service Completion Date for one-time Services, the Services will be 
free of material defects in materials and workmanship. Other than as set forth in subsection (a) above, 
recurring Services are not warranted but rather will be subject to the requirements of the applicable 
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Addendum or Ordering Document. Motorola provides other express warranties for Motorola­
manufactured Equipment, Motorola-owned software Products, and certain Services. Such express 
warranties are included in the applicable Addendum or Ordering Document. Such representations and 
warranties will apply only to the applicable Product or Service that is the subject of such Addendum or 
Ordering Document. 

6.3 Warranty Claims; Remedies. To assert a warranty claim , Customer must notify Motorola in 
writing of the claim prior to the expiration of any warranty period set forth in this MCA or the applicable 
Addendum or Ordering Document. Unless a different remedy is otherwise expressly set forth for a 
particular warranty under an Addendum, upon receipt of such cla im, Motorola will investigate the claim 
and use commercially reasonable efforts to repair or replace any confirmed materially non-conforming 
Product or re-perform any non-conforming Service, at its option. Such remedies are Customer's sole 
and exclusive remedies for Motorola's breach of a warranty. Motorola's warranties are extended by 
Motorola to Customer only, and are not assignable or transferrable. 

6.4 Pass-Through Warranties. Notwithstanding any provision of this Agreement to the contrary, 
Motorola will have no liability for third-party software or hardware provided by Motorola ; provided, 
however, that to the extent offered by third-party providers of software or hardware and to the extent 
permitted by law, Motorola will pass through express warranties provided by such third parties. 

6.5 WARRANTY DISCLAIMER. EXCEPT FOR THE EXPRESS AND PASS THROUGH 
WARRANTIES IN THIS AGREEMENT, PRODUCTS AND SERVICES PURCHASED HEREUNDER 
ARE PROVIDED "AS IS" AND WITH ALL FAULTS. WARRANTIES SET FORTH IN THE 
AGREEMENT ARE THE COMPLETE WARRANTIES FOR THE PRODUCTS AND SERVICES AND 
MOTOROLA DISCLAIMS ALL OTHER WARRANTIES OR CONDITIONS, EXPRESS OR IMPLIED, 
INCLUDING IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR 
PURPOSE, TITLE, AND QUALITY. MOTOROLA DOES NOT REPRESENT OR WARRANT THAT USE 
OF THE PRODUCTS AND SERVICES WILL BE UNINTERRUPTED, ERROR-FREE, OR FREE OF 
SECURITY VULNERABILITIES, OR THAT THEY WILL MEET CUSTOM R'S PARTICULAR 
REQUIREMENTS. 

7 Indemnification. 

7.3 General Indemnity. Motorola will defend, indemnify, and hold harmless Customer, its officers, 
and employees from and against any and all damages, losses, liabilities, and expenses, including but 
not limited to reasonable attorneys' fees , arising from any third party actual claim, demand, action, or 
proceeding ("Claim") for personal injury, death, or direct damage to tangible property to the extent 
caused by Motorola's gross negligence, recklessness , or intentionally wrongful conduct of Motorola 
Solutions or other persons employed or utilized by Motorola Solutions in the performance of services 
under th is Agreement; except to the extent the Claim arises from Customer's negligence or willful 
misconduct. Motorola's duties under this Section 7.1 - General Indemnity are conditioned upon: (a) 
Customer promptly notifying Motorola in writing of the Claim; (b) Motorola having sole control of the 
defense of the suit and all negotiations for its settlement or compromise; and ( c) Customer cooperating 
with Motorola and , if requested by Motorola, providing reasonable assistance in the defense of the 
Claim. 

7.3.1 To the extent permitted by applicable law, Motorola Solutions further agrees that "damages, 
losses, and costs", includes fines, citations, court judgments, insurance claims, restoration 
costs, or other liability, to the extent caused by the gross negligence, recklessness, or 
intentionally wrongful conduct of Motorola Solutions and person employed or util ized by 
Motorola Solutions in the performance of Services under this Agreement. 
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7.3.2 To the extent permitted by applicable law, for purposes of indemnity, the " ersons employed or 
utilized by Motorola Solutions" shall be construed to include, but not be limited to , Motorola 
Solutions, its staff, employees, subcontractors, all deliverers, suppliers, furnishers of materials 
or services or anyone acting for, on behalf of, or at the request of Motorola Solutions. 

7.4 Intellectual Property Infringement. Motorola will defend Customer against any third-party claim 
alleging that a Motorola-developed or manufactured Product or Service (the "Infringing Product") 
directly infringes a United States patent or copyright ("Infringement Claim"), and Motorola will pay all 
damages finally awarded against Customer by a court of competent jurisdiction for an Infringement 
Claim, or agreed to in writing by Motorola in settlement of an Infringement Claim. Motorola's duties 
under this Section 7.2 - Intellectual Property Infringement are conditioned upon: (a) Customer 
promptly notifying Motorola in writing of the Infringement Claim; (b) Motorola having sole control of the 
defense of the suit and all negotiations for its settlement or compromise; and (c) Customer cooperating 
with Motorola and , if requested by Motorola , providing reasonable assistance in the defense of the 
Infringement Claim. 

7.4.1 If an Infringement Claim occurs, or in Motorola's opinion is likely to occur, Motorola may 
at its option and expense: (a) procure for Customer the right to continue using the Infringing 
Product; (b) replace or modify the Infringing Product so that it becomes non-infringing; or (c) grant 
Customer (i) a pro-rated refund of any amounts pre-paid for the Infringing Product (if the Infringing 
Product is a software Product, i.e., Licensed Software or Subscription Software) or (ii) a credit for 
the Infringing Product, less a reasonable charge for depreciation (if the Infringing Product is 
Equipment, including Equipment with embedded software). 

7.4.2 In addition to the other damages disclaimed under this Agreement, Motorola will have no 
duty to defend or indemnify Customer for any Infringement Claim that arises fr m or is based upon: 
(a) Customer Data, Customer-Provided Equipment, Non-Motorola Content, or third-party 
equipment, hardware, software, data, or other third-party materials; (b) the combination of the 
Product or Service with any products or materials not provided by Motorola ; (c) a Product or Service 
designed, modified, or manufactured in accordance with Customer's designs, specifications, 
guidelines or instructions; (d) a modification of the Product or Service by a party other than 
Motorola; (e) use of the Product or Service in a manner for which the Product or Service was not 
designed or that is inconsistent with the terms of this Agreement; or (f) the failure by Customer to 
use or install an update to the Product or Service that is intended to correct the claimed 
infringement. In no event will Motorola's liability resulting from an Infringement Claim extend in any 
way to any payments due on a royalty basis, other than a reasonable royalty based upon revenue 
derived by Motorola from Customer from sales or license of the Infringing Product. 

7.4.3 This Section 7.2 - Intellectual Property Infringement provides Customer's sole and 
exclusive remedies and Motorola's entire liability in the event of an Infringement Claim. For clarity, 
the rights and remedies provided in this Section are subject to , and limited by, the restrictions set 
forth in Section 8 - Limitation of Liability below. 

7.5 Customer Indemnity. Customer will defend, indemnify, and hold Motorola and its 
subcontractors, subsidiaries and other affiliates harmless from and against any and all damages, 
losses, liabilities, and expenses (including reasonable fees and expenses of attorneys) arising from any 
actual or threatened third-party claim, demand, action , or proceeding arising from or related to (a) 
Customer-Provided Equipment, Customer Data, or Non-Motorola Content, including any claim , 
demand, action , or proceeding alleging that any such equipment, data, or materials (or the integration 
or use thereof with the Products and Services) infringes or misappropriates a third-party intellectual 
property or other right, violates applicable law, or breaches the Agreement; (b) Customer-Provided 
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Equipment's failure to meet the minimum requirements set forth in the applicable Documentation or 
match the applicable specifications provided to Motorola by Customer in connection with the Products 
or Services; (c) Customer's (or its service providers, agents, employees, or Authorized User's) 
negligence or willful misconduct; and (d) Customer's or its Authorized User's breach of this Agreement. 
This indemnity will not apply to the extent any such claim is caused by Motorola's use of Customer­
Provided Equipment, Customer Data, or Non-Motorola Content in violation of the Agreement. Motorola 
will give Customer prompt, written notice of any claim subject to the foregoing indemnity. Motorola will , 
at its own expense, cooperate with Customer in its defense or settlement of the claim. 

8 Limitation of Liability. 

8.1 DISCLAIMER OF CONSEQUENTIAL DAMAGES. EXCEPT FOR PERSONAL INJURY OR 
DEATH, MOTOROLA, ITS AFFILIATES, AND ITS AND THEIR RESPECTIVE OFFICERS, 
DIRECTORS, EMPLOYEES, SUBCONTRACTORS, AGENTS, SUCCESSORS, AND ASSIGNS 
(COLLECTIVELY, THE "MOTOROLA PARTIES") WILL NOT BE LIABLE IN CONNECTION WITH 
THIS AGREEMENT (WHETHER UNDER MOTOROLA'S INDEMNITY OBLIGATIONS, A CAUSE OF 
ACTION FOR BREACH OF CONTRACT, UNDER TORT THEORY, OR OTHERWISE) FOR ANY 
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, PUNITIVE, OR CONSEQUENTIAL DAMAGES OR 
DAMAGES FOR LOST PROFITS OR REVENUES, EVEN IF MOTOROLA HAS BEEN ADVISED BY 
CUSTOMER OR ANY THIRD PARTY OF THE POSSIBILITY OF SUCH DAMAGES OR LOSSES AND 
WHETHER OR NOT SUCH DAMAGES OR LOSSES ARE FORESEEABLE. 

8.2 DIRECT DAMAGES. EXCEPT FOR PERSONAL INJURY OR DEATH, THE TOTAL 
AGGREGATE LIABILITY OF THE MOTOROLA PARTIES, WHETHER BASED ON A CLAIM IN 
CONTRACT OR IN TORT, LAW OR EQUITY, RELATING TO OR ARISING OUT OF THE 
AGREEMENT WILL NOT EXCEED THE FEES SET FORTH IN THE ORDERING DOCUMENT 
UNDER WHICH THE CLAIM AROSE. NOTWITHSTANDING THE FOREGOING, FOR ANY 
SUBSCRIPTION SOFTWARE OR FOR ANY RECURRING SERVICES, THE MOTOROLA PARTIES' 
TOTAL LIABILITY FOR ALL CLAIMS RELATED TO SUCH PRODUCT OR RECURRING SERVICES 
IN THE AGGREGATE WILL NOT EXCEED THE TOTAL FEES PAID FOR SUCH SUBSCRIPTION 
SOFTWARE OR RECURRING SERVICE, AS APPLICABLE, DURING THE CONSECUTIVE TWELVE 
(12) MONTH PERIOD IMMEDIATELY PRECEDING THE EVENT FROM WHICH THE FIRST CLAIM 
AROSE. 

8.3 ADDITIONAL EXCLUSIONS. NOTWITHSTANDING ANY OTHER PROVISION OF THIS 
AGREEMENT, MOTOROLA WILL HAVE NO LIABILITY FOR DAMAGES ARISING OUT OF (A) 
CUSTOMER DATA, INCLUDING ITS TRANSMISSION TO MOTOROLA, OR ANY OTHER DATA 
AVAILABLE THROUGH THE PRODUCTS OR SERVICES; (B) CUSTOMER-PROVIDED EQUIPMENT, 
NON-MOTOROLA CONTENT, THE SITES, OR THIRD-PARTY EQUIPMENT, HARDWARE, 
SOFTWARE, DATA, OR OTHER THIRD-PARTY MATERIALS, OR THE COMBINATION OF 
PRODUCTS AND SERVICES WITH ANY OF THE FOREGOING; (C) LOSS OF DATA OR HACKING, 
RANSOMWARE, OR OTHER THIRD-PARTY ATTACKS OR DEMANDS; (D) MODIFICATION OF 
PRODUCTS OR SERVICES BY ANY PERSON OTHER THAN MOTOROLA; (E) 
RECOMMENDATIONS PROVIDED IN CONNECTION WITH OR BY THE PRODUCTS AND 
SERVICES; (F) DATA RECOVERY SERVICES OR DATABASE MODIFICATIONS; OR (G) 
CUSTOMER'S OR ANY AUTHORIZED USER'S BREACH OF THIS AGREEMENT OR MISUSE OF 
THE PRODUCTS AND SERVICES. 
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8.4 Voluntary Remedies. Motorola is not obligated to remedy, repair, replace, or refund the 
purchase price for the disclaimed issues in Section 8.3 - Additional Exclusions above, but if 
Motorola agrees to provide Services to help resolve such issues, Customer will reimburse Motorola for 
its reasonable time and expenses, including by paying Motorola any Fees set forth in an Ordering 
Document for such Services, if applicable. 

8.5 Statute of Limitations. Customer may not bring any claims against a Motorola Party in 
connection with this Agreement or the Products and Services more than one (1) year after the date of 
accrual of the cause of action . 

9 Confidentiality. 

9.3 Confidential Information. "Confidential Information" means any and all non-public information 
provided by one Party ("Discloser") to the other ("Recipient") that is disclosed under this Agreement in 
oral, written, graphic, machine recogn izable, or sample form , being clearly designated, labeled or 
marked as confidential or its equivalent or that a reasonable businessperson would consider non-public 
and confidential by its nature. With respect to Motorola , Confidential Information will also include 
Products and Services, and Documentation , as well as any other information relating to the Products 
and Services. The nature and existence of this Agreement are considered Confidential Information of 
the Parties. In order to be considered Confidential Information, information that is disclosed orally must 
be identified as confidential at the time of disclosure and confirmed by Discloser by submitting a written 
document to Recipient within thirty (30) days after such disclosure. The written document must contain 
a summary of the Confidential Information disclosed with enough specificity for identification purpose 
and must be labeled or marked as confidential or its equivalent. 

9.4 Obligations of Confidentiality. During the Term and for a period of three (3) years from the 
expiration or termination of this Agreement, Recipient will (a) not disclose Confidential Information to 
any third party, except as expressly permitted in this Section 9 - Confidentiality; (b) restrict disclosure 
of Confidential Information to only those employees (including , employees of any wholly owned 
subsidiary, a parent company, any other wholly owned subsidiaries of the same parent company) , 
agents or consultants who must access the Confidential Information for the purpose of, and who are 
bound by confidentiality terms substantially similar to those in , this Agreement; (c) not copy, reproduce, 
reverse engineer, de-compile or disassemble any Confidential Information; (d) use the same degree of 
care as for its own information of like importance, but at least use reasonable care, in safeguarding 
against disclosure of Confidential Information; (e) promptly notify Discloser upon discovery of any 
unauthorized use or disclosure of the Confidential Information and take reasonable steps to regain 
possession of the Confidential Information and prevent further unauthorized actions or other breach of 
this Agreement; and (f) only use the Confidential Information as needed to fulfill its obligations and 
secure its rights under this Agreement. 

9.5 Exceptions. Recipient is not obligated to maintain as confidential any information that Recipient 
can demonstrate by documentation (a) is publicly available at the time of disclosure or becomes 
available to the public without breach of this Agreement; (b) is lawfully obtained from a third party 
without a duty of confidential ity to Discloser; (c) is otherwise lawfully known to Recipient prior to such 
disclosure without a duty of confidentiality to Discloser; or (d) is independently de eloped by Recipient 
without the use of, or reference to , any of Discloser's Confidential Information or any breach of this 
Agreement. Additionally, Recipient may disclose Confidential Information to the extent required by law, 
including a judicial or legislative order or proceeding. 

9.6 Ownership of Confidential Information. All Confidential Information is and will remain the 
property of Discloser and will not be copied or reproduced without the express written permission of 
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Discloser (including as permitted herein). Within ten (10) days of receipt of Discloser's written request, 
Recipient will return or destroy all Confidential Information to Discloser along with all copies and 
portions thereof, or certify in writing that all such Confidential Information has been destroyed. 
However, Recipient may retain (a) one (1) archival copy of the Confidential Information for use only in 
case of a dispute concerning this Agreement and (b) Confidential Information that has been 
automatically stored in accordance with Recipient's standard backup or recordkeeping procedures, 
provided , however that Recipient will remain subject to the obligations of this Agreement with respect to 
any Confidential Information retained subject to clauses (a) or (b) . No license, express or implied , in the 
Confidential Information is granted to the Recipient other than to use the Confidential Information in the 
manner and to the extent authorized by th is Agreement. Discloser represents and warrants that it is 
authorized to disclose any Confidential Information it discloses pursuant to this Agreement. 

10 Proprietary Rights; Data; Feedback. 

10.3 Data Definitions. The following terms will have the stated meanings: "Customer Contact Data" 
means data Motorola collects from Customer, its Authorized Users, and their end users for business 
contact purposes, including marketing, advertising , licensing and sales purposes; "Service Use Data" 
means data generated by Customer's use of the Products and Services or by Motorola 's support of the 
Products and Services, including personal information, product performance and error information, 
activity logs and date and time of use; "Customer Data" means data , information , and content, 
including images, text, videos, documents, audio, telemetry, location and structured data base records , 
provided by, through, or on behalf of Customer, its Authorized Users, and their end users through the 
use of the Products and Services. Customer Data does not include Customer Contact Data , Service 
Use Data, or information from publicly ava ilable sources or other Third-Party Data or Motorola Data ; 
"Third-Party Data" means information obtained by Motorola from publicly available sources or its third 
party content providers and made available to Customer through the Products or Services; "Motorola 
Data" means data owned or licensed by Motorola ; "Feedback" means comments or information, in oral 
or written form , given to Motorola by Customer or Authorized Users , including their end users, in 
connection with or relating to the Products or Services; and "Process" or "Processing" means any 
operation or set of operations which is performed on personal information or on sets of personal 
information, whether or not by automated means, such as collection , recording , copying , analyzing , 
caching , organization , structuring, storage, adaptation , or alteration , retrieval, consultation , use, 
disclosure by transmission , dissemination or otherwise making available, alignment or combination, 
restriction , erasure or destruction. 

10.4 Motorola Materials. Customer acknowledges that Motorola may use or provide Customer with 
access to software, tools, data, and other materials, including designs, utilities, models, methodologies, 
systems, and specifications, which Motorola has developed or licensed from third parties (including any 
corrections, bug fixes , enhancements, updates, modifications, adaptations, translations, de­
compilations, disassemblies, or derivative works of the foregoing , whether made by Motorola or another 
party) (collectively, "Motorola Materials"). The Products and Services, Motorola Data, Third-Party 
Data, and Documentation , are considered Motorola Materials. Except when Motorola has expressly 
transferred title or other interest to Customer by way of an Addendum or Ordering Document, the 
Motorola Materials are the property of Motorola or its licensors, and Motorola or i s licensors retain all 
right, title and interest in and to the Motorola Materials (including , all rights in patents, copyrights , 
trademarks, trade names, trade secrets, know-how, other intellectual property and proprietary rights, 
and all associated goodwill and moral rights). For clarity, this Agreement does not grant to Customer 
any shared development rights in or to any Motorola Materials or other intellectual property, and 
Customer agrees to execute any documents and take any other actions reasonably requested by 
Motorola to effectuate the foregoing . Motorola and its licensors reserve all rights not expressly granted 
to Customer, and no rights , other than those expressly granted herein , are granted to Customer by 
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implication , estoppel or otherwise. Customer will not modify, disassemble, reverse engineer, derive 
source code or create derivative works from, merge with other software, distribute, sublicense, sell , or 
export the Products and Services or other Motorola Materials, or permit any third party to do so. 

10.5 Ownership of Customer Data. Customer retains all right, title and interest, including intellectual 
property rights, if any, in and to Customer Data. Motorola acquires no rights to Customer Data except 
those rights granted under this Agreement including the right to Process and use the Customer Data as 
set forth in Section 10.4 - Processing Customer Data below and in other applicable Addenda. The 
Parties agree that with regard to the Processing of personal information which may be part of Customer 
Data , Customer is the controller and Motorola is the processor, and may engage sub-processors 
pursuant to Section 10.4.3-Sub-processors. 

10.6 Processing Customer Data. 

10.6.1 Motorola Use of Customer Data. To the extent permitted by law, Customer grants Motorola and 
its subcontractors a right to use Customer Data and a royalty-free , worldwide, non-exclusive license to 
use Customer Data (including to process, host, cache, store, reproduce, copy, modify, combine, 
analyze, create derivative works from such Customer Data and to communicate, transmit, and 
distribute such Customer Data to third parties engaged by Motorola) to (a) p rform Services and 
provide Products under the Agreement, (b) analyze the Customer Data to operate, maintain, manage, 
and improve Motorola Products and Services, and (c) create new products and services. Customer 
agrees that th is Agreement, along with the Documentation, are Customer's complete and final 
documented instructions to Motorola for the processing of Customer Data. Any additional or alternate 
instructions must be agreed to according to the Change Order process. Customer represents and 
warrants to Motorola that Customer's instructions, including appointment of Motorola as a processor or 
sub-processor, have been authorized by the relevant controller. 

10.6.2 Collection , Creation , Use of Customer Data. Customer further represents and warrants that the 
Customer Data, Customer's collection , creation , and use of the Customer Data (including in connection 
with Motorola's Products and Services) , and Motorola's use of such Customer Data in accordance with 
the Agreement, will comply with all laws and will not violate any applicable privacy notices or infringe 
any third-party rights (including intellectual property and privacy rights). It is Customer's responsibility to 
obtain all requ ired consents, provided all necessary notices, and meet any other applicable legal 
requirements with respect to collection and use (including Motorola's use) of the Customer Data as 
described in the Agreement. 

10.6.3 Sub-processors. Customer agrees that Motorola may engage sub-processors who in turn may 
engage additional sub-processors to Process personal data in accordance with this Agreement. When 
engaging sub-processors, Motorola will enter into agreements with the sub-processors to bind them to 
data processing obligations to the extent required by law. 

10. 7 Data Retention and Deletion. Except as expressly provided otherwise under the Agreement, 
Motorola will delete all Customer Data following termination or expiration of this MCA or the applicable 
Addendum or Ordering Document, with such deletion to occur no later than ninety (90) days following 
the applicable date of termination or expiration , unless otherwise required to comply with applicable 
law. Any requests for the exportation or download of Customer Data must be made by Customer to 
Motorola in writing before expiration or termination , subject to Section 13.9 - Notices. Motorola will 
have no obligation to retain such Customer Data beyond expiration or termination unless the Customer 
has purchased extended storage from Motorola through a mutually executed Ordering Document. 
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10.8 Service Use Data. Customer understands and agrees that Motorola may collect and use 
Service Use Data for its own purposes, including the uses described below. Motorola may use Service 
Use Data to (a) operate, maintain, manage, and improve existing and create new products and 
services, (b) test products and services, (c) to aggregate Service Use Data and combine it with that of 
other users, and (d) to use anonymized or aggregated data for marketing , research or other business 
purposes. Service Use Data may be disclosed to third parties. It is Customer's responsibility to notify 
Authorized Users of Motorola's collection and use of Service Use Data and to obtain any required 
consents, provide all necessary notices, and meet any other applicable legal requirements with respect 
to such collection and use, and Customer represents and warrants to Motorola that it has complied and 
will continue to comply with this Section. 

10.9 Third-Party Data and Motorola Data. Motorola Data and Third-Party Data may be available to 
Customer through the Products and Services. Customer and its Authorized Users may use Motorola 
Data and Third-Party Data as permitted by Motorola and the applicable Third-Party Data provider, as 
described in the applicable Addendum. Unless expressly permitted in the applicable Addendum, 
Customer will not, and will ensure its Authorized Users will not: (a) use the Motorola Data or Third-Party 
Data for any purpose other than Customer's internal business purposes; (b) disclose the data to third 
parties ; (c) "white label" such data or otherwise misrepresent its source or ownership, or resell , 
distribute, sublicense, or commercially exploit the data in any manner; (d) use such data in violation of 
applicable laws; (e) remove, obscure, alter, or falsify any marks or proprietary rights notices indicating 
the source, origin , or ownership of the data; or (f) modify such data or combine it with Customer Data or 
other data or use the data to build databases. Additional restrictions may be set forth in the applicable 
Addendum. Any rights granted to Customer or Authorized Users with respect to Motorola Data or Third­
Party Data will immediately terminate upon termination or expiration of the applicable Addendum, 
Ordering Document, or this MCA. Further, Motorola or the applicable Third-Party Data provider may 
suspend, change, or terminate Customer's or any Authorized User's access to Motorola Data or Third­
Party Data if Motorola or such Third-Party Data provider believes Customer's or the Authorized User's 
use of the data violates the Agreement, applicable law or Motorola's agreement with the applicable 
Third-Party Data provider. Upon termination of Customer's rights to use any Motorola Data or Third­
Party Data, Customer and all Authorized Users will immediately discontinue use of such data, delete all 
copies of such data, and certify such deletion to Motorola. Notwithstanding any provision of the 
Agreement to the contrary, Motorola will have no liability for Third-Party Data or Motorola Data available 
through the Products and Services. Motorola and its Third-Party Data providers reserve all rights in and 
to Motorola Data and Third-Party Data not expressly granted in an Addendum or Ordering Document. 

10.10 Feedback. Any Feedback provided by Customer is entirely voluntary, and will not create any 
confidentiality obligation for Motorola, even if designated as confidential by Customer. Motorola may 
use, reproduce, license, and otherwise distribute and exploit the Feedback without any obligation or 
payment to Customer or Authorized Users and Customer represents and warrants that it has obtained 
all necessary rights and consents to grant Motorola the foregoing rights. 

10.11 Improvements; Products and Services. The Parties agree that, notwithstanding any provision of 
this MCA or the Agreement to the contrary, all fixes , modifications and improvements to the Services or 
Products conceived of or made by or on behalf of Motorola that are based either in whole or in part on 
the Feedback, Customer Data, or Service Use Data (or otherwise) are the exclusive property of 
Motorola and all right, title and interest in and to such fixes , modifications or improvements will vest 
solely in Motorola. Customer agrees to execute any written documents necessary to assign any 
intellectual property or other rights it may have in such fixes , modifications or improvements to 
Motorola. 

11 Force Majeure; Delays Caused by Customer. 
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11.3 Force Majeure. Neither Party will be responsible for nonperformance or delayed performance 
due to events that are not reasonably foreseeable and are outside of its reasonable control. If 
performance will be significantly delayed, the affected Party will provide notice to the other Party, and 
the Parties will agree (in writing) upon a reasonable extension to any applicable performance schedule. 

11.4 Delays Caused by Customer. Motorola's performance of the Products and Services will be 
excused for delays caused by Customer or its Authorized Users or subcontractors, or by failure of any 
assumptions set forth in this Agreement (including in any Addendum or Ordering Document). In the 
event of a delay under this Section 11.2 - Delays Caused by Customer, (a) Customer will continue to 
pay the Fees as required hereunder, (b) the Parties will agree (in writing) upon a reasonable extension 
to any applicable performance schedule, and (c) Customer will compensate Motorola for its out-of­
pocket costs incurred due to the delay (including those incurred by Motorola's affiliates, vendors , and 
subcontractors). 

12 Disputes. The Parties will use the following procedure to resolve any disputes relating to or 
arising out of th is Agreement (each , a "Dispute"): 

12.1.1 If any dispute between the County and Motorola arises under this Contract and such dispute 
cannot be resolved by good faith negotiation at the field level between the Authorized Representatives 
of each Party, such dispute shall be 
promptly escalated to Consultant's and County's Senior Representatives, upon the request of either 
Party, who shall meet as soon as conveniently possible, but in no case later than fourteen (14) 
calendar days after such a request is made, to attempt to resolve such dispute or disagreement. Five 
(5) calendar days prior to any meetings between the Senior Representatives, the Parties will exchange 
relevant information that will assist the Parties in resolving the dispute or disagreement. 
12.1.2 If after meeting , the Senior Representatives determine that the dispute or disagreement cannot 
be resolved on terms satisfactory to both Parties, the Motorola shall submit a Contract claim as 
provided herein. 
12.1.3 Claims arising from this Contract shall be filed with the Purchasing Director. Prior to filing a 
contract claim , Motorola shall first exhaust all remed ies set forth in the Contract Documents. The 
Contract Claim must be submitted to the Purchasing Director within five (5) business days of 
exhausting the all remedies set forth above. Pending final resolution of a dispute or claim , unless 
otherwise agreed in writing , the Motorola is required to proceed with performance of the Services and 
maintain effective progress in the performance of the Services as set forth in this Contract. The 
contract claim shall include, at a minimum , the following : 

12.1.1.1 The name and address of the Motorola and any legal counsel ; and 
12.1.1 .2 The address to which the Purchasing Director should send their final decision ; and 
12.1.1 .3 Identification of the final adverse decision or document that is the subject of the contract 
cla im; and 
12.1.1.4 Identification of the administrative remedies provided for in the contract that were pursued 
prior to the claim and the outcome; and 
12.1.1.5 A statement of the grounds for each issue to be reviewed and the applicable provisions of 
the Contract, as well as any applicable Laws, or other legal authorities which the Contract deems 
applicable to the claim ; and 
12.1.1.6 A statement of the grounds for each issue raised in the contract claim ; and 
12.1.1.7 A copy of the final adverse decision or document that is the subject of the claim and any 
exhibits, evidence or documents which the Motorola deems applicable to the issues raised in the 
claim . 

12.1.4 During the Purchasing Director's review of the contract claim , the Purchasing Director may 
request additional information from either Party. The Parties are to provide the Purchasing Director with 
the requested information within the time period set forth in the request. Failure of either Party to timely 
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comply may result in resolution of the claim without consideration of the requested information. 
12.1 .5 The Purchasing Director shall render a decision on the Contract Claim within twenty-one (21) 
calendar days of receipt of all requested information. The written decision of the Purchasing Director 
shall be sent to the Motorola to the notice address listed herein or by such other means as agreed to 
by the Parties. 
12.1.6 The decision for any Contract Claim by the Purchasing Director may be appealed by the 
Motorola to the County Administrator. Motorola must submit their appeal to the County Administrator, 
including any and all information, documentation, backup data, or other supplemental facts or figures 
within five (5) business days of receipt of the Purchasing Director's decision. Failure of the Motorola to 
submit an appeal within the prescribed timeframe shall be a waiver of a right to appeal the rendered 
decision. The appeal shall include any and all information, documentation and data relative to the 
Contract Claim and subsequent appeal. The County Administrator shall render a decision within thirty 
(30) calendar days of receipt of all information. The County Administrator's decision shall be 
considered final, but shall not prohibit nor restrict the Consultant's ability to legal action in circuit court. 

12.3 Governing Law. All matters relating to or arising out of the Agreement are governed by the laws 
of the State of Florida , unless Customer is the United States Government (or an agency thereof), in 
which case all matters relating to or arising out of the Agreement will be governed by the laws of the 
State in which the Products and Services are provided. The terms of the U.N. Convention on Contracts 
for the International Sale of Goods and the Uniform Computer Information Transactions Act will not 
apply. 

12.4 Negotiation. Either Party may initiate dispute resolution procedures by sending a notice of 
Dispute ("Notice of Dispute") to the other Party. The Parties will attempt to resolve the Dispute 
promptly through good faith negotiations, including timely escalation of the Dispute to executives who 
have authority to settle the Dispute (and who are at a higher level of management than the persons 
with direct responsibility for the matter). All communication relating to the Dispute resolution will be 
maintained in strict confidence by the Parties. Notwithstanding the foregoing , any Dispute arising from 
or relating to Motorola's intellectual property rights will not be subject to negotiation in accordance with 
this Section, but instead will be decided by a court of competent jurisdiction , in accordance with 
Section 12.3 - Litigation, Venue, Jurisdiction below. 

12.5 Litigation, Venue, Jurisdiction. If the Dispute has not been resolved within sixty (60) days from 
the Notice of Dispute, either Party may submit the Dispute exclusively to a court in St. Johns County, 
FL. Each Party expressly consents to the exclusive jurisdiction of such courts for resolution of any 
Dispute. 

13 General. 

13.3 Compliance with Laws. Each Party will comply with applicable laws in connection with the 
performance of its obligations under this Agreement, including that Customer will ensure its and its 
Authorized Users' use of the Products and Services complies with law (including privacy laws) , and 
Customer will obtain any FCC and other licenses or authorizations (including licenses or authorizations 
required by foreign regulatory bodies) required for its and its Authorized Users' use of the Products and 
Services. Motorola may, at its discretion, cease providing or otherwise modify Products and Services 
(or any terms related thereto in an Addendum or Ordering Document) , in order to comply with any 
changes in applicable law. 
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13.4 Audit: Monitoring. Motorola will have the right to monitor and audit use of the Products, which 
may also include access by Motorola to Customer Data and Service Use Data. Customer will provide 
notice of such monitoring to its Authorized Users and obtain any required consents, including individual 
end users, and will cooperate with Motorola in any monitoring or audit. Customer will maintain during 
the Term, and for two (2) years thereafter, accurate records relating to any software licenses granted 
under this Agreement to verify compliance with this Agreement. Motorola or a third party ("Auditor") 
may inspect Customer's and , as applicable, Authorized Users' premises, books, and records. Motorola 
will pay expenses and costs of the Auditor, unless Customer is found to be in violation of the terms of 
the Agreement, in which case Customer will be responsible for such expenses and costs. 

13.5 Assignment and Subcontracting. Neither Party may assign or otherwise transfer this Agreement 
without the prior written consent of the other Party, which will not be unreasonably withheld. Subject to 
the foregoing , this Agreement will be binding upon the Parties and their respective successors and 
assigns. 

13.6 Waiver. A delay or omission by either Party to exercise any right under this Agreement will not 
be construed to be a waiver of such right. A waiver by either Party of any of the obligations to be 
performed by the other, or any breach thereof, will not be construed to be a waiver of any succeeding 
breach or of any other obligation. All waivers must be in writing and signed by the Party waiving its 
rights. 

13. 7 Severability. If any provision of the Agreement is found by a court of competent jurisdiction to be 
invalid, illegal, or otherwise unenforceable, such provision will be deemed to be modified to reflect as 
nearly as possible the original intentions of the Parties in accordance with applicable law. The 
remaining provisions of this Agreement will not be affected , and each such provision will be valid and 
enforceable to the full extent permitted by applicable law. 

13.8 Independent Contractors. Each Party will perform its duties under this Agreement as an 
independent contractor. The Parties and their personnel will not be considered to be employees or 
agents of the other Party. Nothing in this Agreement will be interpreted as granting either Party the right 
or authority to make commitments of any kind for the other. This Agreement will not constitute, create, 
or be interpreted as a joint venture, partnership, or formal business organization of any kind. 

13.9 Third-Party Beneficiaries. The Agreement is entered into solely between, and may be enforced 
only by, the Parties. Each Party intends that the Agreement will not benefit, or create any right or cause 
of action in or on behalf of, any entity other than the Parties. Notwithstanding the foregoing , a licensor 
or supplier of third-party software included in the software Products will be a direct and intended third­
party beneficiary of this Agreement. 

13.10 Interpretation. The section headings in this Agreement are included only or convenience The 
words "including" and "include" will be deemed to be followed by the phrase "without limitation". This 
Agreement will be fairly interpreted in accordance with its terms and conditions and not for or against 
either Party. 

13.11 Notices. Any and all notices, requests, consents approvals, demands, determinations, 
instructions, and other forms of written communication ("Notices") under this Agreement shall be validly 
given when delivered as follows: 

1. Hand delivered to Consultant's Authorized Representative or hand delivered during normal 
business hours and addressed as shown below; or 
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2. Delivered by U.S. Mail , electronic mail or commercial express carrier, (postage prepaid , delivery 
receipt requested) , to the following addresses: 

St. Johns County 
500 San Sebastian View 
St. Augustine, FL 32084 
Attn : Leigh Daniels 
Email Address : ldaniels@sjcfl. us 

With a copy to: 
St. Johns County 
Office of the County Attorney 500 San 
Sebastian View 
St. Augustine, FL 32084 
Email Add ress: BCCAttorney@sjcfl .us 

Motorola Solutions 
500 West Monroe Street 
Chicago, IL 60661 
Attn : Rodrigo Olzazbal 
Email Address: 
rodriqo.olazabal1@motorolasolutions.com 

3. Notices shall be deemed to have been given on the date of delivery to the location listed above 
without regard to actual receipt by the named addressee. County and Motorola Solutions may 
each change the above address at any time upon prior written notice to the other party. 

13.12 Cumulative Remedies. Except as specifically stated in this Agreement, all remedies provided 
for in this Agreement will be cumulative and in addition to, and not in lieu of, any other remedies 
available to either Party at law, in equity, by contract, or otherwise. Except as specifically stated in this 
Agreement, the election by a Party of any remedy provided for in this Agreement or otherwise available 
to such Party will not preclude such Party from pursuing any other remedies available to such Party at 
law, in equity, by contract, or otherwise. 

13.13 Insurance Requirements. Motorola Solutions shall not commence work under this Contract until 
it has obtained all insurance required under this section . All insurance policies shall be issued by 
companies authorized to do business under the laws of the State of Florida. Motorola Solutions shall 
furn ish proof of Insurance to the County prior to the commencement of operations. The Certificate(s) 
shall clearly indicate Motorola Solutions has obtained insurance of the type, amount, and classification 
as required by contract and that it will provide written notice within thirty (30) days of cancellation of the 
insurance. Compliance with the foregoing requirements shall not relieve Motorola Solutions of its 
liability and obligations under this Contract. 

Certificate Holder Address: St. Johns County, a pol itical subdivis ion of the State of Florida 
500 San Sebastian View 
St. Augustine, FL 32084 

13.13.1 Motorola Solutions shall maintain during the life of this Agreement, Comprehensive 
General Liability Insurance with limits of $1 ,000,000 per occurrence, $2,000,000 aggregate to protect 
Motorola Solutions from claims for damages for bodily injury, including wrongful death , as well as from 
claims of property damages which may arise from any operations under this Agreement, whether such 
operations be by Motorola Solutions or by anyone directly employed by or contracting with Motorola 
Solutions. 

13.13.2 Motorola Solutions shall maintain during the life of this Contract, Technology Errors & 
Omissions/Professional Liability with limits of $3,000,000 per claim and aggregate. The Technology 
Errors & Omissions/Professional Liability Insurance shall cover Motorola Solutions and third parties, at 
a minimum, the following : Liability for Technology Products/Services, Data Breach, Media Content, 

• --" SO(.VTION5 

Page 5-19 



Privacy Liability, and Network Security. Coverage retro date shall be prior to commencement of job. 

13.13.3 Motorola Solutions shall maintain during the life of this Contract Errors and Omissions / 
Cyber Liabil ity & Data Storage Insurance with limits of $3,000,000 per claim, $3,000,000 aggregate. 
The Cyber Liability Insurance shall cover, at a minimum, the following : Data Loss and System Damage 
Liability; Security Liability ; Privacy Liability; and Privacy/Security Breach Response Coverage, including 
Notification Expenses. The Cyber Liability Insurance may be included as part of the Professional 
Liability Insurance required above. 

13.13.4 Motorola Solutions shall maintain during the life of this Contract, adequate Workers' 
Compensation Insurance in at least such amounts as is required by the law for all of its employees per 
Florida Statute 440.02. 

13.14 Public Records. 

A) The cost of reproduction , access to, disclosure, non-disclosure, or exemption of records, data , 
documents, and/or materials, associated with this Agreement shall be subject to the applicable 
provisions of the Florida Public Records Law (Chapter 119, Florida Statutes) , and other 
applicable State and Federal provisions. Access to such public records, may not be blocked , 
thwarted , and/or hindered by placing the public records in the possession of a third party, or an 
unaffiliated party. 

B) In accordance with Florida law, to the extent that Motorola Solutions performance under this 
Agreement constitutes an act on behalf of the County, Motorola Solutions shall comply with all 
requirements of Florida's public records law. Specifically, if Motorola S lutions is expressly 
authorized , and acts on behalf of the County under this Agreement, Motorola Solutions shall: 

1) Keep and maintain public records that ordinarily and necessarily would be required by the 
County in order to perform the services described herein ; 

2) Upon request from the County's custodian of public records , provide the County with a copy 
of the requested records or allow the records to be inspected or copied with a reasonable 
time at a cost that does not exceed the cost as provided in Chapter 119, Florida States, or as 
otherwise provided by applicable law; 

3) Ensure that public records related to this Agreement that are exemp or confidential and 
exempt from public disclosure requirements are not disclosed except as authorized by 
applicable law for the duration of this Agreement and the following completion of this 
Agreement if Motorola Solutions does not transfer the records to the County; and 

4) Meet all requirements for retaining public records , and transfer at Motorola Solutions sole 
cost and expense, all public records in the possession of Motorola Solutions upon termination 
of this Agreement. Motorola Solutions shall destroy any duplicate records that are exempt or 
confidential and exempt from public disclosure requirements in accordance with applicable 
State and Federal provisions. Any public records stored electronically must be provided to 
the County in a format that is compatible with information technology systems maintained by 
the County. 

C) If Motorola Solutions transfers all public records to the County upon completion of this 
Agreement, Motorola Solutions shall destroy any duplicate public records that are exempt or 
confidential and exempt from public records disclosure requirements. If Motorola Solutions 
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keeps and maintains public records upon completion of this Agreement, Motorola Solutions 
shall meet all applicable requirements for retaining public records . All records stored 
electronically must be provided to the County, upon request from the County's custodian of 
public records , in a format that is compatible with the County's information technology systems. 

D) Failure by the Motorola Solutions to comply with the requirements of this section shall be 
grounds for immediate, unilateral termination of this Agreement by the County. 

IF MOTOROLA SOLUTIONS HAS QUESTIONS REGARDING THE 
APPLICATION OF CHAPTER 119, FLORIDA ST A TU TES, TO ITS DUTY TO 
PROVIDE PUBLIC RECORDS RELATING TO THIS AGREEMENT, 
CONTACT THE CUSTODIAN OF PUBLIC RECORDS AT: 500 San 
Sebastian View St. Augustine, FL 32084 (904) 209-0805; 

publicrecords@sjcfl.us. 

E) Failure by Motorola Solutions to grant such public access shall be grounds for immediate, 
unilateral termination of this Agreement by the County. Motorola Solutions shall promptly 
provide the County notice of any request to inspect or copy public records related to this 
Agreement in Motorola Solutions possession and shall promptly provide the County a copy of 
Motorola Solutions response to each such request. 

13.15 Motorola warrants that neither it nor any Subcontractor is currently on the convicted vendor list or the 
discriminatory vendor list maintained pursuant to Sections 287.133 and 287.134 of the Florida Statutes, 
or on any similar list maintained by any other state or the federal government. Contractor shall 
immediately notify the County in writing if its ability to perform is compromised in any manner during 
the term of the Contract. 

13.16 Section 287 .135 of the Florida Statutes prohibits agencies from contracting with companies for goods or 
services that are on the Scrutinized Companies that Boycott Israel List, or with companies that are engaged 
in a boycott of Israel, and from contracting with companies for goods or services of $1,000,000 or more that 
are on the Scrutinized Companies with Activities in Sudan List or the Scrutinized Companies with Activities in 
the Iran Petroleum Energy Sector List, or are engaged in business operations in Cuba or Syria. The lists are 
created pursuant to §215.473 and §215.4725, F.S. By execution of this Contract, Contractor certifies that it is 
not listed on the Scrutinized Companies that Boycott Israel List, the Scrutinized Companies with Activities in 
Sudan List or the Scrutinized Companies with Activities in the Iran Petroleum Energy Sector List, and is not 
engaged in a boycott of Israel or engaged in business operations in Cuba or Syria, and understands that 
pursuant to §287.135, F.S., the submission of a false certification may subject Contractor to civil penalties, 
attorney's fees, and/or costs. In accordance with §287.135, F.S. , the County may terminate this Contract if a 
false certification has been made, or the Contractor is subsequently placed on any of these lists, or engages 
in a boycott of Israel or is engaged in business operations in Cuba or Syria. Notwithstanding the above, 
Motorola does have business operations in Sudan and Syria in the form of support for various United 
Nations missions. This support is only provided after approval from the US Government in the form of an 
export license from the US Department of Commerce. 

13.17 Survival. The following provisions will survive the expiration or termination of this Agreement for 
any reason: Section 2.4 - Customer Obligations; Section 3.4 - Effect of Termination or 
Expiration; Section 4 - Payment and Invoicing; Section 6.5 - Warranty Disclaimer; Section 7.3 -
Customer Indemnity; Section 8 - Limitation of Liability; Section 9 - Confidentiality; Section 10 -
Proprietary Rights; Data; Feedback; Section 11 - Force Majeure; Delays Caused by Customer; 
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Section 12 - Disputes; and Section 13 - General. 

13.18 Amendments & Modifications. This Agreement shall not be modified, amended, changed or 
supplemented, nor may any obligations hereunder be waived or extensions of time for performance 
granted, except by written instrument signed by authorized representatives of both Parties. No waiver 
of any default or breach of any obligation or provision herein contained shall be deemed a waiver of any 
preceding or succeeding default or breach thereof or of any other agreement or provision herein 
contained. No extension of time for performance of any obligations or acts shall be deemed an 
extension of time for performance of any other obligations or acts. 

13.19 Entire Agreement. This Agreement, including all Addenda and Ordering Documents, constitutes 
the entire agreement of the Parties regarding the subject matter hereto, and supersedes all previous 
agreements, proposals, and understandings, whether written or oral , relating to this subject matter. This 
Agreement may be executed in multiple counterparts, and will have the same legal force and effect as if 
the Parties had executed it as a single document. The Parties may sign in writing or by electronic 
signature. An electronic signature, facsimile copy, or computer image of a signature, will be treated , 
and will have the same effect as an original signature, and will have the same effect, as an original 
signed copy of this document. This Agreement may be amended or modified only by a written 
instrument signed by authorized representatives of both Parties. The preprinted terms and conditions 
found on any Customer purchase order, acknowledgment, or other form will not be considered an 
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amendment or modification or part of this Agreement, even if a representative of each Party signs such 
document. 

The Parties hereby enter into this MCA as of the Effective Date. 

Motorola: Motorola Solutions, Inc. Customer: __________ _ 

By: ___________ _ By: _____ _ _ ____ _ 

Name: ____________ _ Name: ____________ _ 

Title: ____________ _ Title: -------------

Date: ------------- Date: ___________ _ _ 

Cyber Addendum 

Motorola Solutions Inc. ("Motorola") and the customer named in the Agreement to which this Cyber 
Addendum (the "Addendum") is attached ("Customer") hereby agree as follows : 
Section 6Section 1. APPLICABILITY 
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1.1 This Addendum sets out terms applicable to Customer's purchase of cyber security services 
that are in addition to , and that may in some respects amend or supersede, terms in the Agreement 

• "'°'°"°'-A SOI.VTIONS 

Page 6-24 



pertaining to (i) Remote Security Update Service, Security Update Service, and Managed Detection 
& Response subscription services, among other subscription services ("Subscription Services"),(ii) 
professional services ("Professional Services"), and/or (iii) retainer services (i.e., professional 
services when expressly purchased as a block of pre-paid hours for use, subject to expiration , 
within a specified period across certain offered service categories ("Retainer Services") (all 
collectively herein , "Services"). 

Section ?Section 2. ADDITIONAL DEFINITIONS AND INTERPRETATION 

2.1. "Customer Contact Data" has the meaning given to it in the DPA. 

2.2 "Customer Data" has the meaning given to it in the DPA. 

2.3 "Data Processing Addendum" or "DPA" means the Motorola Data Processing Addendum I 
applicable to processing of Customer Data for US customers, as updated, supplemented, or 
superseded from time to time. The DPA is attached to this Addendum and is incorporated into and 
made a part of this Addendum and the Agreement for all purposes pertaining to the contents of the 
DPA. Where terms or provisions in this Addendum or the Agreement conflict with terms or 
provisions of the DPA, the terms or provisions of the DPA will control with respect to the contents of 
the DPA 

2.4 "Feedback" means comments or information, in oral or written form, given to Motorola by 
Customer or Authorized Users, including their end users, in connection with or relating to the 
Services. Any Feedback provided by Customer is entirely voluntary. Motorola may use, reproduce, 
license, and otherwise distribute and exploit the Feedback without any obligation or payment to 
Customer or Authorized Users. Customer represents and warrants that it has obtained all 
necessary rights and consents to grant Motorola the foregoing rights . 

2.5 "Motorola Data" has the meaning given to it in the DPA. 

2.6 "Process" or "Processing" has the meaning given to it in the DPA. 

2.7 "Service Use Data has the meaning given to it in the DPA. 

2.8 "Statement(s) of Work" or "SOW(s)" as used in this Addendum means a statement of work, 
ordering document, accepted proposal , or other agreed upon engagement document issued under 
or subject to this Addendum. Mutually agreed upon SOWs may be attached hereto as Exhibit(s) , 
and/or are respectively incorporated by reference, each of which will be governed by the terms and 
conditions of this Addendum. Statements of Work may set out certain "Deliverables ," which include 
all written information (such as reports , specifications, designs, plans, drawings, or other technical 
or business information) that Motorola prepares for Customer in the performance of the Services 
and is obligated to provide to Customer under a SOW and this Addendum. The Deliverables, if any, 
are more fully described in the Statements of Work. 

2.9 "Third-Party Data" has the meaning given to it in the DPA. 

Section 8Section 3. LICENSE, DAT A AND SERVICE CONDITIONS 

3.1 Delivery of Cyber Services 

3.1 .1 All Professional Services will be performed in accordance with the performance 
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schedule included in a SOW. Delivery of hours purchased as Retainer Services is at the onset of 
the applicable retainer period . Hours purchased as Retainer Services expire and are forfeited if not 
used within the Retainer period , subject to terms of use, expiration and extension , if any, as set out 
in the applicable SOW or ordering document. Professional Services described in a SOW will be 
deemed complete upon Motorola's performance of such Services or, if applicable, upon 
exhaustion or expiration of the Retainer Services hours, whichever occurs first. 

3.1.2 Subscription Services. Delivery of Subscription Services will occur upon Customer's 
receipt of credentials required for access to the Subscription Services or upon otorola otherwise 
providing access to the Subscription Services platform. 

3.1.3 To the extent Customer purchases equipment from Motorola ("Supplied 
Equipment") , title and risk of loss to the Supplied Equipment will pass to Customer upon 
installation (if applicable) or shipment by Motorola. Customer will take all necessary actions, 
reimburse freight or delivery charges, provide or obtain access and other rights needed and take 
other requested actions necessary for Motorola to efficiently perform its contractual duties. To the 
extent Supplied Equipment is purchased on an installment basis , any early termination of the 
installment period will cause the outstanding balance to become immediately due. 

3.2 Motorola may use or provide Customer with access to software, tools, enhancements, 
updates, data , derivative works, and other materials which Motorola has developed or licensed from 
third parties (collectively, "Motorola Materials"). The Services, Motorola Data , Third-Party Data , 
and related documentation, are considered Motorola Materials. Notwithstanding the use of such 
materials in Services or Deliverables , the Motorola Materials are the property of Motorola or its 
licensors, and Motorola or its licensors retain all right, title and interest in and to the Deliverables 
and the Motorola Materials. Motorola grants Customer and Authorized Users a limited, non­
transferable, non-sublicensable, and non-exclusive license to use the Services and associated 
Deliverables solely for Customer's internal business purposes. 

3.2.1 Motorola may use, engage, resell , or otherwise interface with third-party software, 
hardware or services providers (such as, for example, third-party end point detection and response 
providers) and other sub-processors, who in turn may engage additional sub-pro essors to process 
personal data and other Customer Data. Customer agrees that such third-party software or services 
providers, sub-processors or their respective sub-processors may process and use personal and 
other Customer Data in accordance with and subject to their own respective licenses or terms and in 
accordance with applicable law. Customer authorizes and will provide and obtain all required 
notices and consents, if any, and comply with other applicable legal requ irements , if any, with 
respect to such collection and use of personal data and other Customer Data b Motorola , and its 
subcontractors, sub-processors and/or third-party software, hardware or services providers. 

3.2.2 In addition to terms set forth in this Addendum, certain components of the 
Subscription Services and the Motorola Materials may be governed by one or more third-party End 
User License Agreements ("EULA"), which include terms governing third-party software licensed to 
Motorola ("Licensed Software"), such as open source software, included in the Subscription 
Services and/or the Motorola Materials. Customer will comply, and ensure its Authorized Users 
comply, with such additional license agreements. EULAs for the Licensed Software are linked 
through the proposal to which this Addendum is attached. 

3.3 To the extent Customer is permitted to access, use, or integrate Customer or third-party 
software, services, content, or data that is not provided by Motorola (collective y, "Non-Motorola 
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Content") with or through the Services, or will use equipment or software not provided by Motorola, 
which may be required for use of the Services ("Customer-Provided Equipment"), Customer will 
obtain and continuously maintain all rights and licenses necessary for Motorola to efficiently perform 
all contemplated Services under this Addendum and will assume responsibility for operation and 
integration of such content and equipment. 

3.4 Ownership of Customer Data. Customer retains all right, title and interest, including 
intellectual property rights , if any, in and to Customer Data. Motorola acquires no rights to 
Customer Data except those rights granted under this Addendum including the right to Process and 
use the Customer Data as set forth in the DPA. The Parties agree that with regard to the Processing 
of personal information that may be part of Customer Data, Customer is the controller and Motorola 
is the processor, and Motorola may engage sub-processors pursuant to the provisions of the DPA. 

3.5 Motorola Use of Customer Data. Notwithstanding any provision to the contrary in this 
Addendum or any related agreement, and except as may be provided to the contrary in the DPA, 
and in addition to other uses and rights set out herein , Customer understands and agrees that 
Motorola may obtain, use and/or create and use, anonymized, aggregated and/or generalized 
Customer Data, such as data relating to actual and potential security threats and vulnerabilities , for 
its lawful business purposes, including improving its services and sharing and leveraging such 
information for the benefit of Customer, other customers, and other interested parties. 

3.6 Authorized Users. Customer will ensure its employees and Authorized Users comply with 
the terms of this Addendum and will be liable for all acts and omissions of its employees and 
Authorized Users. Customer is responsible for the secure management of Authorized Users' 
names, passwords and login credentials for access to products and Services. "Authorized Users" 
are Customer's employees, full-time contractors engaged for the purpose of supporting the products 
and Services that are not competitors of Motorola or its affiliates, and the entities (if any) specified in 
a SOW or otherwise approved by Motorola in writing (email from an authorized Motorola signatory 
accepted), which may include affiliates or other Customer agencies. 

3.7 Beta or Proof of Concept Services. If Motorola makes any beta version of its Services ("Beta 
Service") available to Customer, or provides Customer a trial period or proof of concept period (or 
other demonstration) of the Services at reduced or no charge ("Proof of Concept" or "POC 
Service"), Customer may choose to use such Beta or POC Service at its own discretion, provided, 
however, that Customer will use the Beta or POC Service solely for purposes of Customer's 
evaluation of such Beta or POC Service, and for no other purpose. Customer acknowledges and 
agrees that all Beta or POC Services are offered "as-is" and without any representations or 
warranties or other commitments or protections from Motorola. Motorola will determine the duration 
of the evaluation period for any Beta or POC Service, in its sole discretion, and Motorola may 
discontinue any Beta or POC Service at any time. Customer acknowledges that Beta Services, by 
their nature, have not been fully tested and may contain defects or deficiencies. Notwithstanding 
any other provision of this Agreement, to the extent a future paid Service has been agreed upon 
subject to and contingent on the Customer's evaluation of a Proof of Concept Service, Customer 
may cancel such future paid Service as specified in the SOW or, if not specified, within a 
reasonable time before the paid Service is initiated. 

Section 9Section 4. WARRANTY 

4.1 CUSTOMER ACKNOWLEDGES, UNDERSTANDS AND AGREES THAT MOTOROLA 
DOES NOT GUARANTEE OR WARRANT THAT IT WILL DISCOVER ALL OF CUSTOMER'S 
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SECURITY EVENTS (SUCH EVENTS INCLUDING THE UNAUTHORIZED ACCESS, 
ACQUISITION, USE, DISCLOSURE, MODIFICATION OR DESTRUCTION OF CUSTOMER 
DATA) , THREATS, OR SYSTEM VULNERABILITIES. MOTOROLA DISCLAIMS ANY AND ALL 
RESPONSIBILITY FOR ANY AND ALL LOSS OR COSTS OF ANY KIND ASSOCIATED WITH 
SECURITY EVENTS, THREATS OR VULNERABILITIES WHETHER OR NOT DISCOVERED BY 
MOTOROLA. MOTOROLA DISCLAIMS ANY RESPONSIBILITY FOR CUSTOMER'S USE OR 
IMPLEMENTATION OF ANY RECOMMENDATIONS PROVIDED IN CONNECTION WITH THE 
SERVICES. IMPLEMENTATION OF RECOMMENDATIONS DOES NOT ENSURE OR 
GUARANTEE THE SECURITY OF THE SYSTEMS AND OPERATIONS EVALUATED. 
CUSTOMER SHALL BE RESPONSIBLE TO TAKE SUCH ACTIONS NECESSARY TO MITIGATE 
RISKS TO ITS OPERATIONS AND PROTECT AND PRESERVE ITS COMPUTER SYSTEMS AND 
DATA, INCLUDING CREATION OF OPERATIONAL WORKAROUNDS, BACKUPS AND 
REDUNDANCIES. 

4.2. Customer acknowledges, understands and agrees that the Services and products or 
equipment provided by or used by Motorola to facilitate performance of the Services may impact or 
disrupt information systems. Except in instances of gross negligence in performing the Services, 
Motorola disclaims responsibility for costs incurred by Customer in connection with any such 
disruptions of and/or damage to Customer's or a third party's information systems, equipment, voice 
transmissions, data and Customer Data , including, but not limited to , inadequacies in or failure of 
Customer's network, denial of access to a legitimate system user, automatic shut-down of 
information systems caused by intrusion detection software or hardware, or failure of the information 
system resulting from the provision or delivery of the Services. 

4.3. Motorola warrants that Supplied Equipment, for the use of Cyber Security only, under normal 
use and service, will be free from material defects in materials and workmanship for one (1) year 
from the date of shipment, subject to Customer providing written notice to Motorola within that 
period. AS IT RELATES TO THE SUPPLIED EQUIPMENT, MOTOROLA DISCLAIMS ALL OTHER 
WARRANTIES OR CONDITIONS, EXPRESS OR IMPLIED, INCLUDING THE IMPLIED 
WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A 
PARTICULAR PURPOSE. 

4.4 Motorola warrants that the Services will be performed in a professional and workmanlike 
manner and will conform in all material respects to the SOW(s). This warranty will be for a period 
of ninety (90) days following completion of the Services. If Motorola breaches this warranty, 
Customer's sole and exclusive remedy is to require Motorola to re-perform the non-conforming 
Services or to refund, on a pro- rata basis, the fees paid for the non- conforming Services. OTHER 
THAN THOSE WARRANTIES SET FORTH IN THIS SECTION 4, MOTOROLA DISCLAIMS 
ALL OTHER WARRANTIES, EXPRESS OR IMPLIED. Customer acknowledges that the 
Deliverables for the Subscription Services may contain recommendations, suggestions or advice 
from Motorola to Customer (collectively, "recommendations"). Motorola makes no warranties 
concerning those recommendations, and Customer alone accepts responsibility for choosing 
whether and how to implement the recommendations and the results to be realized from 
implementing them. 

4.5. Pass-Through Warranties. Notwithstanding any provision of this Addendum or any related 
agreement to the contrary, Motorola will have no liability for third-party software, hardware or 
services resold or otherwise provided by Motorola; provided , however, that to the extent offered by 
third-party software, hardware or services providers and to the extent permitted by law, Motorola 
will pass through to Customer express warranties provided by such third parties. 
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Section 1 0Section 5 LIMITATION OF LIABILITY 

5.1. DISCLAIMER OF CONSEQUENTIAL DAMAGES. EXCEPT FOR PERSONAL INJURY OR 
DEATH, MOTOROLA, ITS AFFILIATES, AND ITS AND THEIR RESPECTIVE OFFICERS, 
DIRECTORS, EMPLOYEES, SUBCONTRACTORS, AGENTS, SUCCESSORS, AND ASSIGNS 
(COLLECTIVELY, THE "MOTOROLA PARTIES") WILL NOT BE LIABLE IN CONNECTION WITH 
SERVICES PROVIDED UNDER THIS ADDENDUM (WHETHER UNDER MOTOROLA'S 
INDEMNITY OBLIGATIONS, A CAUSE OF ACTION FOR BREACH OF CONTRACT, UNDER 
TORT THEORY, OR OTHERWISE) FOR ANY INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, 
PUNITIVE, OR CONSEQUENTIAL DAMAGES OR DAMAGES FOR LOST PROFITS OR 
REVENUES, EVEN IF MOTOROLA HAS BEEN ADVISED BY CUSTOMER OR ANY THIRD 
PARTY OF THE POSSIBILITY OF SUCH DAMAGES OR LOSSES AND WHETHER OR NOT 
SUCH DAMAGES OR LOSSES ARE FORESEEABLE. 

5.2. DIRECT DAMAGES. EXCEPT FOR PERSONAL INJURY OR DEATH , THE TOTAL 
AGGREGATE LIABILITY OF THE MOTOROLA PARTIES, WHETHER BASED ON A CLAIM IN 
CONTRACT OR IN TORT, LAW OR EQUITY, RELATING TO OR ARISING OUT OF THIS 
ADDENDUM OR ANY RELATED OR UNDERLYING AGREEMENT, WILL NOT EXCEED THE 
FEES SET FORTH IN THE APPLICABLE SOW OR PRICING FOR THE SERVICES UNDER 
WHICH THE CLAIM AROSE. NOTWITHSTANDING THE FOREGOING, FOR ANY 
SUBSCRIPTION SERVICES, PROFESSIONAL SERVICES, OR FOR ANY RECURRING 
SERVICES, THE MOTOROLA PARTIES' TOTAL LIABILITY FOR ALL CLAIMS RELATED TO 
SUCH PRODUCT OR SERVICES IN THE AGGREGATE WILL NOT EXCEED THE TOTAL FEES 
PAID FOR THE SERVICES TO WHICH THE CLAIM IS RELATED DURING THE CONSECUTIVE 
TWELVE (12) MONTH PERIOD IMMEDIATELY PRECEDING THE EVENT FROM WHICH THE 
FIRST CLAIM AROSE. FOR AVOIDANCE OF DOUBT, THE LIMITATIONS IN THIS SECTION 5.2 
APPLY IN THE AGGREGATE TO INDEMNIFICATION OBLIGATIONS ARISING OUT OF THIS 
ADDENDUM OR ANY RELATED AGREEMENTS. 

5.3. ADDITIONAL EXCLUSIONS. NOTWITHSTANDING ANY OTHER PROVISION OF THIS 
ADDENDUM, THE PRIMARY AGREEMENT OR ANY RELATED AGREEMENT, MOTOROLA WILL 
HAVE NO LIABILITY FOR DAMAGES ARISING OUT OF (A) CUSTOMER DATA, INCLUDING ITS 
TRANSMISSION TO MOTOROLA, OR ANY OTHER DATA AVAILABLE THROUGH THE 
PRODUCTS OR SERVICES; (B) CUSTOMER-PROVIDED EQUIPMENT, NON- MOTOROLA 
CONTENT, THE SITES, OR THIRD-PARTY EQUIPMENT, HARDWARE, SOFTWARE, 
SERVICES, DATA, OR OTHER THIRD- PARTY MATERIALS, OR THE COMBINATION OF 
PRODUCTS AND SERVICES WITH ANY OF THE FOREGOING; (C) LOSS OF DATA OR 
HACKING, RANSOMWARE, OR OTHER THIRD-PARTY ATTACKS OR DEMANDS; (D) 
MODIFICATION OF PRODUCTS OR SERVICES BY ANY PERSON OTHER T AN MOTOROLA; 
(E) RECOMMENDATIONS PROVIDED IN CONNECTION WITH OR BY THE PRODUCTS AND 
SERVICES; (F) DATA RECOVERY SERVICES OR DATABASE MODIFICATIONS; OR (G) 
CUSTOMER'S OR ANY AUTHORIZED USER'S BREACH OF THIS ADDENDUM, THE PRIMARY 
AGREEMENT OR ANY RELATED AGREEMENT OR MISUSE OF THE PRODUCTS AND 
SERVICES; (H) INTERRUPTION OR FAILURE OF CONNECTIVITY, VULNERABILITIES, OR 
SECURITY EVENTS; (I) DISRUPTION OF OR DAMAGE TO CUSTOMER'S OR THIRD PARTIES' 
SYSTEMS, EQUIPMENT, OR DATA, INCLUDING DENIAL OF ACCESS TO USERS, OR 
SHUTDOWN OF SYSTEMS CAUSED BY INTRUSION DETECTION SOFTWARE OR 
HARDWARE; (J) AVAILABILITY OR ACCURACY OF ANY DATA AVAILABLE THROUGH THE 
SERVICES, OR INTERPRETATION, USE, OR MISUSE THEREOF; (K) TRACKING AND 
LOCATION-BASED SERVICES; OR (L) BETA SERVICES. 
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5.4. Voluntary Remedies. Motorola is not obligated to remedy, repair, replace, or refund the 
purchase price for the disclaimed issues in Section 5.3 - Additional Exclusions, but if Motorola 
agrees to provide Services to help resolve such issues, Customer will reimburse Motorola for its 
reasonable time and expenses, including by paying Motorola any fees set forth in this Addendum or 
separate order for such Services, if applicable. 

5.5. Representations and Standards. Except as expressly set out in this Addendum or the 
applicable Motorola proposal or statement of work relating to the cyber products or services, or 
applicable portion thereof, Motorola makes no representations as to the compliance of Motorola 
cyber products and services with any specific standards, specifications or terms. For avoidance of 
doubt, notwithstanding any related or underlying agreement or terms, conformance with any specific 
standards, specifications, or requirements , if any, as it relates to cyber products nd services is only 
as expressly set out in the applicable Motorola SOW or proposal describing such cyber products or 
services or the applicable (i.e ., cyber) portion thereof. Customer represents that it is authorized to 
engage Motorola to perform Services that may involve assessment, evaluation or monitoring of 
Motorola's or its affiliate's services, systems or products. 

5.6. Wind Down of Services. In addition to any other termination rights, Motorola may terminate 
the Services, any SOW or subscription term , in whole or in part, in the event Motorola plans to 
cease offering the applicable Services to customers. 

5.7. Third-Party Beneficiaries. This Addendum is entered into solely between, and may be 
enforced only by, the Parties. Each Party intends that the Addendum will not benefit, or create any 
right or cause of action in or on behalf of, any entity other than the Parties. Notwithstanding the 
foregoing , a licensor or supplier of third-party software, products or services included in the 
Services will be a direct and intended third-party beneficiary of this Addendum. 
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Data Processing Addendum 

This Data Processing Addendum, including its Schedules and Annexes ("DPA"), forms part of the 
Master Customer Agreement ("MCA" or "Agreement")) to reflect the parties' agreement with regard to 
the Processing of Customer Data, which may include Personal Data. In the event of a conflict between 
this DPA, the MCA or any Schedule, Annex or other addenda to the MCA, this DPA must prevail. 

When Customer renews or purchases new Products or Services, the then-current DPA must apply and 
must not change during the applicable Term. When Motorola provides new features or supplements 
the Product or Service, Motorola may provide additional terms or make updates to this DPA that must 
apply to Customer's use of those new features or supplements. 

1. Definitions. 

All capitalized terms not defined herein must have the meaning set forth in the Agreement. 

"Customer Data" means data including images, text, videos, and audio, that are provided to Motorola 
by, through , or on behalf of Custa rr er and its Authorized Users or their end user , through the use of 
the Products and Services. Customer Data does not include Customer Contact Data , Service Use 
Data, other than that portion comprised of Personal Information, or Third Party Data. 

"Customer Contact Data" means data Motorola collects from Customer, its Authorized Users, and 
their end users for business contact purposes, including without limitation marketing , advertising, 
licensing, and sales purposes. 

"Data Protection Laws" means all data protection laws and regulations applicable to a Party with 
respect to the Processing of Personal Data under the Agreement. 

"Data Subjects" means the identified or identifiable person to whom Personal Data relates. 

"Metadata" means data that describes other data. 

"Motorola Data" means data owned by Motorola and made available to Customer in connection with 
the Products and Services. 

"Personal Data" or "Personal Information" means any information relating to an identified or 
identifiable natural person transmitted to Motorola by, through, or on behalf of Customer and its 
Authorized Users or their end users as part of Customer Data. An identifiable natural person is one 
who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an 
identification number, location data, an online identifier or to one or more factors specific to the 
physical , physiological , genetic, mental, economic, cultura l or social identity of that natural person. 

"Process" or "Processing" means any operation or set of operations which is performed on Personal 
Data or on sets of Personal Data , whether or not by automated means, such as collection , recording , 
copying , analyzing , caching , organization , structuring , storage, adaptation, or alteration, retrieval , 
consultation , use, disclosure by transmission , dissemination or otherwise making available, alignment 
or combination, restriction , erasure or destruction. 
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"Security Incident" means an incident leading to the accidental or unlawful destruction, loss, alteration 
or disclosure of, or access to Customer Data, which may include Personal Data, while processed by 
Motorola. 

"Service Use Data" means data generated about the use of the Products and Services through 
Customer's use or Motorola's support of the Products and Services, which may include Metadata, 
Personal Data , product performance and error information , activity logs, and date and time of use. 

"Sub-processor" means other processors·engaged by Motorola to Process Customer Data which may 
include Personal Data. 

"Third Party Data" means information obtained by Motorola from publicly available sources or its third 
party content providers and made available to Customer through the Products or Services. 

2. Processing of Customer Data 

2.1. Roles of the Parties. The Parties agree that with regard to the Processing of Personal Data 
hereunder, Customer is the Controller and Motorola is the Processor who may engage Sub-processors 
pursuant to the requirements of Section 6 entitled "Sub-processors" below. 

2.2. Motorola's Processing of Customer Data. Motorola and Customer agree that Motorola may 
only use and Process Customer Data, including the Personal Information embedded in Service Use 
Data, in accordance with applicable law and Customer's documented instructions for the following 
purposes : (i) to perform Services and provide Products under the Agreement; (ii) analyze Customer 
Data to operate, maintain, manage, and improve Motorola products and services; and (iii) create new 
products and services. Customer agrees that its Agreement (including this DPA) , along with the 
Product and Service Documentation and Customer's use and configuration of features in the Products 
and Services, are Customer's complete and final documented instructions to Motorola for the 
processing of Customer Data. Any additional or alternate instructions must be agreed to according to 
the process for amending Customer's Agreement. Customer represents and warrants to Motorola that 
Customer's instructions, including appointment of Motorola as a Processor or sub-processor, have 
been authorized by the relevant controller. Customer Data may be processed by Motorola at any of its 
global locations and/or disclosed to Subprocessors. It is Customer's responsibility to notify Authorized 
Users of Motorola's collection and use of Customer Data, and to obtain any required consents, provide 
all necessary notices, and meet any other applicable legal requirements with respect to such collection 
and use. Customer represents and warrants to Motorola that it has complied with the terms of this 
provision . 

2.3. Details of Processing. The subject-matter of Processing of Personal Data by Motorola 
hereunder, the duration of the Processing , the categories of Data Subjects and types of Personal Data 
are set forth on Annex I to this DPA. 

2.4. Disclosure of Processed Data. Motorola must not disclose to or share any Customer Data 
with any third party except to Motorola's sub-processors, suppliers and channel partners as necessary 
to provide the products and services unless permitted under this Agreement, authorized by Customer 
or required by law. In the event a government or supervisory authority demands access to Customer 
Data , to the extent allowable by law, Motorola must provide Customer with notice of receipt of the 
demand to provide sufficient time for Customer to seek appropriate relief in the relevant jurisdiction. In 
all circumstances, Motorola retains the right to comply with applicable law. Motorola must ensure that 
its personnel are subject to a duty of confidentiality, and will contractually obligate ts sub-processors to 
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a duty of confidentiality, with respect to the handling of Customer Data and any Personal Data 
contained in Service Use Data. 

2.5. Customer's Obligations. Customer is solely responsible for its compliance with all Data 
Protection Laws and establishing and maintaining its own policies and proced res to ensure such 
compliance. Customer must not use the Products and Services in a manner that would violate 
applicable Data Protection Laws. Customer must have sole responsibility for (i) the lawfulness of any 
transfer of Personal Data to Motorola , (ii) the accuracy, quality, and legality of Personal Data provided 
to Motorola ; (iii) the means by which Customer acquired Personal Data , and (iv) the provision of any 
required notices to , and obtaining any necessary acknowledgements, authorizations or consents from 
Data Subjects. Customer takes full responsibility to keep the amount of Personal Data provided to 
Motorola to the minimum necessary for Motorola to perform in accordance with the Agreement. 
Customer must be solely responsible for its compliance with applicable Data Protection Laws. 
Customer agrees that it has implemented administrative, physical and technical safeguards for 
Customer's environment and operations that are no less rigorous than accepted industry practices and 
shall ensure that all such safeguards comply with applicable data protection and privacy laws. 
Customer agrees that Motorola shall not be liable for any Security Incident arising from Customer's 
breach of this requirement. 

2.6. Customer lndemnjty. Customer will defend, indemnify, and hold Motorola and its 
subcontractors, subsidiaries and other affiliates harmless from and against any and all damages, 
losses, liabilities, and expenses (including reasonable fees and expenses of attorneys) arising from 
any actual or threatened third-party claim , demand, action , or proceeding arising from or related to 
Customer's failure to comply with its obligations under this Agreement and/or applicable Data 
Protection Laws. Motorola will give Customer prompt, written notice of any claim subject to the 
foregoing indemnity. Motorola will , at its own expense, cooperate with Customer in its defense or 
settlement of the claim. 

3. Service Use Data. Except to the extent that it is Personal Information, Customer understands 
and agrees that Motorola may collect and use Service Use Data for its own purposes, provided that 
such purposes are compliant with applicable Data Protection Laws. Service Use Data may be 
processed by Motorola at any of its global locations and/or disclosed to Subproces ors. 

4. Third-Party Data and Motorola Data. Motorola Data and Third Party Data may be available 
to Customer through the Products and Services. Customer and its Authorized Users may use the 
Motorola Data and Third Party Data as permitted by Motorola and the applicable third-party data 
provider, as described in the Agreement or applicable Addendum. Unless expressly permitted in the 
Agreement or applicable Addendum, Customer must not, and must ensure its Authorized Users must 
not: (a) use the Motorola Data or Third-Party Data for any purpose other than Customer's internal 
business purposes or disclose the data to third parties; (b) "white label" such data or otherwise 
misrepresent its source or ownership, or resell, distribute, sublicense, or commercially exploit the data 
in any manner; (c) use such data in violation of applicable laws ; (d) use such data for activities or 
purposes where reliance upon the data could lead to death , injury, or property damage; (e) remove, 
obscure, alter, or falsify any marks or proprietary rights notices indicating the source, origin , or 
ownership of the data ; or (f) modify such data or combine it with Customer Data or other data or use 
the data to build databases. Additional restrictions may be set forth in the Agreement or applicable 
Addendum. Any rights granted to Customer or Authorized Users with respect to Motorola Data or Third­
Party Data must immediately terminate upon termination or expiration of the applicable Addendum, 
Ordering Document, or the MCA. Further, Motorola or the applicable Third Party Data provider may 
suspend , change, or terminate Customer's or any Authorized User's access to Motorola Data or Third-
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Party Data if Motorola or such Third Party Data provider believes Customer's or the Authorized User's 
use of the data violates the Agreement, applicable law or by Motorola's agreement with the applicable 
Third Party Data provider. Upon termination of Customer's rights to use of any Motorola Data or Third­
Party Data , Customer and all Authorized Users must immediately discontinue use of such data , delete 
all copies of such data, and certify such deletion to Motorola. Notwithstanding any provision of the 
Agreement to the contrary, Motorola has no liability for Third-Party Data or Motorola Data available 
through the Products and Services. Motorola and its Third Party Data providers reserve all rights in and 
to Motorola Data and Third-Party Data not expressly granted in an Addendum or Ordering Document. 

5. Motorola as a Controller or Joint Controller. In all instances where Motorola acts as a 
Controller it must comply with the applicable provisions of the Motorola Privacy Statement at 
https://www.motorolasolutions.com/en us/about/privacy-policy.html#privacystatement as each may be 
updated from time to time. Motorola holds all Customer Contact Data as a Controller and must Process 
such Customer Contact Data in accordance with the Motorola Privacy Statement. In instances where 
Motorola is acting as a Joint Controller with Customer, the Parties must enter into a separate 
addendum to the Agreement to allocate the respective roles as joint controllers. 

6. Sub-processors. 

6.1. Use of Sub-processors. Customer agrees that Motorola may engage Sub-processors who in 
turn may engage Sub-processors to Process Personal Data in accordance with th DPA. A current list 
of Sub-processors is set forth at Annex Ill. When engaging Sub-processors, Motorola must enter into 
agreements with the Sub-processors to bind them to obligations which are substantially similar or more 
stringent than those set out in this DPA. 

6.2. Changes to Sub-processing. The Customer hereby consents to Motorola engaging Sub­
processors to process Customer Data provided that: (i) Motorola must use its reasonable endeavors to 
provide at least 10 days' prior notice of the addition or removal of any Sub-proc ssor, which may be 
given by posting details of such addition or removal at a URL provided to Customer in Annex Ill ; (ii) 
Motorola imposes data protection terms on any Sub-processor it appoints that protect the Customer 
Data to the same standard provided for by this Addendum; and (iii) Motorola remains fully liable for any 
breach of this clause that is caused by an act, error or omission of its Sub-processor(s). The Customer 
may object to Motorola's appointment or replacement of a Sub-processor prior to its appointment or 
replacement, provided such objection is based on reasonable grounds re lating to data protection . In 
such event, Motorola will either appoint or replace the Sub-processor or, if in Motorola's discretion this 
is not feasible , the Customer may terminate this Agreement and receive a pro-rata refund of any 
prepaid service or support fees as full satisfaction of any claim arising out of such termination. 

6.3. Data Subject Requests. Motorola must, to the extent legally permitted , promptly notify 
Customer if it receives a request from a Data Subject, including without limitation requests for access 
to , correction , amendment, transport or deletion of such Data Subject's Personal Data and , to the 
extent applicable, Motorola must provide Customer with commercially reasonable cooperation and 
assistance in relation to any complaint, notice, or communication from a Data Subject. Customer must 
respond to and resolve promptly all requests from Data Subjects which Motorola provides to Customer. 
Customer must be responsible for any reasonable costs arising from Motorola's provision of such 
assistance under this Section. 
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7. Data Transfers 

Motorola agrees that it must not make transfers of Personal Data under this Agreement from one 
jurisdiction to another unless such transfers are performed in compliance with this Addendum and 
applicable Data Protection Laws. Motorola agrees to enter into appropriate agreements with its 
affiliates and Sub-processors , which will permit Motorola to transfer Personal Data to its affiliates and 
Sub-processors. Motorola agrees to amend as necessary its agreement with Customer to permit 
transfer of Personal Data from Motorola to Customer. Motorola also agrees to assist the Customer in 
entering into agreements with its affiliates and Sub-processors if required by applicable Data Protection 
Laws for necessary transfers. 

8. Security. Motorola must implement appropriate technical and organizational measures to 
ensure a level of security appropriate to the risk posed by the Processing of Personal Data, taking into 
account the costs of implementation; the nature, scope, context, and purposes of the Processing ; and 
the risk of varying likelihood and severity of harm to the data subjects. The appropriate technical and 
organizational measures implemented by Motorola are set forth in Annex Ill. In assessing the 
appropriate level of security, Motorola must weigh the risks presented by Processing , in particular from 
accidental or unlawful destruction, loss, alteration , unauthorized disclosure of, or access to personal 
data transmitted, stored or otherwise Processed. 

9. Security Incident Notification. If Motorola becomes aware of a Security Incident, then 
Motorola must (i) notify Customer of the Security Incident without undue delay, (ii) investigate the 
Security Incident and apprise Customer of the details of the Security Incident and (iii) take commercially 
reasonable steps to stop any ongoing loss of Personal Data due to the Security Incident if in the control 
of Motorola. Notification of a Security Incident must not be construed as an acknowledgement or 
admission by Motorola of any fault or liability in connection with the Security Incident. Motorola must 
make reasonable efforts to assist Customer in fulfilling Customer's obligations under Data Protection 
Laws to notify the relevant supervisory authority and Data Subjects about such incident. 

10. Data Retention and Deletion. 

Except for anonymized Customer Data, as described above, or as otherwise provided under the 
Agreement, Motorola must delete all Customer Data no later than ninety (90) days following termination 
or expiration of the MCA or the applicable Addendum or Ordering Document unless otherwise required 
to comply with applicable law. 

11. AuditRights 

11.1 Periodic Audit. Motorola will allow Customer to perform an audit of reasonable scope and 
duration of Motorola operations relevant to the Products and Services purchased under the Agreement, 
at Customer's sole expense, for verification of compliance with the technical and organizational 
measures set forth in Annex II if (i) Motorola notifies Customer of a Security Incident that results in 
actual compromise to the Products and/or Services purchased; or (ii) if Customer reasonably believes 
Motorola is not in compliance with its security commitments under this DPA, or (iii) if such audit is 
legally required by the Data Protection Laws. Any audit must be conducted in accordance with the 
procedures set forth in Section 11.3 of this DPA and may not be conducted more than one time per 
year. If any such audit requires access to confidential information of Motorola's other customers, 
suppliers or agents, such portion of the audit may only be conducted by Customer's nationally 
recognized independent third-party auditors in accordance with the procedures set forth in Section 
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11.3 of this DPA. Unless mandated by GDPR or otherwise mandated by law or court order, no audits 
are allowed within a data center for security and compliance reasons. Motorola must, in no 
circumstances, provide Customer with the ability to audit any portion of its software, products, and 
services which would be reasonably expected to compromise the confidentiality of any third party's 
information or Personal Data . 

11.2 Satisfaction of Audit Request. Upon receipt of a written request to audit, and subject to 
Customer's agreement, Motorola may satisfy such audit request by providing Customer with a 
confidential copy of a Motorola's applicable most recent third-party security review performed by a 
nationally recognized independent third-party auditor, such as a SOC2 Type II eport or ISO 27001 
certification , in order that Customer may reasonably verify Motorola's compliance with national 
standards. 

11.3 Audit Process. Customer must provide at least sixty days (60) days prior written notice to 
Motorola of a request to conduct the audit described in Section 11.1 . All audits must be conducted 
during normal business hours, at applicable locations or remotely, as designated by Motorola. Audit 
locations, if not remote will generally be those location(s) where Customer Data is accessed, or 
Processed. The audit must not unreasonably interfere with Motorola's day to day operations. An audit 
must be conducted at Customer's sole cost and expense and subject to the terms of the confidentiality 
obligations set forth in the Agreement. Before the commencement of any such audit, Motorola and 
Customer must mutually agree upon the time, and duration of the audit. Motorola must provide 
reasonable cooperation with the audit, including providing the appointed auditor a right to review, but 
not copy, Motorola security information or materials provided such auditor has executed an appropriate 
non-disclosure agreement. Motorola's policy is to share methodology and executive summary 
information, not raw data or private information. Customer must, at no charge, provide to Motorola a 
full copy of all findings of the audit. 

12. Regulation Specific Terms 

12.1. HIPAA Business Associate. If Customer is a "covered entity" or a "business associate" and 
includes "protected health information" in Customer Data as those terms are defined in 45 CFR § 
160.103, execution of the MCA includes execution of the Motorola HIPAA Business Associate 
Agreement Addendum ("BAA"). Customer may opt out of the BAA by sending the following information 
to Motorola in a written notice under the terms of the Customer's Agreement: "Customer and Motorola 
agree that no Business Associate Agreement is required. Motorola is not a Business Associate of 
Customer's, and Customer agrees that it will not share or provide access to Protected Health 
Information to Motorola or Motorola's subprocessors." 

12.2. FERPA. If Customer is an educational agency or institution to which regulations under the 
Family Educational Rights and Privacy Act, 20 U.S.C. § 1232g (FERPA) , apply, Motorola 
acknowledges that for the purposes of the DPA, Motorola is a "school official" with "legitimate 
educational interests" in the Customer Data, as those terms have been defined under FERPA and its 
implementing regulations, and Motorola agrees to abide by the limitations and requirements imposed 
by 34 CFR 99.33(a) on school officials. Customer understands that Motorola may possess limited or no 
contact information for Customer's students and students' parents. Consequently, Customer must be 
responsible for obtaining any parental consent for any end user's use of the Online Service that may be 
required by applicable law and to convey notification on behalf of Motorola to students (or, with respect 
to a student under 18 years of age and not in attendance at a post-secondary institution, to the 
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student's parent) of any judicial order or lawfully-issued subpoena requ iring the disclosure of Customer 
Data in Motorola's possession as may be required under applicable law. 

12.3. CJIS. Motorola agrees to support the Customer's obligation to comply with the Federal Bureau 
of Investigation Criminal Justice Information Services (CJIS) Security Policy and must comply with the 
terms of the CJIS Security Addendum for the Term of this Agreement and such CJIS Security 
Addendum is incorporated herein by reference. Customer hereby consents to allow Motorola 
"screened" personnel as defined by the CJIS Security Policy to serve as an authorized "escort" within 
the meaning of CJIS Security Policy for escorting unscreened Motorola personnel that require access 
to unencrypted Criminal Justice Information for purposes of Tier 3 support (e.g. troubleshooting or 
development resources). In the event Customer requires access to Service Use Data for its 
compliance with the CJIS Security Policy, Motorola must make such access available following 
Customer's request. Notwithstanding the foregoing, in the event the MCA or applicable Ordering 
Document terminates, Motorola must carry out deletion of Customer Data in compliance with Section 
10 herein and may likewise delete Service Use Data within the time frame specified therein. To the 
extent Customer objects to deletion of its Customer Data or Service Use Data and seeks retention for a 
longer period , it must provide written notice to Motorola prior to expiration of the 30-day period for data 
retention to arrange return of the Customer Data and retention of the Service Use Data for a specified 
longer period of time. 

12.4. CCPA / CPRA. If Motorola is Processing Personal Data within the scope of the California 
Consumer Protection Act ("CCPA") and/or the California Privacy Rights Act (''CPRA") (collectively 
referred to as the "California Privacy Acts"), Customer acknowledges that Motorola is a "Service 
Provider" within the meaning of California Privacy Acts. Motorola must process Customer Data and 
Personal Data on behalf of Customer and, not retain , use, or disclose that data f r any purpose other 
than for the purposes set out in this DPA and as permitted under the California Privacy Acts , including 
under any "sale" exemption . In no event will Motorola sell any such data, nor will M. If a California 
Privacy Act applies, Personal Data must also include any data identified with the California Privacy Act 
or Act's definition of personal data. Motorola shall provide Customer with notice should it determine 
that it can no longer meet its obligations under the California Privacy Acts , and the parties agree that, if 
appropriate and reasonable , Customer may take steps necessary to stop and remediate unauthorized 
use of the impacted Personal Data. 

12.5 CPA, CTDPA, VCDPA. If Motorola is Processing Personal Data within the scope of the Colorado 
Privacy Rights Act ("CPA"), the Connecticut Data Privacy Act ("CTDPA"), or the Virginia Consumer 
Data Protection Act ("VCDPA") Motorola will comply with its obligations under the applicable legislation, 
and shall make available to Customer all information in its possession necessary to demonstrate 
compliance with obligations in accordance with such legislation. Motorola Contact. If Customer 
believes that Motorola is not adhering to its privacy or security obligations hereunder, Customer must 
contact the Motorola Data Protection Officer at Motorola Solutions, Inc. , 500 W. Monroe, Chicago, IL 
USA 90661-3618 or at privacy1@motorolasolutions.com. 

ANNEXI 

A. LIST OF PARTIES 

Data exporter(s): [Identity and contact details of the data exporter(s) and, where pplicable, of its/their 
data protection officer and/or representative in the European Union] 
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1. 

Name: ... 

Address: ... 

Contact person's name, position and contact details: ... 

Activities relevant to the data transferred under these Clauses: ... 

Signature and date: .. . 

Role (controller/processor): Controller 

2. 

Data importer(s): [Identity and contact details of the data importer(s), including any contact person 
with responsibility for data protection] 

1. 

Name: Motorola Solutions, Inc. 

Address: .. . 

Contact person's name, position and contact details: ... 

Activities relevant to the data transferred under these Clauses: .. . 

Signature and date: ... 

Role (controller/processor) : Processor 

2 . ... 

B. DESCRIPTION OF TRANSFER 

Categories of data subjects whose personal data is transferred 

Data subjects include the data exporter's representatives and end-users including employees, 
contractors , collaborators, and customers of the data exporter. Data subjects may also include 
individuals attempting to communicate or transfer personal information to users of the services provided 
by data importer. Motorola acknowledges that, depending on Customer's use of the Online Service, 
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Customer may elect to include personal data from any of the following types of data subjects in the 
Customer Data: 

• Employees, contractors, and temporary workers (current, former, prospective) of data exporter; 

• Dependents of the above; 

• Data exporter's collaborators/contact persons (natural persons) or employees, contractors or 
temporary workers of legal entity collaborators/contact persons (current, prospective, former) ; 

• Users (e.g. , customers, clients , patients, visitors , etc.) and other data subjects that are users of 
data exporter's services; 

• Partners, stakeholders or individuals who actively collaborate, communicate or otherwise 
interact with employees of the data exporter and/or use communication tools such as apps and 
websites provided by the data exporter; 

• Stakeholders or individuals who passively interact with data exporter (e.g ., because they are the 
subject of an investigation, research or mentioned in documents or correspondence from or to 
the data exporter) ; 

• Minors; or 

• Professionals with professional privilege (e.g ., doctors, lawyers, notaries, religious workers, 
etc.). 

Categories of personal data transferred 

Customer's use of the Products and Services, Customer may elect to include pers nal data from any of 
the following categories in the Customer Data : 

• Basic personal data (for example place of birth , street name, and house number (address) , 
Agreemental code, city of residence, country of residence, mobile phone number, first name, 
last name, initials, email address, gender, date of birth), including basic personal data about 
family members and children ; 

• Authentication data (for example user name, password or PIN code, security question, audit 
trail); 

• Contact information (for example addresses, email , phone numbers, social media identifiers; 
emergency contact details) ; 

• Unique identification numbers and signatures (for example Social Security number, bank 
account number, passport and ID card number, driver's license number and vehicle registration 
data, IP addresses, employee number, student number, patient number, signature, unique 
identifier in tracking cookies or similar technology) ; 

• Pseudonymous identifiers; 
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• Financial and insurance information (for example insurance number, ban account name and 
number, credit card name and number, invoice number, income, type of assurance, payment 
behavior, creditworth iness); 

• Commercial Information (for example history of purchases, special 
information, payment history) ; 

• Biometric Information (for example DNA, fingerprints and iris scans); 

offers , subscription 

• Location data (for example, Cell ID, geo-location network data, location by start call/end of the 
call. Location data derived from use of wifi access points); 

• Photos, video, and audio; 

• Internet activity (for example browsing history, search history, reading , television viewing , radio 
listening activities) ; 

• Device identification (for example I MEI-number, SIM card number, MAC address) ; 

• Profiling (for example based on observed criminal or anti-social behavior or pseudonymous 
profiles based on visited URLs, click streams, browsing logs, IP-addresses, domains, apps 
installed , or profiles based on marketing preferences); 

• HR and recruitment data (for example declaration of employment status, recruitment information 
(such as curriculum vitae, employment history, education history details), j band position data, 
including worked hours, assessments and salary, work permit details, availability, terms of 
employment, tax details, payment details, insurance details and location, and organizations); 

• Education data (for example education history, current education, grades and results, highest 
degree achieved, learning disability) ; 

• Citizenship and residency information (for example citizenship, naturalization status , marital 
status, nationality, immigration status, passport data, details of residency or work permit) ; 

• Information processed for the performance of a task carried out in the public interest or in the 
exercise of an official authority; 

• Special categories of data (for example racial or ethnic origin , political opinions, religious or 
philosophical beliefs, trade union membership, genetic data , biometric data for the purpose of 
uniquely identifying a natural person, data concerning health, data concerning a natural 
person's sex life or sexual orientation , or data relating to criminal convictions or offences) ; or 

• Any other personal data identified under applicable law or regulation. 

Sensitive data transferred (if apr.licable) and applied restrictions or safeguards that fully take into 
consideration the nature of the data and the risks involved, such as for instance strict purpose 
limitation, access restrictions (including access only for staff having followed specialised training), 
keeping a record of access to the data, restrictions for onward transfers o additional security 
measures. 
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The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis). 

Data may be transferred on a continuous basis during the term of the MCA or other agreement to wh ich 
this DPA applies. 

Nature of the processing 

The nature, scope and purpose of processing personal data is to carry out performance of Motorola's 
obligations with respect to provision of the Products and Services purchased under the MCA and 
applicable Ordering Documents. The data importer utilizes a global network of data centers and 
management/support facil ities , and processing may take place in any jurisdiction where data importer 
or its sub-processors util ize such facilities 

Purpose(s) of the data transfer and further processing 

The nature, scope and purpose of processing personal data is to carry out performance of Motorola's 
obligations with respect to provision of the Products and Services purchased under the MCA and 
applicable Ordering Documents. The data importer utilizes a global network of data centers and 
management/support facilities , and processing may take place in any jurisdiction where data importer 
or its sub-processors utilize such facilities 

The period for which the personal data will be retained, or, if that is not possible, the criteria used to 
determine that period 

Data retention is governed by Section 10 of this Data Processing Addendum 

For transfers to (sub-) processors, a/so specify subject matter, nature and duration of the 
processing 

Transfers to sub-processors will only be for carrying out the performance of Motorola's obligations with 
respect to provision of the Product~ and Services purchased under the MCA and applicable Ordering 
Documents. The data importer utilizes a global network of data centers andmanagement/support 
facilities , and processing may take place in any jurisdiction where data importerc r its sub-processors 
utilize such facilities. In accordance with the DPA, the data exporter agrees the d c ta importer may hire 
other companies to provide Ii mite c services on data importer's behalf, such as providing customer 
support. Any such sub-processors must be permitted to obtain Customer Data only to deliver the 
services the data importer has retained them to provide, and they are prohibited from using Customer 
Data for any other purpose. 
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TECHNICAL AND ORGANIZATIONAL 

ANNEX II 

MEASURES INCLUDING 
ORGANIZATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA 

Measures of pseudonymisation and encryption of personal data 

Where technically feasible and when not impacting services provided: 

l ECHNICAL AND 

• We minimize the data we collect to information we believe is necess cry to communicate, 
provide, and support products and services and information necessary to comply with legal 
obligations. 

• We encrypt in transit and at rest. 
• We pseudonymize and limit administrative accounts that have access to reverse 

pseudonymisation . 

Measures for ensuring ongoi r g confidentiality, integrity, availability and resilience of 
processing systems and services 

In order to ensure ongoing confid E ntiality, integrity, availability and resilience of processing systems 
and services, Motorola Solutions Information Protection policy mandates the nstitutionalization of 
information protection throughout solution development and operational lifecycles. Motorola Solutions 
maintains dedicated security teams for its internal information security and its products and services. Its 
security practices and policies are integral to its business and mandatory for all Motorola Solutions 
employees and contractors The Motorola Chief Information Security Officer maintains responsibility and 
executive oversight for such policies, including formal governance, revision ma ragement, personnel 
education and compliance. Motorola Solutions generally aligns to the NIST Cybersecurity Framework 
as well as ISO 27001 . 

Measures for ensuring the ability to restore the availability and access to personal data in a 
timely manner in the event of a pltysical or technical incident 

Security Incident Procedures Motorola Solutions maintains a global incident resp cnse plan to address 
any physical or technical incident in an expeditious manner. Motorola maintains a record of security 
breaches with a description of the treach, the time period, the consequences of the breach, the name 
of the reporter, and to whom the brE ach was reported, and the procedure for reco ering data. For each 
security breach that is a Security Incident, notification will be made in accordance with the Security 
Incident Notification section of this [ PA. 

Business Continuity and Disaster Preparedness Motorola maintains business continuity and disaster 
preparedness plans for critical functions and systems within Motorola's control that support the 
Products and Services purchased under the Agreement in order to avoid services disruptions and 
minimize recovery risks. 
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Processes for regularly testing, assessing and evaluating the effectiveness of technical and 
organizational measures in order to ensure the security of the processing 

Motorola periodically evaluates its processes and systems to ensure continued compliance with 
obligations imposed by law, regulation or contract with respect to the confidentiality, integrity, 
availability, and security of Customer Data, including personal information. Motorola documents the 
results of these evaluations and any remediation activities taken in response to such evaluations. 
Motorola periodically has third party assessments performed against applicable industry standards, 
such as ISO 27001 , 27017, 27018 and 27701 . 

Measures for user identification and authorisation 

Identification and Authentication. Motorola uses industry standard practices to identify and authenticate 
users who attempt to access Motorola information systems. Where authentication mechanisms are 
based on passwords, Motorola requires that the passwords are at least eight characters long and are 
changed regularly. Motorola uses industry standard password protection practices, including practices 
designed to maintain the confidentiality and integrity of passwords when they are assigned and 
distributed, and during storage. 

Access Policy and Administration .. Motorola maintains a record of security privileges of individuals 
having access to Customer Data. including personal information. Motorola maintains appropriate 
processes for requesting, approving and administering accounts and access privileges in connection 
with the Processing of Customer Data. Only authorized personnel may grant, alter or cancel authorized 
access to data and resources. Where an individual has access to systems containing Customer Data, 
the individuals are assigned separate, unique identifiers. Motorola deactivates authentication 
credentials on a periodic basis. 

Measures for the protection of data during transmission 

Data is generally encrypted during transmission within the Motorola managed environments. 
Encryption in transit is also generally required of any sub-processors. Further, protection of data in 
transit is also achieved through the access controls, physical and environ rr ental security, and 
personnel security described throughout this Annex II. 

Measures for the protection of data during storage 

Data is generally encrypted during storage within the Motorola managed environ n ents. Encryption in 
storage is also generally required of any sub-processors. Further, protection of data in storage is also 
achieved through the access controls, physical and environmental security, and personnel security 
described throughout this Annex II. 

Measures for ensuring physical security of locations at which personal data .re processed 
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Motorola maintains appropriate physical and environment security controls to prevent unauthorized 
access to Customer Data , includi r g personal information. This includes appropriate physical entry 
controls to Motorola facilities such as card-controlled entry points, and a staffed reception desk to 
protect against unauthorized entry. Access to controlled areas within a facility will be limited by job role 
and subject to authorized approval. Use of an access badge to enter a controlle c area will be logged 
and such logs will be retained in accordance with Motorola policy. Motorola revokes personnel access 
to Motorola facilities and controlled areas upon separation of employment in accordance with Motorola 
policies. Motorola policies impose industry standard workstation , device and media controls designed to 
further protect Customer Data , including personal information. 

Measures for ensuring personnel security 

Access to Customer Data. Motorola maintains processes for authorizing and supervising its 
employees, and contractors with respect to monitoring access to Customer Data . Motorola requires its 
employees, contractors and agents who have, or may be expected to have, access to Customer Data 
to comply with the provisions of the Agreement, including this Annex and any other applicable 
agreements binding upon Motorola. 

Security and Privacy Awareness. Motorola must ensure that its employees and contractors remain 
aware of industry standard security and privacy practices, and their responsibilities for protecting 
Customer Data and Personal Data. This must include, but not be limited to, protection against malicious 
software, password protection , and management, and use of workstations and computer system 
accounts. Motorola requires periodic Information security training , privacy training , and business ethics 
training for all employees and contract resources 

Sanction Policy. Motorola maintains a sanction policy to address violations of Motorola's internal 
security requirements as well as those imposed by law, regulation , or contract. 

Background Checks. Motorola follows its standard mandatory employment verification requirements for 
all new hires. In accordance with Motorola internal policy, these requirements must be periodically 
reviewed and include, but may not be limited to, crim inal background checks, proof of identity validation 
and any additional checks as deemed necessary by Motorola. 

Measures for ensuring events logging 

Protection, and Response. Motorola assesses organization's effectiveness annually via external 
assessors who report and share the assessment findings with Motorola Audit Services who tracks any 
identified remediations. For more information, please see the Motorola Trust Center at 
https://www.motorolasolutions.com/en us/about/t rust-center/security.html 
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Measures for certification/assurance of processes and products 

Motorola performs internal Secure Application Review and Secure Design Revie v security audits and 
Production Readiness Review security readiness reviews prior to service release. Where appropriate, 
privacy assessments are performed for Motorola's products and services. A risk register is created as a 
result of internal audits with assignments tasked to appropriate personnel. Security audits are 
performed annually with addition cl audits as needed. Additional privacy assessments, including 
updated data maps, occur when material changes are made to the products or services. Further, 
Motorola Solution has achieved AICPA SOC2 Type 2 reporting and ISO/IEC 27001 :2013 certification 
for many of its development and su ~ port operations. 

Measures for ensuring data mini n isation 

Motorola Solutions policies require processing of all personal information in accordance with applicable 
law, including when that law requires data minimisation. Further, Motorola Solutions conducts privacy 
assessments of its products and services and evaluates if those products and services support the 
principles of processing, such as data minimisation. 

Measures for ensuring data quality 

Motorola Solutions policies require processing of all personal information in accordance with applicable 
law, including when that law requires ensuring the quality and accuracy of data. Further, Motorola 
Solutions conducts privacy assessments of its products and services and evaluates if those products 
and services support the principles of processing , such as ensuring data quality. 

Measures for ensuring limited data retention 

Motorola Solutions maintains a data retention policy that provides a retention sche cule outlining storage 
periods for personal data. The schedule is based on business needs an d provides sufficient 
information to identify all records and to implement disposal decisions in line wit t the schedule. The 
policy is periodically reviewed and updated. 

Measures for ensuring accountability 

To ensure compliance with the principle of accountability, Motorola Solutions maintains a Privacy 
Program which generally aligns its cctivities to both the Nymity Privacy Management and Accountability 
Framework and NIST Privacy Framework. The Privacy Program is audited annually by Motorola 
Solutions Audit Services. 

Measures for allowing data portability and ensuring erasure 

When subject to a data subject request to move, copy or transfer their personal data , Motorola 
Solutions will provide personal data to the Controller in a structured , commonl ~ used and machine 
readable format. Where possible and if the Controller requests it, Motorola Solutions can directly 
transmit the personal information to another organization. 
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For transfers to (sub-) processon. 

If, in the course of providing proc ucts and services under the MCA, Motorola Solutions transfers 
information containing personal data to third parties, said third parties will be subjected to a security 
assessment and bound by obligations substantially similar, but at least as stringent, as those included 
in this DPA. 
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LIST OF SUB-PROCESSORS 

1. Microsoft 

2. Amazon 

3. PagerDuty Inc 

4. SalesForce 

5. Twilio 

6. Neustar 

7. Google 

8. VMWare 

9. CrowdStrike 

10. Palo Alto 

11.AT&T 

12. Okta 

13. Cisco 

14. Sophos 

15. Tenable 

16. Corelight 

ANNEX Ill 
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On-site Infrastructure Response 
with Local Dispatch Statement 
of Work 
1.1 Overview 
A Servicer ("Servicer") designated by Motorola Solutions will provide on-site infrastructure response for 
the Customer. The Customer will be responsible for contacting the Servicer to dispatch service 
personnel. 

This Statement of Work ("SOW"), including all of its subsections and attachments, is an integral part of the 
applicable agreement ("Agreement") between Motorola Solutions, Inc. ("Motorola Solutions") and the customer 
("Customer"). 

In order to receive the services as defined within this SOW, the Customer is required to keep the system within a 
standard support period as described in Motorola Solutions' Software Support Policy ("SwSP"). 

On-site Infrastructure Response may also be referred to as On-site Support. 

1.2 Description of Services 
When called by the Customer's dispatch personnel, a Servicer will respond to the Customer's location 
in accordance with Section 1.6: Priority Level Definitions and Response Times. Customer's Response 
Time Classification is designated in the Customer Support Plan ("CSP"). 

1.3 Inclusions 
This service is provided for Motorola Solutions-sold infrastructure. 

1.4 Motorola Solutions Servicer Responsibilities 
• Receive service requests . 

• Assign and dispatch field service technician, and provide their estimated time of arrival ("ETA") 
to the Customer. Servicer will perform the following on-site: 

- Run diagnostics on the infrastructure component. 

- Replace defective infrastructure component, as supplied by the Customer. 

- Provide materials, tools, documentation, physical planning manuals, diagnostic and test 
equipment, and any other material required to perform the maintenance service. 



- If a third-party vendor is needed to restore the system, the vendor can be accompanied onto 
the Customer's premises. 

• Verify with the Customer that restoration is complete or system is functional. If verification by the 
Customer cannot be completed within 20 minutes of restoration , the incident will be closed and 
the field service technician will be released. 

• Provide the service ticket document to the Customer, when requested . Service ticket documents 
should include the following : 

- Resolution actions. 

- Defective infrastructure or part number (model#) serviced. 

1.5 Customer Responsibilities 
• Contact Servicer, as necessary, to request service. 

• Provide the following information when initiating a service request: 

- Assigned system ID number. 

- Problem description and site location. 

- Other pertinent information requested by Motorola Solutions' Servicer to open an incident. 

• Allow Servicer field service technician access to equipment. 

• Supply infrastructure spare or Field Replacement Units ("FRU"), as applicable, in order for 
Servicer to restore the system. 

• Maintain and store software needed to restore the system in an easily accessible location . 

• Maintain and store proper system backups in an easily accessible location. 

• Contact Servicer if a response time goal has elapsed. 

• Respond to Servicer's request to verify restoration within twenty minutes. 

• Cooperate with Motorola Solutions' Servicer and perform reasonable or necessary acts to 
enable Motorola Solutions and Servicer to provide these services. 



1.6 Priority Level Definitions and Response Times 
This section describes the criteria Motorola Solutions uses to prioritize incidents and service requests, 
and lists the response times for those priority levels. 

Table Error! No text of specified style in document.-1: Standard Priority Level Definitions and 
Response Times 

Incident Priority Incident Definition On-site Response Time 

Critical P1 Core: Core server or core link failure. No Response provided 24/7 
redundant server or link available. until service restoration. 
Sites/Subsites: Primary site down. Two RF sites Field service technician 
or more than 10% of RF sites down, whichever is arrival on-site within 4 hours 
greater. of receiving dispatch 
Consoles: More than 40% of a site's console notification. 
positions down. 
Conventional Channels: Conventional Channel 
Gateways (CCGW) down without redundant 
gateways available. 

Security Features: Security is non-functional or 
degraded. 

High P2 Core: Core server or link failures. Redundant Response provided 24/7 
server or link available. until service restoration . 
Consoles: Between 20% and 40% of a site's Field service technician 
console positions down. arrival on-site within 4 hours 
Sites/Subsites: One RF site or up to 10% of RF of receiving dispatch 
sites down, whichever is greater. notification. 
Conventional Channels: Up to 50% of CCGWs 
down. Redundant gateways available. 

Network Elements: Site router, site switch , or 
GPS server down. No redundant networking 
element available. 

Medium P3 Consoles: Up to 20% of a site's console positions Response provided during 
down. normal business hours until 
Conventional Channels: Single channel down. service restoration. 
Redundant gateway available. Field service technician 
Network Elements: Site router/switch or GPS arrival on-site within 8 hours 
server down. Redundant networking element of receiving dispatch 
available. notification. 

Low P4 Service Requests: Minor events and warnings in Not applicable. 
the system . Preventative and planned maintenance 
activities (scheduled work). 



Remote Technical Support 
Statement of Work 
1.1 Overview 
Motorola Solutions' Remote Technical Support service provides telephone consultation for techn ical 
issues that require a high level of ASTRO® 25 network knowledge and troubleshooting capabilities . 
Remote Technical Support is delivered through the Motorola Solutions Centralized Managed Support 
Operations ("CMSO") organization by a staff of technical support specialists skilled in diagnosis and 
swift resolution of infrastructure performance and operational issues. 

Motorola Solutions applies leading industry standards in recording , monitoring , escalating, and 
reporting for technical support calls from its contracted customers to provide the support needed to 
maintain mission-critical systems. 

This Statement of Work ("SOW"), including all of its subsections and attachments, is an integral part of the 
applicable agreement ("Agreement") between Motorola Solutions, Inc. ("Motorola Solutions") and the customer 
("Customer"). 

In order to receive the services as defined within this SOW, the Customer is required to keep the system within a 
standard support period as described in Motorola Solutions' Software Support Policy ("SwSP"). 

1.2 Description of Service 
The CMSO organization's primary goal is Customer Issue Resolution ("CIR"), providing incident 
restoration and service request fulfillment for Motorola Solutions' currently supported infrastructure. 
This team of highly skilled , knowledgeable, and experienced specialists is an integral part of the 
support and technical issue resolution process. The CMSO supports the Customer remotely using a 
variety of tools , including fault diagnostics tools , simulation networks, and fault database search 
engines. 

Calls requiring incidents or service requests will be logged in Motorola Solutions' Customer 
Relationship Management ("CRM") system, and Motorola Solutions will track the progress of each 
incident from initial capture to resolution . This helps ensure that technical issues are prioritized, 
updated, tracked, and escalated as necessary, until resolution. Motorola Solutions will advise and 
inform Customer of incident resolution progress and tasks that require further investigation and 
assistance from the Customer's techn ical resources . 

The CMSO Operations Center classifies and responds to each technical support request in accordance 
with Section 1.8: Priority Level Definitions and Response Times. 

This service requires the Customer to provide a suitably trained technical resource that delivers 
maintenance and support to the Customer's system, and who is familiar with the operation of that 
system. Motorola Solutions provides technical consultants to support the local resource in the timely 
closure of infrastructure, performance, and operational issues. 



1.3 Scope 
The CMSO Service Desk is available via telephone 24 hours per day, 7 days per week, and 365 days 
per year to receive and log requests for technical support. Remote Technical Support service is 
provided in accordance with Section 1.8: Priority Level Definitions and Response Times. 

1.4 Inclusions 
Remote Technical Support service will be delivered for Motorola Solutions-provided infrastructure, 
including integrated third-party products. 

1.5 Motorola Solutions Responsibilities 
• Maintain availability of the Motorola Solutions CMSO Service Desk via telephone (800-MSI­

HELP) 24 hours per day, 7 days per week, and 365 days per year to receive, log , and classify 
Customer requests for support. 

• Respond to incidents and technical service requests in accordance with Section 1.8: Priority 
Level Definitions and Response Times. 

• Provide caller a plan of action outlining additional requirements , activities, or information 
required to achieve restoral/fulfillment. 

• Maintain communication with the Customer in the field as needed until resolution of the incident. 

• Coordinate technical resolutions with agreed upon third-party vendors, as needed. 

• Escalate support issues to additional Motorola Solutions technical resources , as applicable. 

• Determine, in its sole discretion, when an incident requires more than the Remote Technical 
Support services described in this SOW and notify the Customer of an alternative course of 
action. 

1.6 Limitations and Exclusions 
The following activities are outside the scope of the Remote Technical Support service: 

• Emergency on-site visits required to resolve technical issues that cannot be resolved by the 
CMSO working remotely with the Customer's technical resource. 

• Customer training . 

• System installations, upgrades, and expansions. 

• Hardware repair and/or exchange. 

• Network security services. 

• Remote Technical Support for network transport equipment or third-party products not sold by 
Motorola Solutions. 

• Any maintenance and/or remediation required as a result of a virus or unwanted cyber intrusion. 



1. 7 Customer Responsibilities 
• Prior to contract start date, provide Motorola Solutions with pre-defined information necessary to 

complete Customer Support Plan ("CSP"). 

• Submit timely changes in any information supplied in the CSP to the Customer Support 
Manager ("CSM"). 

• Contact the CMSO Service Desk to engage the Remote Technical Support service when 
needed, providing the necessary information for proper entitlement services. This information 
includes, but is not limited to, the name of contact, name of Customer, system ID number, 
site(s) in question, and a brief description of the problem that contains pertinent information for 
initial issue classification. 

• Maintain suitably trained technical resources familiar with the operation of the Customer's 
system to provide field maintenance and technical maintenance services for the system. 

• Supply suitably skilled and trained on-site presence when requested. 

• Validate issue resolution in a timely manner prior to close of the incident. 

• Acknowledge that incidents will be addressed in accordance with Section 1.8: Priority Level 
Definitions and Response Times. 

• Cooperate with Motorola Solutions, and perform all acts that are reasonable or necessary to 
enable Motorola Solutions to provide Remote Technical Support. 

• In the event that Motorola Solutions agrees in writing to provide supplemental Remote Technical 
Support to third-party elements provided by the Customer, the Customer agrees to obtain all 
third-party consents or licenses required to enable Motorola Solutions to provide the service. 

1.8 Priority Level Definitions and Response Times 
This section describes the criteria Motorola Solutions uses to prioritize incidents and service requests, 
~nd lists the response times for those priority levels. 

Table Error! No text of specified style in document.-1: Priority Level Definitions and Response 
Times 

Incident Priority Incident Definition Initial Response Time 

Critical P1 Core: Core server or core link failure. No redundant server 
or link available. 
Sites/Subsites: Primary site down. Two RF sites or more 
than 10% of RF sites down, whichever is greater. 
Consoles: More than 40% of a site's console positions 
down. 
Conventional Channels: Conventional Channel 
Gateways (CCGW) down without redundant gateways 
available. 

Security Features: Security is non-functional or degraded. 

Response provided 24/7 until 
service restoration. 

Technical resource will 
acknowledge incident and 
respond within 1 hour of 
CMSO logging incident. 



Incident Priority Incident Definition Initial Response Time 

High P2 Core: Core server or link failures. Redundant server or link Response provided 24/7 until 
available. service restoration. 
Consoles: Between 20% and 40% of a site's console Techn ical resource will 
positions down. acknowledge incident and 
Sites/Subsites: One RF site or up to 10% of RF sites respond within 4 hours of 
down, whichever is greater. CMSO logging incident. 
Conventional Channels: Up to 50% of CCGWs down. 
Redundant gateways available. 

Network Elements: Site router, site switch , or GPS server 
down. No redundant networking element available. 

Medium P3 Consoles: Up to 20% of a site's console positions down. Response provided during 
Conventional Channels: Single channel down. normal business hours until 
Redundant gateway available. service restoration. 

Network Elements: Site router/switch or GPS server Technical resource will 
down. Redundant networking element available. acknowledge incident and 

respond within 1 Business 
Day of CMSO logging 
incident. 

LowP4 Service Requests: Minor events and warn ings in the Response provided during 
system. Preventative and planned maintenance activities normal business hours. 

(scheduled work) . Motorola Solutions will 
acknowledge and respond 
within 1 Business Day. 



Service 

Onsite response w/ local dispatch 

Tech incal Support 

Year 1 

10/1/24 - 9/30/25 

$ 168,349. 32 

$ 38,418.24 

$ 
$ 

. Johns County Maintenance 
Year 2 Year3 Year4 

10/1/25 - 9/30/26 10/1/26 - 9/30/27 10/1/27 - 9/30/28 
175,083.24 $ 182,086.56 $ 189,369.96 

39,954.96 $ 41,553. 12 $ 43,215.24 

Year S Year 6 
Service Total 

10/1/28 - 9/ 30/29 10/1/29 - 9/30/30 

$ 196,944.72 $ 204,822.48 $ 1,116,656.28 

$ 44,943.84 $ 46,741.56 $ 254,826.96 

16-Year Grand Total : I s 1,371,483.24 I 

INFLATION ADJUSTMENT. For multi-year agreements, at t he end of the first year of Agreement and each year thereafter, a CPI percentage change calculat ion shall be performed using the U.S. 

Department of Labor, Consumer Price Index, all terms, Unadjusted Urban Areas (CPI-U). Should the annual inflation rate increase greater than 3% during t he previous year, Motorola shall have 

the right to increase all fu t ure maintenance prices by the CPI increase amount exceeding 3%. All items, not seasonally adjusted shall be used as the measure of CPI for t his price adjustment. 

Measurement will take place once the annual ave rage for the new year has been posted by the Bureau of Labor Statistics. For purposes of illustration, if in year 5 the CPI reported an increase 

of 8%, Motorola may increase the Year 6 price by 5% (8%-3% base). 



• MOTOROLA SOLUTIONS 

500 W Monroe Street 
Chicago, IL. 60661 
(888) 325-9336 

Qty 

Date:07/26/2024 

Company Name: ST JOHNS BOARD COMMISSIONERS, COUNTY 
OF 

Attn: 

Billing Address: ST JOHN BOARD COMMISSIONERS, COUNTY 
OF 
3657 GAINES RD 

City, State , Zip: SAINT AUGUSTINE, FL, 32084 

Customer Contact: Lee Mathis 

Phone: 

Service Name Service Description 
SVC02SVC0201A ASTRO SUA II UO IMPLEMENTATION SERVICES 

--- SUAII - UO DESIGN 

--- SUAII - UO FIELD 

SVC02SVC0344A RELEASE IMPLEMENTATION TRAINING 

--- SUAII - IMPLEMENT TRAINING 

SVC02SVC0343A RELEASE IMPACT TRAIN ING 

--- SUAII - IMPACT TRAINING 

SVC04SVC0169A SYSTEM UPGRADE AGREEMENT II 

--- SMA 

--- SUAII - MOTO HOW 

--- SUAII - NONMOTO HOW 

SVC04SVC0016C SUS 

--- SECURITY UPDATE SERVICE 

SVC01SVC0140A REMOTE SUS 

--- REMOTE SUS MGT 

SVC02SVC0433A ASTRO SUA II FIELD IMPLEMENTATN SVC 

--- SUAII - FIELD ENG 

--- SUAII - LABOR NONSTD HW 

--- SUAII - PM 

--- SUAII - ST 

Annual Breakdown: 

SERVICE AGREEMENT 

Quote Number 
Contract Number: USC000004406 
Contract Modifier: R02-JUN-24 05:02:38 

Required P.O. : 

PO#: 

Customer# :1011993111 

Bill to Tag#: 

Contract Start Date :01-Oct-2024 

Contract End Date :30-Sep-2030 

Payment Cycle :MONTHLY 

Extended Amt 
$333,057.00 

$98,226.00 

$21,960.00 

$2,824,369.00 

$503,530.00 

$274,326.00 

$383,738.00 

Year 1 (10/1/2024-9/30/2025} - $690,649.00 Subtotal - Recurring Services $369,933.83 $4,439,206.0C 
Year 2 (10/1/2025-9/30/2026} - $709,310.00 

Subtotal - One-Time Event Services $0.00 $0.00 Year 3 (10/1/2026-9/30/2027} - $728,717.00 
Year 4 (10/1/2027-9/30/2028} - $748,905.00 
Year 5 (10/1/2028-9/30/2029} -$769,897.00 Total $4,439,206.0C 
Year 6 (10/1/2029-9/30/2030} - $79 1,728.00 

THIS SERVICE AMOUNT IS SUBJECT TO STATE AND LOCAL TAXING JURISDICTIONS WHERE 
APP LICABLE, TO BE VERIFIED BY MOTOROLA 



• MOTOROLA SOLUTIONS 

500 W Monroe Street 
Chicago, IL. 60661 
(888) 325-9336 

SPECIAL INSTRUCTIONS: 

St. Johns County 6-Year SUA II 

SERVICE AGREEMENT 

Quote Number : 
Contract Number: USC000004406 
Contract Modifier: R02-JUN-24 05:02:38 

I have received Applicable Statements of Work which describe the SeNices and cybersecurity seNices provided on this 
Agreement. Motorola's Terms and Conditions are attached hereto. The terms and conditions of the Cyber Addendum executed 
July 18, 2024 shall apply to the extent cybersecurity products and seNices, including Remote Security Update SeNice, Security 
Update SeNice, and Managed Detection & Response subscription seNices, are purchased by or otherwise provided to Customer, 
including through bundled or integrated offerings or otherwise. By signing below Customer acknowledges these terms and 
conditions govern all SeNices under this SeNice Agreement. 

AUTHORIZED CUSTOMER SIGNATURE TITLE 

CUSTOMER (PRINT NAME) 

MOTOROLA REPRESENTATIVE(SIGNATURE) TITLE 

MOTOROLA REPRESENTATIVE(PRINT NAME) PHONE 

Company Name : 

Contract Number : 

ST JOHNS BOARD COMMISSIONERS, COUNTY OF 

USC000004406 

Contract Modifier : R02-JUN-24 05:02:38 

Contract Start Date : 01-0ct-2024 

Contract End Date : 30-Sep-2030 

DATE 

DATE 



Motorola Solutions Customer Agreement 

This Motorola Solutions Customer Agreement (the "MCA") is entered into between Motorola Solutions, 
Inc., with offices at 500 W. Monroe Street, Suite 4400, Chicago, IL 60661 ("Motorola") and the entity 
set forth in the signature block below ("Customer"). Motorola and Customer will each be referred to 
herein as a "Party" and collectively as the "Parties". This Agreement (as defined below) is effective as 
of the date of the last signature (the "Effective Date"). 

1. Agreement. 

1.1. Scope; Agreement Documents. This MCA governs Customer's purchase of Products (as 
defined below) and Services (as defined below) from Motorola. Additional terms and conditions 
applicable to specific Products and Services are set forth in one or more addenda attached to this MCA 
(each an "Addendum", and collectively the "Addenda"). In addition , the Parties may agree upon 
solution descriptions, equipment lists, statements of work, schedules, technical specifications, and 
other ordering documents setting forth the Products and Services to be purchased by Customer and 
provided by Motorola and additional rights and obligations of the Parties (the "Ordering Documents", 
"Initial Order Form", or "Order Form"). To the extent required by applicable procurement law, a proposal 
submitted by Motorola in response to a competitive procurement process will be included within the 
meaning of the term Ordering Documents. This MCA, the Addenda , and any Ordering Documents 
collectively form the Parties' "Agreement". 

1.2. Order of Precedence. Each Addendum will control with respect to conflicting terms in the MCA, 
but only as applicable to the Products and Services described in such Addendum. Each Ordering 
Document will control with respect to conflicting terms in the MCA or any Addenda , but only as 
applicable to the Products and Services described on such Ordering Document. 

2. Products and Services. 

2.1. Scope of Services. Motorola will provide SUAII services as seen in the attached proposals and 
statement of works, dated [xx July] , 2024, for St. Johns County Communications and Interoperable 
Radio System Departments. The Services will conclude upon the expiration or termination. 

2.1 .a. If Motorola is providing Services for Equipment, Motorola parts or parts of equal quality will be used; the Equipment 
will be serviced at levels set forth in the manufacturer's product manuals; and routine service procedures that are prescribed 
by Motorola will be followed. 

2.1.b. If Customer purchases from Motorola additional equipment that becomes part of the same system as the initial 
Equipment, the additional equipment may be added to this Agreement and will be billed at the applicable rates after the 
warranty for that additional equipment expires. 

2.1.c. All Equipment must be in good working order on the Start Date or when additional equipment is added to the 
Agreement. Upon reasonable request by Motorola, Customer will provide a complete serial and model number list of the 
Equipment. Customer must promptly notify Motorola in writing when any Equipment is lost, damaged, stolen or taken out of 
service. Customer's obligation to pay Service fees for this Equipment will terminate at the end of the month in which Motorola 
receives the written notice. 

2.1.d. Customer must specifically identify any Equipment that is labeled intrinsically safe for use in hazardous environments. 

2.1.e. If Equipment cannot, in Motorola's reasonable opinion , be properly or economically serviced for any reason, Motorola 
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may modify the scope of Services related to that Equ ipment; remove that Equipment from the Agreement; or increase the 
price to Service that Equipment. 

2.1.f. Customer must promptly notify Motorola of any Equipment failure. Motorola will respond to Customer's notification in a 
manner consistent with the level of Service purchased as indicated in this Agreement. 

Excluded Services 

2.1.g. Service excludes the repa ir or replacement of Equipment that has become defective or damaged from use in other than 
the normal, customary, intended, and authorized manner; use not in compliance with applicable industry standards; excessive 
wear and tear; or accident, liquids, power surges, neglect, acts of God or other force majeure events that are not reasonably 
foreseeable and are outside of its reasonable control. 

2.1.h. Unless specifically included in th is Agreement, Service excludes items that are consumed in the normal operation of 
the Equipment, such as batteries or magnetic tapes.; upgrading or reprogramming Equipment; accessories, belt clips, battery 
chargers, custom or special products , modified units, or software; and repair or maintenance of any transmission line, 
antenna, microwave equipment, tower or tower lighting, duplexer, combiner, or multicoupler. Motorola has no obligations for 
any transmission medium, such as telephone lines, computer networks, the internet or the worldwide web, or for Equipment 
malfunction caused by the transmission medium. 

Time and Place of Service 

2.1 .i. Service will be provided at the location specified in th is Agreement. When Motorola performs service at Customers 
location, Customer will provide Motorola, at no charge, a non-hazardous work environment with adequate shelter, heat, light, 
and power and with full and free access to the Equipment. Waivers of liability from Motorola or its subcontractors will not be 
imposed as a site access requirement. Customer will provide all information pertaining to the hardware and software elements 
of any system with which the Equipment is interfacing so that Motorola may perform its Services. Unless otherwise stated in this 
Agreement, the hours of Service will be 8:30 a.m. to 4:30 p.m., local time, excluding weekends and holidays. Unless otherwise 
stated in this Agreement, the price for the Services exclude any charges or expenses associated with helicopter or other 
unusual access requirements; if these charges or expenses are reasonably incurred by Motorola in rendering the Services, 
Customer agrees to reimburse Motorola for those charges and expenses. 

2.1 .1 Non-Preclusion. If, in connection with the Products and Services provided under this 
Agreement, Motorola makes recommendations , including a recommendation to purchase other 
products or services, nothing in this Agreement precludes Motorola from participating in a future 
competitive bidding process or otherwise offering or selling the recommended products or other 
services to Customer. Customer represents that this paragraph does not violate its procurement 
standards or other laws, regulations, or policies. 

8 """°"°"-A SOI..VTIONS 

Page 5-2 



2.1.2 Customer Obligations. Customer will ensure that information Customer provides to 
Motorola in connection with receipt of Products and Services are accurate and complete in all 
material respects . Customer will make timely decisions and obtain any required management 
approvals that are reasonably necessary for Motorola to provide the Products and Services and 
perform its other duties under this Agreement. Unless the applicable Ordering Document states 
otherwise, Motorola may rely upon and is not required to evaluate, confirm , reject, modify, or 
provide advice concerning any assumptions or Customer information, decisions, or approvals 
described in th is Section . If any assumptions in the Ordering Documents or information provided by 
Customer prove to be incorrect, or if Customer fa ils to perform any of its obligations under this 
Agreement, Motorola's ability to perform its obligations may be impacted and changes to the 
Agreement, including the scope, Fees, and performance schedule may be required. 

2.1.3 Documentation. Products and Services may be delivered with documentation for the 
Equipment, software Products, or data that specifies technical and performance features , 
capabil ities, users, or operation , including training manuals, and other deliverables, such as reports , 
specifications, designs, plans, drawings, analytics, or other information (collectively, 
"Documentation"). Documentation is and will be owned by Motorola, unless otherwise expressly 
agreed in an Addendum or Ordering Document that certain Documentation will be owned by 
Customer. Motorola hereby grants Customer a limited, royalty-free, worldwide, non-exclusive 
license to use the Documentation solely for its internal business purposes in connection with the 
Products and Services. 

2.2 Motorola Tools and Equipment. As part of delivering the Products and Services, Motorola may 
provide certain tools , equipment, models, and other materials of its own. Such tools and equipment will 
remain the sole property of Motorola unless they are to be purchased by Customer as Products and are 
explicitly listed on an Ordering Document. The tools and equipment may be held by Customer for 
Motorola's use without charge and may be removed from Customer's premises by Motorola at any time 
without restriction. Customer will safeguard all tools and equipment while in Customer's custody or 
control , and be liable for any loss or damage. Upon the expiration or earlier termination of this 
Agreement, Customer, at its expense, will return to Motorola all tools and equipment in its possession 
or control. 

2.3 Authorized Users. Customer will ensure its employees and Authorized Users comply with the 
terms of this Agreement and will be liable for all acts and omissions of its employees and Authorized 
Users. Customer is responsible for the secure management of Authorized Users' names, passwords 
and login credentials for access to Products and Services. "Authorized Users" are Customer's 
employees, full-time contractors engaged for the purpose of supporting the Products and Services that 
are not competitors of Motorola , and the entities (if any) specified in an Ordering Document or 
otherwise approved by Motorola in writing (email from an authorized Motorola signatory accepted), 
which may include affiliates or other Customer agencies. 

2.4 Export Control. Customer, its employees, and any other Authorized Users will not access or use 
the Products and Services in any jurisdiction in which the provision of such Products and Services is 
prohibited under applicable laws or regulations (a "Prohibited Jurisdiction"), and Customer will not 
provide access to the Products and Services to any government, entity, or individual located in a 
Prohibited Jurisdiction. Customer represents and warrants that (a) it and its Authorized Users are not 
named on any U.S. government list of persons prohibited from receiving U.S. exports, or transacting 
with any U.S. person ; (b) it and its Authorized Users are not a national of, or a company registered in , 
any Prohibited Jurisdiction; (c) Customer will not permit its Authorized Users to access or use the 
Products or Services in violation of any U.S. or other applicable export embargoes, prohibitions or 
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restrictions; and (d) Customer and its Authorized Users will comply with all appli able laws regarding 
the transmission of technical data exported from the U.S. and the country in which Customer, its 
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employees, and the Authorized Users are located. 

2.5 Change Orders. Unless a different change control process is agreed upon in writing by the 
Parties, a Party may request changes to an Addendum or an Ordering Document by submitting a 
change order to the other Party (each, a "Change Order"). If a requested change in a Change Order 
causes an increase or decrease in the Products or Services, the Parties by means of the Change Order 
will make appropriate adjustments to the Fees, project schedule, or other matters. Change Orders are 
effective and binding on the Parties only upon execution of the Change Order by an authorized 
representative of both Parties. 

3 Term and Termination. 

3.1 Term. The term of this MCA ("Term") will commence on the Effective Date and continue until 
six (6) years, unless the MCA is earlier terminated as set forth herein. The applicable Addendum or 
Ordering Document will set forth the term for the Products and Services governed thereby. 

3.2 Termination. Either Party may terminate the Agreement or the applicable Addendum or 
Ordering Document if the other Party breaches a material obligation under the Agreement and does not 
cure such breach within thirty (30) days after receipt of notice of the breach or fails to produce a cure 
plan within such period of time. Each Addendum and Ordering Document may be separately terminable 
as set forth therein , however, termination of this Agreement shall constitute termination of all 
Addendums and Ordering Documents, unless otherwise set forth within the Notice of Termination . 

3.2.1 Termination for Non-Appropriation. Customer may terminate this Agreement, with thirty 
(30) days written notice due to the lack of lawfully appropriated funds in any given Fiscal Year. The 
termination shall take effect on the last day of the fiscal year for which the appropriation was made 
without penalty or expense to the Customer. 

3.2.3 SUA upgrade payment requirement. SUA annualized price is based on the fulfillment of the system 
release upgrade in each eligible System Upgrade window. If the Customer terminates, except if Motorola is 
the defaulting party, the Customer will be required to pay for the balance of payments owed in that eligible 
System Upgrade window if a system release upgrade has been taken prior to the point of termination. 

3.3 Suspension of Services. Motorola may terminate or suspend any Products or Services under an 
Ordering Document if Motorola determines: (a) the related Product license has expired or has 
terminated for any reason ; (b) the applicable Product is being used on a hardware platform, operating 
system, or version not approved by Motorola; (c) Customer fails to make any payments when due; or 
(d) Customer fails to comply with any of its other obligations or otherwise delays Motorola's ability to 
perform. 

3.4 Effect of Termination or Expiration. Upon termination for any reason or expiration of this 
Agreement, an Addendum, or an Ordering Document, Customer and the Authorized Users will return or 
destroy (at Motorola's option) all Motorola Materials and Motorola's Confidential Information in their 
possession or control and , as applicable, provide proof of such destruction, except that Equipment 
purchased by Customer should not be returned. If Customer has any outstanding payment obligations 
under this Agreement, Motorola may accelerate and declare all such obligations of Customer 
immediately due and payable by Customer. Notwithstanding the reason for termination or expiration, 
Customer must pay Motorola for Products and Services already delivered. Customer has a duty to 
mitigate any damages under this Agreement, including in the event of default by Motorola and 
Customer's termination of this Agreement. 
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4 Payment and Invoicing. 

4.1 Fees. Customer shall compensate Motorola Solutions in accordance with the mutually agreed to 
Order Form entered into between the County and Motorola Solutions. The Initial Order Form reflects an 
Order Total for Year 1 of six hundred ninety thousand fifty dollars, ($690,650), ), which shall be paid upon 
Contract Execution. 

4.1 .1 Customer affirms they have signatory authority to execute this contract. The contract price is 
$4,439,206.00. Customer will make all reasonable efforts to provide funds needed by Motorola 
Solutions to perform under this Agreement and as funds are appropriated by their governing board. 
Customer makes no express commitment to provide such funds in any given Customer Fiscal Year. 
Moreover, it is expressly noted that Motorola Solutions cannot demand that Customer provide any such 
funds in any given Customer Fiscal Year. 

4.1.2 The Fees for Years 2 through 6, are as provided below, as funds are appropriated for the 
Services pursuant to this Agreement. 

Year SUAII Services 

2 $709,310 

3 $728,717 

4 $748,905 

5 $769,897 

6 $791 ,728 

4.1.3 It is strictly understood that Motorola Solutions is not entitled to the above-referenced amount of 
compensation . Rather, Motorola Solutions compensation shall be based upon Motorola Solutions 
providing the Services, in accordance with this Agreement. 

4.2 Taxes. Motorola Solutions shall pay and be solely responsible for any and all taxes, levies, 
duties and assessments of every nature which may be applicable to any services performed under this 
Agreement, including , without limitation, any tax that Motorola Solutions is required to deduct or 
withhold from any amount payable under this Agreement and shall make all payroll deductions and 
withholdings required by law. Motorola Solutions herein indemnifies and holds Customer harmless from 
any liability on account of any and all such taxes, levies, duties, and assessments. The indemnity 
provision of this Section 4.2 shall survive the expiration or earlier termination of this Agreement. 
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Motorola Solutions shall not use Customer's tax-exempt status unless specifically authorized in writing. 

4.2.1 Foreign Entity Tax Withholding. Amounts due to certain foreign persons or entities may be 
subject to backup withholding taxes under federal law. If Motorola Solutions is a foreign person or entity 
that is required to complete Internal Revenue Service ("IRS") Form W-8ECI, Motorola Solutions shall 
provide Customer a copy of current Form W-8ECI prior to issuance of any invoice or payment under 
this Agreement. If Motorola Solutions fails to timely provide a completed, current Form W-8ECI, 
Customer will withhold all backup withholding taxes from the amounts due to Motorola Solutions, remit 
such sums to the IRS, and pay Motorola Solutions only the remainder. Customer makes no 
representation regarding the tax treatment of amounts due to Motorola Solutions, and Motorola 
Solutions releases and holds the Customer harmless from any claims or damages in any way relating 
to or arising from any tax withholding by Customer pursuant to this section. 

4,3 Invoicing. Motorola will invoice Customer for Year 1 upon Contract Execution and Years 2-5 shall be 
invoiced annually within fifteen (15) days of the anniversary date of the Agreement. Customer will pay all 
invoices within forty-five (45) days of the invoice date. Late payments will be subject to interest charges at the 
maximum rate permitted by law, commencing upon the due date. Motorola may invoice electronically via email , 
and Customer agrees to receive invoices via email at the email address set forth in an Ordering Document. 
Customer acknowledges and agrees that a purchase order or other notice to proceed is not required for 
payment for Products or Services. The Customer will pay all invoices as received from Motorola. At the time of 
execution of this Agreement, the Customer will provide all necessary reference information to include on invoices for 
payment in accordance with this Agreement. 

4.3.1. INVOICING AND SHIPPING ADDRESSES. Invoices will be sent to the Customer at the following address: 
Name:_St. Johns County Fire Rescue ______________________ _ 
Address:3657 Gaines Rd, St. Augustine, FL 32084 __________________ _ 
Phone:904-209-1789 ___ _ _ ______ ____ _____________ _ 

E-INVOICE. To receive invoices via email: 
Customer Account Number:_ 1011993111 ________ ____________ _ 
Customer Accounts Payable Email:_aland@sjcfl.us _________________ _ 
Customer CC(optional) Email : ________________________ _ 

Customer may change this information by giving written notice to Motorola. You can contact your Account Manager, Eric 
Lazo, at (239) - 776 - 8143 or by email at Eric.Lazo@motorolasolutions.com. 

5 Sites; Customer-Provided Equipment; Non-Motorola Content. 

5.1 Access to Sites. Customer will be responsible for providing all necessary permits, licenses, and 
other approvals necessary for the installation and use of the Products and the performance of the 
Services at each applicable Site, including for Motorola to perform its obligation hereunder, and for 
facilitating Motorola's access to the Sites. No waivers of liability will be imposed on Motorola or its 
subcontractors by Customer or others at Customer facilities or other Sites, but if and to the extent any 
such waivers are imposed, the Parties agree such waivers are void . 

5.2 Site Conditions. Customer will ensure that (a) all Sites are safe and secure, (b) Site conditions 
meet all applicable industry and legal standards (including standards promulgated by OSHA or other 
governmental or regulatory bodies), (c) to the extent applicable, Sites have adequate physical space, 
air conditioning , and other environmental conditions, electrical power outlets, distribution, equipment, 

• M~ SO!..UTIONS 

Page 5-7 



connections, and telephone or other communication lines (including modem access and interfacing 
networking capabilities) , and (d) Sites are suitable for the installation, use, and maintenance of the 
Products and Services. This Agreement is predicated upon normal soil conditions as defined by the 
version of E.I.A. standard RS-222 in effect on the Effective Date. 

5.3 Site Issues. Motorola will have the right at any time to inspect the Sites and advise Customer of 
any deficiencies or non-conformities with the requirements of this Section 5 - Sites; Customer­
Provided Equipment; Non-Motorola Content. If Motorola or Customer identifies any deficiencies or 
non-conformities, Customer will promptly remediate such issues or the Parties will select a replacement 
Site. If a Party determines that a Site identified in an Ordering Document is not a ceptable or desired, 
the Parties will cooperate to investigate the conditions and select a replacement Site or otherwise 
adjust the installation plans and specifications as necessary. A change in Site or adjustment to the 
installation plans and specifications may cause a change in the Fees or performance schedule under 
the applicable Ordering Document. 

5.4 Customer-Provided Equipment. Certain components, including equipment and software, not 
provided by Motorola may be required for use of the Products and Services ("Customer-Provided 
Equipment"). Customer will be responsible, at its sole cost and expense, for providing and maintaining 
the Customer-Provided Equipment in good working order. Customer represents and warrants that it has 
all rights in Customer-Provided Equipment to permit Motorola to access and use the applicable 
Customer-Provided Equipment to provide the Products and Services under this Agreement, and such 
access and use will not violate any laws or infringe any third-party rights (including intellectual property 
rights). Customer (and not Motorola) will be fully liable for Customer-Provided Equipment, and 
Customer will immediately notify Motorola of any Customer-Provided Equipment damage, loss, change, 
or theft that may impact Motorola's ability to provide the Products and Services under this Agreement, 
and Customer acknowledges that any such events may cause a change in the Fees or performance 
schedule under the applicable Ordering Document. 
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5.5 Non-Motorola Content. In certain instances, Customer may be permitted to access, use, or 
integrate Customer or third-party software, services, hardware, content, and data that is not provided by 
Motorola (collectively, "Non-Motorola Content") with or through the Products and Services. If 
Customer accesses, uses, or integrates any Non-Motorola Content with the Products or Services , 
Customer will first obtain all necessary rights and licenses to permit Customer's and its Authorized 
Users' use of the Non-Motorola Content in connection with the Products and Services. Customer will 
also obtain the necessary rights for Motorola to use such Non-Motorola Content in connection with 
providing the Products and Services, including the right for Motorola to access, store, and process such 
Non-Motorola Content (e.g ., in connection with Subscription Software) , and to otherwise enable 
interoperation with the Products and Services. Customer represents and warrants that it will obtain the 
foregoing rights and licenses prior to accessing , using, or integrating the applicable Non-Motorola 
Content with the Products and Services, and that Customer and its Authorized Users will comply with 
any terms and conditions applicable to such Non-Motorola Content. If any Non-Motorola Content 
require access to Customer Data (as defined below) , Customer hereby authorizes Motorola to allow the 
provider of such Non-Motorola Content to access Customer Data, in connection with the interoperation 
of such Non-Motorola Content with the Products and Services. Customer acknowledges and agrees 
that Motorola is not responsible for, and makes no representations or warranties with respect to , the 
Non-Motorola Content (including any disclosure, modification, or deletion of Customer Data resulting 
from use of Non-Motorola Content or failure to properly interoperate with the Prod cts and Services). If 
Customer receives notice that any Non-Motorola Content must be removed , modified , or disabled 
with in the Products or Services, Customer will promptly do so. Motorola will have the right to disable or 
remove Non-Motorola Content if Motorola believes a violation of law, third-party rights, or Motorola's 
policies is likely to occur, or if such Non-Motorola Content poses or may pose a security or other risk or 
adverse impact to the Products or Services, Motorola, Motorola's systems, or any third party (including 
other Motorola customers). Motorola may provide certain Non-Motorola Content as an authorized sales 
representative of a third party as set out in an Ordering Document. As an authorized sales 
representative , the third party's terms and conditions, as set forth in the Ordering Document, will apply 
to any such sales. Any orders for such Non-Motorola Content will be filled by the third party. Nothing in 
this Section will limit the exclusions set forth in Section 7.2 - Intellectual Property Infringement. 

5.6 End User Licenses. Notwithstanding any provision to the contrary in the Agreement, certain 
Non-Motorola Content software are governed by a separate license, EULA, or other agreement, 
including terms governing third-party equipment or software, such as open source software, included in 
the Products and Services. Customer will comply, and ensure its Authorized Users comply, with any 
such additional terms applicable to third-party equipment or software. !f provided for in the separate 
third party license, Customer may have a right to receive source code for such software; a copy of such 
source code may be obtained free of charge by contacting Motorola. 

6 Representations and Warranties. 

6.1 Mutual Representations and Warranties. Each Party represents and warrants to the other Party 
that (a) it has the right to enter into the Agreement and perform its obligations hereunder, and (b) the 
Agreement will be binding on such Party. 

6.2 Motorola Warranties. Subject to the disclaimers and exclusions below, Motorola represents and 
warrants that (a) Services will be provided in a good and workmanlike manner and will conform in all 
material respects to the descriptions in the applicable Ordering Document; and (b) for a period of ninety 
(90) days commencing upon the Service Completion Date for one-time Services, the Services will be 
free of material defects in materials and workmanship. Other than as set forth in subsection (a) above, 
recurring Services are not warranted but rather will be subject to the requirements of the applicable 
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Addendum or Ordering Document. Motorola provides other express warranties for Motorola­
manufactured Equipment, Motorola-owned software Products, and certain Services. Such express 
warranties are included in the applicable Addendum or Ordering Document. Such representations and 
warranties will apply only to the applicable Product or Service that is the subject of such Addendum or 
Ordering Document. 

6.3 Warranty Claims; Remedies. To assert a warranty claim , Customer must notify Motorola in 
writing of the claim prior to the expiration of any warranty period set forth in this MCA or the applicable 
Addendum or Ordering Document. Unless a different remedy is otherwise expressly set forth for a 
particular warranty under an Addendum, upon receipt of such claim , Motorola will investigate the claim 
and use commercially reasonable efforts to repair or replace any confirmed materially non-conforming 
Product or re-perform any non-conforming Service, at its option. Such remedies are Customer's sole 
and exclusive remedies for Motorola's breach of a warranty. Motorola's warranties are extended by 
Motorola to Customer only, and are not assignable or transferrable. 

6.4 Pass-Through Warranties. Notwithstanding any provision of this Agreement to the contrary, 
Motorola will have no liability for third-party software or hardware provided by Motorola; provided, 
however, that to the extent offered by third-party providers of software or hardware and to the extent 
permitted by law, Motorola will pass through express warranties provided by such third parties. 

6.5 WARRANTY DISCLAIMER. EXCEPT FOR THE EXPRESS AND PASS THROUGH 
WARRANTIES IN THIS AGREEMENT, PRODUCTS AND SERVICES PURCHASED HEREUNDER 
ARE PROVIDED "AS IS" AND WITH ALL FAUL TS. WARRANTIES SET FORTH IN THE 
AGREEMENT ARE THE COMPLETE WARRANTIES FOR THE PRODUCTS AND SERVICES AND 
MOTOROLA DISCLAIMS ALL OTHER WARRANTIES OR CONDITIONS, EXPRESS OR IMPLIED, 
INCLUDING IMPLIED WARRANTIES OF MERCHANTABI LITY, FITNESS FOR A PARTICULAR 
PURPOSE, TITLE, AND QUALITY. MOTOROLA DOES NOT REPRESENT OR WARRANT THAT USE 
OF THE PRODUCTS AND SERVICES WILL BE UNINTERRUPTED, ERROR-FREE, OR FREE OF 
SECURITY VULNERABILITIES, OR THAT THEY WILL MEET CUSTOM R'S PARTICULAR 
REQUIREMENTS. 

7 Indemnification. 

7.3 General Indemnity. Motorola will defend, indemnify, and hold harmless Customer, its officers, 
and employees from and against any and all damages, losses, liabilities, and expenses, including but 
not limited to reasonable attorneys' fees , arising from any thi rd party actual claim , demand, action , or 
proceeding ("Claim") for personal injury, death, or direct damage to tangible property to the extent 
caused by Motorola's gross negligence, recklessness , or intentionally wrongful conduct of Motorola 
Solutions or other persons employed or utilized by Motorola Solutions in the performance of services 
under this Agreement; except to the extent the Claim arises from Customer's negligence or willful 
misconduct. Motorola's duties under this Section 7.1 - General Indemnity are conditioned upon: (a) 
Customer promptly notifying Motorola in writing of the Claim; (b) Motorola having sole control of the 
defense of the suit and all negotiations for its settlement or compromise; and ( c) Customer cooperating 
with Motorola and , if requested by Motorola , providing reasonable assistance in the defense of the 
Claim. 

7.3.1 To the extent permitted by applicable law, Motorola Solutions further agrees that "damages, 
losses, and costs", includes fines, citations, court judgments, insurance claims, restoration 
costs, or other liability, to the extent caused by the gross negligence, recklessness, or 
intentionally wrongful conduct of Motorola Solutions and person employed or utilized by 
Motorola Solutions in the performance of Services under this Agreement. 
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7.3.2 To the extent permitted by applicable law, for purposes of indemnity, the " ersons employed or 
utilized by Motorola Solutions" shall be construed to include, but not be limited to , Motorola 
Solutions, its staff, employees, subcontractors, all deliverers, suppliers, furnishers of materials 
or services or anyone acting for, on behalf of, or at the request of Motorola Solutions. 

7.4 Intellectual Property Infringement. Motorola will defend Customer against any third-party claim 
alleging that a Motorola-developed or manufactured Product or Service (the "Infringing Product") 
directly infringes a United States patent or copyright ("Infringement Claim"), and Motorola will pay all 
damages finally awarded against Customer by a court of competent jurisdiction for an Infringement 
Claim, or agreed to in writing by Motorola in settlement of an Infringement Claim. Motorola's duties 
under this Section 7.2 - Intellectual Property Infringement are conditioned upon: (a) Customer 
promptly notifying Motorola in writing of the Infringement Claim; (b) Motorola having sole control of the 
defense of the suit and all negotiations for its settlement or compromise; and (c) Customer cooperating 
with Motorola and , if requested by Motorola, providing reasonable assistance in the defense of the 
Infringement Claim. 

7.4.1 If an Infringement Claim occurs, or in Motorola's opinion is likely to occur, Motorola may 
at its option and expense: (a) procure for Customer the right to continue using the Infringing 
Product; (b) replace or modify the Infringing Product so that it becomes non-infringing; or (c) grant 
Customer (i) a pro-rated refund of any amounts pre-paid for the Infringing Product (if the Infringing 
Product is a software Product, i.e., Licensed Software or Subscription Software) or (ii) a credit for 
the Infringing Product, less a reasonable charge for depreciation (if the Infringing Product is 
Equipment, including Equipment with embedded software). 

7.4.2 In addition to the other damages disclaimed under this Agreement, Motorola will have no 
duty to defend or indemnify Customer for any Infringement Claim that arises fr m or is based upon: 
(a) Customer Data, Customer-Provided Equipment, Non-Motorola Content, or third-party 
equipment, hardware, software, data , or other third-party materials; (b) the combination of the 
Product or Service with any products or materials not provided by Motorola; (c) a Product or Service 
designed, modified , or manufactured in accordance with Customer's designs, specifications, 
guidelines or instructions; (d) a modification of the Product or Service by a party other than 
Motorola; (e) use of the Product or Service in a manner for which the Product or Service was not 
designed or that is inconsistent with the terms of this Agreement; or (f) the failure by Customer to 
use or install an update to the Product or Service that is intended to correct the claimed 
infringement. In no event will Motorola's liability resulting from an Infringement Claim extend in any 
way to any payments due on a royalty basis, other than a reasonable royalty based upon revenue 
derived by Motorola from Customer from sales or license of the Infringing Product. 

7.4.3 This Section 7.2 - Intellectual Property Infringement provides Customer's sole and 
exclusive remedies and Motorola's entire liability in the event of an Infringement Claim. For clarity, 
the rights and remedies provided in this Section are subject to , and limited by, the restrictions set 
forth in Section 8 - Limitation of Liability below. 

7.5 Customer Indemnity. Customer will defend, indemnify, and hold Motorola and its 
subcontractors, subsidiaries and other affiliates harmless from and against any and all damages, 
losses, liabilities, and expenses (including reasonable fees and expenses of attorneys) arising from any 
actual or threatened third-party claim , demand, action , or proceeding arising from or related to (a) 
Customer-Provided Equipment, Customer Data, or Non-Motorola Content, including any claim, 
demand, action , or proceeding alleging that any such equipment, data , or materials (or the integration 
or use thereof with the Products and Services) infringes or misappropriates a third-party intellectual 
property or other right, violates applicable law, or breaches the Agreement; (b) Customer-Provided 
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Equipment's failure to meet the minimum requirements set forth in the applicable Documentation or 
match the applicable specifications provided to Motorola by Customer in connection with the Products 
or Services; (c) Customer's (or its service providers, agents, employees, or Authorized User's) 
negligence or willful misconduct; and (d) Customer's or its Authorized User's breach of this Agreement. 
This indemnity will not apply to the extent any such claim is caused by Motorola's use of Customer­
Provided Equipment, Customer Data, or Non-Motorola Content in violation of the Agreement. Motorola 
will give Customer prompt, written notice of any claim subject to the foregoing indemnity. Motorola will , 
at its own expense, cooperate with Customer in its defense or settlement of the claim. 

8 Limitation of Liability. 

8.1 DISCLAIMER OF CONSEQUENTIAL DAMAGES. EXCEPT FOR PERSONAL INJURY OR 
DEATH , MOTOROLA, ITS AFFILIATES, AND ITS AND THEIR RESPECTIVE OFFICERS, 
DIRECTORS, EMPLOYEES, SUBCONTRACTORS, AGENTS, SUCCESSORS, AND ASSIGNS 
(COLLECTIVELY, THE "MOTOROLA PARTIES") WILL NOT BE LIABLE IN CONNECTION WITH 
THIS AGREEMENT (WHETHER UNDER MOTOROLA'S INDEMNITY OBLIGATIONS, A CAUSE OF 
ACTION FOR BREACH OF CONTRACT, UNDER TORT THEORY, OR OTHERWISE) FOR ANY 
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, PUNITIVE, OR CONSEQUENTIAL DAMAGES OR 
DAMAGES FOR LOST PROFITS OR REVENUES, EVEN IF MOTOROLA HAS BEEN ADVISED BY 
CUSTOMER OR ANY THIRD PARTY OF THE POSSIBILITY OF SUCH DAMAGES OR LOSSES AND 
WHETHER OR NOT SUCH DAMAGES OR LOSSES ARE FORESEEABLE. 

8.2 DIRECT DAMAGES. EXCEPT FOR PERSONAL INJURY OR DEATH, THE TOTAL 
AGGREGATE LIABILITY OF THE MOTOROLA PARTIES, WHETHER BASED ON A CLAIM IN 
CONTRACT OR IN TORT, LAW OR EQUITY, RELATING TO OR ARISING OUT OF THE 
AGREEMENT WILL NOT EXCEED THE FEES SET FORTH IN THE ORDERING DOCUMENT 
UNDER WHICH THE CLAIM AROSE. NOTWITHSTANDING THE FOREGOING, FOR ANY 
SUBSCRIPTION SOFTWARE OR FOR ANY RECURRING SERVICES, THE MOTOROLA PARTIES' 
TOTAL LIABILITY FOR ALL CLAIMS RELATED TO SUCH PRODUCT OR RECURRING SERVICES 
IN THE AGGREGATE WILL NOT EXCEED THE TOTAL FEES PAID FOR SUCH SUBSCRIPTION 
SOFTWARE OR RECURRING SERVICE, AS APPLICABLE, DURING THE CONSECUTIVE TWELVE 
(12) MONTH PERIOD IMMEDIATELY PRECEDING THE EVENT FROM WHICH THE FIRST CLAIM 
AROSE. 

8.3 ADDITIONAL EXCLUSIONS. NOTWITHSTANDING ANY OTHER PROVISION OF THIS 
AGREEMENT, MOTOROLA WILL HAVE NO LIABILITY FOR DAMAGES ARISING OUT OF (A) 
CUSTOMER DATA, INCLUDING ITS TRANSMISSION TO MOTOROLA, OR ANY OTHER DATA 
AVAILABLE THROUGH THE PRODUCTS OR SERVICES; (B) CUSTOMER-PROVIDED EQUIPMENT, 
NON-MOTOROLA CONTENT, THE SITES, OR THIRD-PARTY EQUIPMENT, HARDWARE, 
SOFTWARE, DATA, OR OTHER THIRD-PARTY MATERIALS, OR THE COMBINATION OF 
PRODUCTS AND SERVICES WITH ANY OF THE FOREGOING; (C) LOSS OF DATA OR HACKING, 
RANSOMWARE, OR OTHER THIRD-PARTY ATTACKS OR DEMANDS; (D) MODIFICATION OF 
PRODUCTS OR SERVICES BY ANY PERSON OTHER THAN MOTOROLA; (E) 
RECOMMENDATIONS PROVIDED IN CONNECTION WITH OR BY THE PRODUCTS AND 
SERVICES; (F) DATA RECOVERY SERVICES OR DATABASE MODIFICATIONS; OR (G) 
CUSTOMER'S OR ANY AUTHORIZED USER'S BREACH OF THIS AGREEMENT OR MISUSE OF 
THE PRODUCTS AND SERVICES. 
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8.4 Voluntary Remedies. Motorola is not obligated to remedy, repair, replace, or refund the 
purchase price for the disclaimed issues in Section 8.3 - Additional Exclusions above, but if 
Motorola agrees to provide Services to help resolve such issues, Customer will reimburse Motorola for 
its reasonable time and expenses, including by paying Motorola any Fees set forth in an Ordering 
Document for such Services, if applicable. 

8.5 Statute of Limitations. Customer may not bring any claims against a Motorola Party in 
connection with this Agreement or the Products and Services more than one (1) year after the date of 
accrual of the cause of action . 

9 Confidentiality. 

9.3 Confidential Information. "Confidential Information" means any and all non-public information 
provided by one Party ("Discloser") to the other ("Recipient") that is disclosed under this Agreement in 
oral, written, graphic, machine recognizable, or sample form, being clearly designated, labeled or 
marked as confidential or its equivalent or that a reasonable businessperson would consider non-public 
and confidential by its nature. With respect to Motorola, Confidential Information will also include 
Products and Services , and Documentation , as well as any other information relating to the Products 
and Services. The nature and existence of this Agreement are considered Confidential Information of 
the Parties. In order to be considered Confidential Information, information that is disclosed orally must 
be identified as confidential at the time of disclosure and confirmed by Discloser by submitting a written 
document to Recipient within thirty (30) days after such disclosure. The written document must contain 
a summary of the Confidential Information disclosed with enough specificity for identification purpose 
and must be labeled or marked as confidential or its equivalent. 

9.4 Obligations of Confidentiality. During the Term and for a period of three (3) years from the 
expiration or termination of this Agreement, Recipient will (a) not disclose Confidential Information to 
any third party, except as expressly permitted in this Section 9 - Confidentiality; (b) restrict disclosure 
of Confidential Information to only those employees (including , employees of any wholly owned 
subsidiary, a parent company, any other wholly owned subsidiaries of the same parent company) , 
agents or consultants who must access the Confidential Information for the purpose of, and who are 
bound by confidentiality terms substantially similar to those in , this Agreement; (c) not copy, reproduce, 
reverse engineer, de-compile or disassemble any Confidential Information; (d) use the same degree of 
care as for its own information of like importance, but at least use reasonable care, in safeguarding 
against disclosure of Confidential Information; (e) promptly notify Discloser upon discovery of any 
unauthorized use or disclosure of the Confidential Information and take reasonable steps to regain 
possession of the Confidential Information and prevent further unauthorized actions or other breach of 
this Agreement; and (f) only use the Confidential Information as needed to fulfill its obligations and 
secure its rights under this Agreement. 

9.5 Exceptions. Recipient is not obligated to maintain as confidential any information that Recipient 
can demonstrate by documentation (a) is publicly available at the time of disclosure or becomes 
available to the public without breach of this Agreement; (b) is lawfully obtained from a third party 
without a duty of confidentia lity to Discloser; (c) is otherwise lawfully known to Recipient prior to such 
disclosure without a duty of confidentiality to Discloser; or (d) is independently de eloped by Recipient 
without the use of, or reference to , any of Discloser's Confidential Information or any breach of this 
Agreement. Additionally, Recipient may disclose Confidential Information to the extent required by law, 
including a judicial or legislative order or proceeding . 

9.6 Ownership of Confidential Information. All Confidential Information is and will remain the 
property of Discloser and will not be copied or reproduced without the express written permission of 
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Discloser (including as permitted herein). Within ten (10) days of receipt of Discloser's written request, 
Recipient will return or destroy all Confidential Information to Discloser along with all copies and 
portions thereof, or certify in writing that all such Confidential Information has been destroyed. 
However, Recipient may retain (a) one (1) archival copy of the Confidential Information for use only in 
case of a dispute concerning this Agreement and (b) Confidential Information that has been 
automatically stored in accordance with Recipient's standard backup or recordkeeping procedures, 
provided , however that Recipient will remain subject to the obligations of this Agreement with respect to 
any Confidential Information retained subject to clauses (a) or (b). No license, express or implied , in the 
Confidential Information is granted to the Recipient other than to use the Confidential Information in the 
manner and to the extent authorized by this Agreement. Discloser represents and warrants that it is 
authorized to disclose any Confidential Information it discloses pursuant to this Agreement. 

10 Proprietary Rights; Data; Feedback. 

10.3 Data Definitions. The following terms will have the stated meanings: "Customer Contact Data" 
means data Motorola collects from Customer, its Authorized Users, and their end users for business 
contact purposes, including marketing , advertising , licensing and sales purposes; "Service Use Data" 
means data generated by Customer's use of the Products and Services or by Motorola's support of the 
Products and Services, including personal information, product performance and error information, 
activity logs and date and time of use; "Customer Data" means data, information, and content, 
including images, text, videos, documents, audio, telemetry, location and structured data base records , 
provided by, through , or on behalf of Customer, its Authorized Users, and their end users through the 
use of the Products and Services. Customer Data does not include Customer Contact Data, Service 
Use Data, or information from publicly available sources or other Third-Party Data or Motorola Data; 
"Third-Party Data" means information obtained by Motorola from publicly available sources or its third 
party content providers and made available to Customer through the Products or Services; "Motorola 
Data" means data owned or licensed by Motorola ; "Feedback" means comments or information, in oral 
or written form, given to Motorola by Customer or Authorized Users, including their end users, in 
connection with or relating to the Products or Services; and "Process" or "Processing" means any 
operation or set of operations which is performed on personal information or on sets of personal 
information, whether or not by automated means, such as collection, recording , copying , analyzing , 
caching, organization , structuring , storage, adaptation , or alteration , retrieval , consultation , use, 
disclosure by transmission, dissemination or otherwise making available, alignment or combination, 
restriction , erasure or destruction. 

10.4 Motorola Materials. Customer acknowledges that Motorola may use or provide Customer with 
access to software, tools, data, and other materials, including designs, utilities, models, methodologies, 
systems, and specifications, which Motorola has developed or licensed from third parties (including any 
corrections, bug fixes , enhancements, updates, modifications, adaptations, translations, de­
compilations, disassemblies, or derivative works of the foregoing , whether made by Motorola or another 
party) (collectively, "Motorola Materials"). The Products and Services, Motorola Data , Third-Party 
Data , and Documentation , are considered Motorola Materials. Except when Motorola has expressly 
transferred title or other interest to Customer by way of an Addendum or Ordering Document, the 
Motorola Materials are the property of Motorola or its licensors, and Motorola or i s licensors retain all 
right, title and interest in and to the Motorola Materials (including , all rights in patents, copyrights, 
trademarks, trade names, trade secrets, know-how, other intellectual property and proprietary rights, 
and all associated goodwill and moral rights). For clarity, this Agreement does not grant to Customer 
any shared development rights in or to any Motorola Materials or other intellectual property, and 
Customer agrees to execute any documents and take any other actions reasonably requested by 
Motorola to effectuate the foregoing. Motorola and its licensors reserve all rights not expressly granted 
to Customer, and no rights , other than those expressly granted herein, are granted to Customer by 
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implication, estoppel or otherwise. Customer will not modify, disassemble, reverse engineer, derive 
source code or create derivative works from, merge with other software, distribute, sublicense, sell , or 
export the Products and Services or other Motorola Materials, or permit any third party to do so. 

10.5 Ownership of Customer Data. Customer retains all right, title and interest, including intellectual 
property rights, if any, in and to Customer Data. Motorola acquires no rights to Customer Data except 
those rights granted under this Agreement including the right to Process and use the Customer Data as 
set forth in Section 10.4 - Processing Customer Data below and in other applicable Addenda. The 
Parties agree that with regard to the Processing of personal information which may be part of Customer 
Data , Customer is the controller and Motorola is the processor, and may engage sub-processors 
pursuant to Section 10.4.3 - Sub-processors. 

10.6 Processing Customer Data. 

10.6.1 Motorola Use of Customer Data. To the extent permitted by law, Customer grants Motorola and 
its subcontractors a right to use Customer Data and a royalty-free, worldwide, non-exclusive license to 
use Customer Data (including to process, host, cache, store, reproduce, copy, modify, combine, 
analyze, create derivative works from such Customer Data and to communicate, transmit, and 
distribute such Customer Data to third parties engaged by Motorola) to (a) p rform Services and 
provide Products under the Agreement, (b) analyze the Customer Data to operate, maintain , manage, 
and improve Motorola Products and Services, and (c) create new products and services. Customer 
agrees that this Agreement, along with the Documentation, are Customer's complete and final 
documented instructions to Motorola for the processing of Customer Data. Any additional or alternate 
instructions must be agreed to according to the Change Order process. Customer represents and 
warrants to Motorola that Customer's instructions, including appointment of Motorola as a processor or 
sub-processor, have been authorized by the relevant controller. 

10.6.2 Collection, Creation, Use of Customer Data. Customer further represents and warrants that the 
Customer Data, Customer's collection, creation , and use of the Customer Data (including in connection 
with Motorola's Products and Services), and Motorola's use of such Customer Data in accordance with 
the Agreement, will comply with all laws and will not violate any applicable privacy notices or infringe 
any third-party rights (including intellectual property and privacy rights). It is Customer's responsibility to 
obtain all required consents, provided all necessary notices, and meet any other applicable legal 
requirements with respect to collection and use (including Motorola's use) of the Customer Data as 
described in the Agreement. 

10.6.3 Sub-processors. Customer agrees that Motorola may engage sub-processors who in turn may 
engage additional sub-processors to Process personal data in accordance with this Agreement. When 
engaging sub-processors, Motorola will enter into agreements with the sub-processors to bind them to 
data processing obligations to the extent required by law. 

10.7 Data Retention and Deletion. Except as expressly provided otherwise under the Agreement, 
Motorola will delete all Customer Data following termination or expiration of this MCA or the applicable 
Addendum or Ordering Document, with such deletion to occur no later than ninety (90) days following 
the applicable date of termination or expiration, unless otherwise required to comply with applicable 
law. Any requests for the exportation or download of Customer Data must be made by Customer to 
Motorola in writing before expiration or termination , subject to Section 13.9 - Notices. Motorola will 
have no obligation to retain such Customer Data beyond expiration or termination unless the Customer 
has purchased extended storage from Motorola through a mutually executed Ordering Document. 
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10.8 Service Use Data. Customer understands and agrees that Motorola may collect and use 
Service Use Data for its own purposes, including the uses described below. Motorola may use Service 
Use Data to (a) operate, maintain, manage, and improve existing and create new products and 
services, (b) test products and services, (c) to aggregate Service Use Data and combine it with that of 
other users, and (d) to use anonymized or aggregated data for marketing , research or other business 
purposes. Service Use Data may be disclosed to third parties. It is Customer's responsibility to notify 
Authorized Users of Motorola's collection and use of Service Use Data and to obtain any required 
consents, provide all necessary notices, and meet any other applicable legal requirements with respect 
to such collection and use, and Customer represents and warrants to Motorola that it has complied and 
will continue to comply with this Section . 

10.9 Third-Party Data and Motorola Data . Motorola Data and Third-Party Data may be available to 
Customer through the Products and Services. Customer and its Authorized Users may use Motorola 
Data and Third-Party Data as permitted by Motorola and the applicable Third-Party Data provider, as 
described in the applicable Addendum. Unless expressly permitted in the applicable Addendum, 
Customer will not, and will ensure its Authorized Users will not: (a) use the Motorola Data or Third-Party 
Data for any purpose other than Customer's internal business purposes; (b) disclose the data to third 
parties; (c) "white label" such data or otherwise misrepresent its source or ownership, or resell , 
distribute, sublicense, or commercially exploit the data in any manner; (d) use such data in violation of 
applicable laws; (e) remove, obscure, alter, or falsify any marks or proprietary rights notices indicating 
the source, origin , or ownership of the data; or (f) modify such data or combine it with Customer Data or 
other data or use the data to build databases. Additional restrictions may be set forth in the applicable 
Addendum. Any rights granted to Customer or Authorized Users with respect to Motorola Data or Third­
Party Data will immediately terminate upon termination or expiration of the applicable Addendum, 
Ordering Document, or this MCA. Further, Motorola or the applicable Third-Party Data provider may 
suspend , change, or terminate Customer's or any Authorized User's access to Motorola Data or Third­
Party Data if Motorola or such Third-Party Data provider believes Customer's or the Authorized User's 
use of the data violates the Agreement, applicable law or Motorola's agreement with the applicable 
Third-Party Data provider. Upon termination of Customer's rights to use any Motorola Data or Third­
Party Data, Customer and all Authorized Users will immediately discontinue use of such data, delete all 
copies of such data , and certify such deletion to Motorola. Notwithstanding any provision of the 
Agreement to the contrary, Motorola will have no liability for Third-Party Data or Motorola Data available 
through the Products and Services. Motorola and its Third-Party Data providers reserve all rights in and 
to Motorola Data and Third-Party Data not expressly granted in an Addendum or Ordering Document. 

10.10 Feedback. Any Feedback provided by Customer is entirely voluntary, and will not create any 
confidentiality obligation for Motorola , even if designated as confidential by Customer. Motorola may 
use, reproduce, license, and otherwise distribute and exploit the Feedback without any obligation or 
payment to Customer or Authorized Users and Customer represents and warrants that it has obtained 
all necessary rights and consents to grant Motorola the foregoing rights. 

10.11 Improvements: Products and Services. The Parties agree that, notwithstanding any provision of 
this MCA or the Agreement to the contrary, all fixes , modifications and improvements to the Services or 
Products conceived of or made by or on behalf of Motorola that are based either in whole or in part on 
the Feedback, Customer Data, or Service Use Data (or otherwise) are the exclusive property of 
Motorola and all right, title and interest in and to such fixes , modifications or improvements will vest 
solely in Motorola. Customer agrees to execute any written documents necessary to assign any 
intellectual property or other rights it may have in such fixes , modifications or improvements to 
Motorola. 

11 Force Majeure; Delays Caused by Customer. 

• ~ SOI.UTION5 

Page 5-16 



11.3 Force Majeure. Neither Party will be responsible for nonperformance or delayed performance 
due to events that are not reasonably foreseeable and are outside of its reasonable control. If 
performance will be significantly delayed, the affected Party will provide notice to the other Party, and 
the Parties will agree (in writing) upon a reasonable extension to any applicable performance schedule. 

11.4 Delays Caused by Customer. Motorola's performance of the Products and Services will be 
excused for delays caused by Customer or its Authorized Users or subcontractors, or by failure of any 
assumptions set forth in this Agreement (including in any Addendum or Ordering Document). In the 
event of a delay under this Section 11.2 - Delays Caused by Customer, (a) Customer will continue to 
pay the Fees as required hereunder, (b) the Parties will agree (in writing) upon a reasonable extension 
to any applicable performance schedule, and (c) Customer will compensate Motorola for its out-of­
pocket costs incurred due to the delay (including those incurred by Motorola's affiliates, vendors, and 
subcontractors). 

12 Disputes. The Parties will use the following procedure to resolve any disputes relating to or 
arising out of this Agreement (each , a "Dispute"): 

12.1.1 If any dispute between the County and Motorola arises under this Contract and such dispute 
cannot be resolved by good faith negotiation at the field level between the Authorized Representatives 
of each Party, such dispute shall be 
promptly escalated to Consultant's and County's Senior Representatives, upon the request of either 
Party, who shall meet as soon as conveniently possible, but in no case later than fourteen (14) 
calendar days after such a request is made, to attempt to resolve such dispute or disagreement. Five 
(5) calendar days prior to any meetings between the Senior Representatives, the Parties will exchange 
relevant information that will assist the Parties in resolving the dispute or disagreement. 
12.1.2 If after meeting , the Senior Representatives determine that the dispute or disagreement cannot 
be resolved on terms satisfactory to both Parties, the Motorola shall submit a Contract claim as 
provided herein. 
12.1.3 Claims arising from this Contract shall be filed with the Purchasing Director. Prior to filing a 
contract claim , Motorola shall first exhaust all remedies set forth in the Contract Documents. The 
Contract Claim must be submitted to the Purchasing Director within five (5) business days of 
exhausting the all remedies set forth above. Pending final resolution of a dispute or claim, unless 
otherwise agreed in writing , the Motorola is required to proceed with performance of the Services and 
maintain effective progress in the performance of the Services as set forth in this Contract. The 
contract claim shall include, at a minimum, the following : 
12.1 .1.1 The name and address of the Motorola and any legal counsel ; and 
12.1.1.2 The address to which the Purchasing Director should send their final decision; and 
12.1 .1.3 Identification of the final adverse decision or document that is the subject of the contract cla im; 
and 
12.1.1.4 Identification of the administrative remedies provided for in the contract that were pursued 
prior to the claim and the outcome; and 
12.1.1 .5 A statement of the grounds for each issue to be reviewed and the applicable provisions of the 
Contract, as well as any applicable Laws, or other legal authorities which the Contract deems 
applicable to the claim ; and 
12.1.1.6 A statement of the grounds for each issue raised in the contract claim ; and 
12.1.1 . 7 A copy of the final adverse decision or document that is the subject of the claim and any 
exhibits, evidence or documents which the Motorola deems applicable to the issues raised in the claim. 
12.1.4 During the Purchasing Director's review of the contract claim , the Purchasing Director may 
request additional information from either Party. The Parties are to provide the Purchasing Director with 
the requested information within the time period set forth in the request. Failure of either Party to timely 
comply may result in resolution of the claim without consideration of the requested information. 
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12.1.5 The Purchasing Director shall render a decision on the Contract Claim within twenty-one (21) 
calendar days of receipt of all requested information. The written decision of the Purchasing Director 
shall be sent to the Motorola to the notice address listed herein or by such other means as agreed to 
by the Parties. 
12.1.6 The decision for any Contract Claim by the Purchasing Director may be appealed by the 
Motorola to the County Administrator. Motorola must submit their appeal to the County Administrator, 
including any and all information, documentation, backup data , or other supplemental facts or figures 
within five (5) business days of receipt of the Purchasing Director's decision. Failure of the Motorola to 
submit an appeal within the prescribed timeframe shall be a waiver of a right to appeal the rendered 
decision. The appeal shall include any and all information, documentation and data relative to the 
Contract Claim and subsequent appeal. The County Administrator shall render a decision within thirty 
(30) calendar days of receipt of all information. The County Administrator's decision shall be 
considered final , but shall not prohibit nor restrict the Consultant's ability to legal action in circuit court. 

12.3 Governing Law. All matters relating to or arising out of the Agreement are governed by the laws 
of the State of Florida , unless Customer is the United States Government (or an agency thereof) , in 
which case all matters relating to or arising out of the Agreement will be governed by the laws of the 
State in which the Products and Services are provided. The terms of the U.N. Convention on Contracts 
for the International Sale of Goods and the Uniform Computer Information Transactions Act will not 
apply. 

12.4 Negotiation. Either Party may initiate dispute resolution procedures by sending a notice of 
Dispute ("Notice of Dispute") to the other Party. The Parties will attempt to resolve the Dispute 
promptly through good faith negotiations, including timely escalation of the Dispute to executives who 
have authority to settle the Dispute (and who are at a higher level of management than the persons 
with direct responsibility for the matter). All communication relating to the Dispute resolution will be 
maintained in strict confidence by the Parties. Notwithstanding the foregoing , any Dispute arising from 
or relating to Motorola's intellectual property rights will not be subject to negotiation in accordance with 
this Section , but instead will be decided by a court of competent jurisdiction, in accordance with 
Section 12.3- Litigation, Venue, Jurisdiction below. 

12.5 Litigation, Venue, Jurisdiction. If the Dispute has not been resolved within sixty (60) days from 
the Notice of Dispute, either Party may submit the Dispute exclusively to a court in St. Johns County, 
FL. Each Party expressly consents to the exclusive jurisdiction of such courts for resolution of any 
Dispute. 

13 General. 

13.3 Compliance with Laws. Each Party will comply with applicable laws in connection with the 
performance of its obligations under this Agreement, including that Customer will ensure its and its 
Authorized Users' use of the Products and Services complies with law (including privacy laws) , and 
Customer will obtain any FCC and other licenses or authorizations (including licenses or authorizations 
required by foreign regulatory bodies) required for its and its Authorized Users' use of the Products and 
Services. Motorola may, at its discretion, cease providing or otherwise modify Products and Services 
(or any terms related thereto in an Addendum or Ordering Document) , in order to comply with any 
changes in applicable law. 
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13.4 Audit; Monitoring. Motorola will have the right to monitor and audit use of the Products, which 
may also include access by Motorola to Customer Data and Service Use Data. Customer will provide 
notice of such monitoring to its Authorized Users and obtain any required consents, including individual 
end users, and will cooperate with Motorola in any monitoring or audit. Customer will maintain during 
the Term, and for two (2) years thereafter, accurate records relating to any software licenses granted 
under this Agreement to verify compliance with this Agreement. Motorola or a third party ("Auditor") 
may inspect Customer's and , as applicable, Authorized Users' premises, books, and records. Motorola 
will pay expenses and costs of the Auditor, unless Customer is found to be in violation of the terms of 
the Agreement, in which case Customer will be responsible for such expenses and costs. 

13.5 Assignment and Subcontracting. Neither Party may assign or otherwise transfer this Agreement 
without the prior written consent of the other Party, which will not be unreasonably withheld. Subject to 
the foregoing , this Agreement will be binding upon the Parties and their respective successors and 
assigns. 

13.6 Waiver. A delay or omission by either Party to exercise any right under this Agreement will not 
be construed to be a waiver of such right. A waiver by either Party of any of the obligations to be 
performed by the other, or any breach thereof, will not be construed to be a waiver of any succeeding 
breach or of any other obligation. All waivers must be in writing and signed by the Party wa iving its 
rights. 

13.7 Severability. If any provision of the Agreement is found by a court of competent jurisdiction to be 
invalid , illegal, or otherwise unenforceable, such provision will be deemed to be modified to reflect as 
nearly as possible the original intentions of the Parties in accordance with applicable law. The 
remaining provisions of this Agreement will not be affected , and each such provision will be valid and 
enforceable to the full extent permitted by applicable law. 

13.8 Independent Contractors. Each Party will perform its duties under this Agreement as an 
independent contractor. The Parties and their personnel will not be considered to be employees or 
agents of the other Party. Nothing in this Agreement will be interpreted as granting either Party the right 
or authority to make commitments of any kind for the other. This Agreement will not constitute, create, 
or be interpreted as a joint venture, partnership, or formal business organization of any kind. 

13.9 Third-Party Beneficiaries. The Agreement is entered into solely between, and may be enforced 
only by, the Parties. Each Party intends that the Agreement will not benefit, or create any right or cause 
of action in or on behalf of, any entity other than the Parties. Notwithstanding the foregoing , a licensor 
or supplier of third-party software included in the software Products will be a direct and intended third­
party beneficiary of this Agreement. 

13.10 Interpretation. The section headings in this Agreement are included only or convenience The 
words "including" and "include" will be deemed to be followed by the phrase "without limitation". This 
Agreement will be fairly interpreted in accordance with its terms and conditions and not for or against 
either Party. 

13.11 Notices. Any and all notices, requests, consents approvals , demands, determinations, 
instructions, and other forms of written communication ("Notices") under this Agreement shall be validly 
given when delivered as follows: 

1. Hand delivered to Consultant's Authorized Representative or hand delivered during normal 
business hours and addressed as shown below; or 
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2. Delivered by U.S. Mail , electronic mail or commercial express carrier, (postage prepaid , delivery 
receipt requested) , to the following addresses: 

St. Johns County 
500 San Sebastian View 
St. Augustine, FL 32084 
Attn : Leigh Daniels 
Email Address: ldaniels@sjcfl.us 

With a copy to: 
St. Johns County 
Office of the County Attorney 500 San 
Sebastian View 
St. Augustine, FL 32084 
Email Address: BCCAttorney@sjcfl.us 

Motorola Solutions 
500 West Monroe Street 
Chicago, IL 60661 
Attn: Rodrigo Olzazbal 
Email Address: 
rodriqo.olazabal1@motorolasolutions.com 

3. Notices shall be deemed to have been given on the date of delivery to the location listed above 
without regard to actual receipt by the named addressee. County and Motorola Solutions may 
each change the above address at any time upon prior written notice to the other party. 

13.12 Cumulative Remedies. Except as specifically stated in this Agreement, all remedies provided 
for in this Agreement will be cumulative and in addition to , and not in lieu of, any other remedies 
available to either Party at law, in equity, by contract, or otherwise. Except as specifically stated in this 
Agreement, the election by a Party of any remedy provided for in this Agreement or otherwise available 
to such Party will not preclude such Party from pursuing any other remedies available to such Party at 
law, in equity, by contract, or otherwise. 

13.13 Insurance Requirements. Motorola Solutions shall not commence work under this Contract until 
it has obtained all insurance required under this section . All insurance policies shall be issued by 
companies authorized to do business under the laws of the State of Florida . Motorola Solutions shall 
furnish proof of Insurance to the County prior to the commencement of operations. The Certificate(s) 
shall clearly indicate Motorola Solutions has obtained insurance of the type, amount, and classification 
as required by contract and that it will provide written notice within thirty (30) days of cancellation of the 
insurance. Compliance with the foregoing requirements shall not rel ieve Motorola Solutions of its 
liability and obligations under this Contract. 

Certificate Holder Address: St. Johns County, a political subdivision of the State of Florida 
500 San Sebastian View 
St. Augustine, FL 32084 

13.13.1 Motorola Solutions shall maintain during the life of this Agreement, Comprehensive 
General Liability Insurance with limits of $1 ,000,000 per occurrence, $2,000,000 aggregate to protect 
Motorola Solutions from claims for damages for bodily injury, including wrongful death, as well as from 
claims of property damages which may arise from any operations under this Agreement, whether such 
operations be by Motorola Solutions or by anyone directly employed by or contracting with Motorola 
Solutions. 

13.13.2 Motorola Solutions shall maintain during the life of this Contract, Technology Errors & 
Omissions/Professional Liability with limits of $3,000,000 per claim and aggregate. The Technology 
Errors & Omissions/Professional Liability Insurance shall cover Motorola Solutions and third parties, at 
a minimum, the following: Liability for Technology Products/Services, Data Breach, Media Content, 
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Privacy Liability, and Network Security. Coverage retro date shall be prior to commencement of job. 

13.13.3 Motorola Solutions shall maintain during the life of this Contract Errors and Omissions / 
Cyber Liability & Data Storage Insurance with limits of $3,000,000 per claim , $3,000,000 aggregate. 
The Cyber Liability Insurance shall cover, at a minimum, the following : Data Loss and System Damage 
Liability; Security Liability; Privacy Liability; and Privacy/Security Breach Response Coverage, including 
Notification Expenses. The Cyber Liability Insurance may be included as part of the Professional 
Liability Insurance required above. 

13.13.4 Motorola Solutions shall maintain during the life of this Contract, adequate Workers' 
Compensation Insurance in at least such amounts as is required by the law for all of its employees per 
Florida Statute 440.02. 

13.14 Public Records. 

A) The cost of reproduction , access to , disclosure, non-disclosure, or exemption of records, data, 
documents, and/or materials, associated with this Agreement shall be subject to the applicable 
provisions of the Florida Public Records Law (Chapter 119, Florida Statutes), and other 
applicable State and Federal provisions. Access to such public records , may not be blocked, 
thwarted , and/or hindered by placing the public records in the possession of a third party, or an 
unaffiliated party. 

B) In accordance with Florida law, to the extent that Motorola Solutions performance under this 
Agreement constitutes an act on behalf of the County, Motorola Solutions shall comply with all 
requirements of Florida's public records law. Specifically, if Motorola S lutions is expressly 
authorized, and acts on behalf of the County under this Agreement, Motorola Solutions shall: 

1) Keep and maintain public records that ordinarily and necessarily would be required by the 
County in order to perform the services described herein ; 

2) Upon request from the County's custodian of public records , provide the County with a copy 
of the requested records or allow the records to be inspected or copied with a reasonable 
time at a cost that does not exceed the cost as provided in Chapter 119, Florida States, or as 
otherwise provided by applicable law; 

3) Ensure that public records related to this Agreement that are exemp or confidential and 
exempt from public disclosure requirements are not disclosed except as authorized by 
applicable law for the duration of this Agreement and the following completion of this 
Agreement if Motorola Solutions does not transfer the records to the County; and 

4) Meet all requirements for retaining public records, and transfer at Motorola Solutions sole 
cost and expense, all public records in the possession of Motorola Solutions upon termination 
of this Agreement. Motorola Solutions shall destroy any duplicate records that are exempt or 
confidential and exempt from public disclosure requirements in accordance with applicable 
State and Federal provisions. Any public records stored electronically must be provided to 
the County in a format that is compatible with information technology systems maintained by 
the County. 

C) If Motorola Solutions transfers all public records to the County upon completion of this 
Agreement, Motorola Solutions shall destroy any duplicate public records that are exempt or 
confidential and exempt from public records disclosure requirements. If Motorola Solutions 
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keeps and maintains public records upon completion of this Agreement, Motorola Solutions 
shall meet all applicable requirements for retaining public records. All records stored 
electronically must be provided to the County, upon request from the County's custodian of 
public records , in a format that is compatible with the County's information technology systems. 

D) Failure by the Motorola Solutions to comply with the requirements of this section shall be 
grounds for immediate, unilateral termination of this Agreement by the County. 

IF MOTOROLA SOLUTIONS HAS QUESTIONS REGARDING THE 
APPLICATION OF CHAPTER 119, FLORIDA STATUTES, TO ITS DUTY TO 
PROVIDE PUBLIC RECORDS RELATING TO THIS AGREEMENT, 
CONTACT THE CUSTODIAN OF PUBLIC RECORDS AT: 500 San 
Sebastian View St. Augustine, FL 32084 (904) 209-0805; 
publicrecords@sjcfl.us. 

E) Failure by Motorola Solutions to grant such public access shall be grounds for immediate, 
unilateral termination of this Agreement by the County. Motorola Solutions shall promptly 
provide the County notice of any request to inspect or copy public records related to this 
Agreement in Motorola Solutions possession and shall promptly provide the County a copy of 
Motorola Solutions response to each such request. 

13.15 Motorola warrants that neither it nor any Subcontractor is currently on the convicted vendor list or the 
discriminatory vendor list maintained pursuant to Sections 287.133 and 287.134 of the Florida Statutes, 
or on any similar list maintained by any other state or the federal government. Contractor shall 
immediately notify the County in writing if its ability to perform is compromised in any manner during 
the term of the Contract. 

13.16 Section 287.135 of the Florida Statutes prohibits agencies from contracting with companies for goods or 
services that are on the Scrutinized Companies that Boycott Israel List, or with companies that are engaged 
in a boycott of Israel, and from contracting with companies for goods or services of $1 ,000,000 or more that 
are on the Scrutinized Companies with Activities in Sudan List or the Scrutinized Companies with Activities in 
the Iran Petroleum Energy Sector List, or are engaged in business operations in Cuba or Syria. The lists are 
created pursuant to §215.473 and §215.4725, F.S. By execution of this Contract, Contractor certifies that it is 
not listed on the Scrutinized Companies that Boycott Israel List, the Scrutinized Companies with Activities in 
Sudan List or the Scrutinized Companies with Activities in the Iran Petroleum Energy Sector List, and is not 
engaged in a boycott of Israel or engaged in business operations in Cuba or Syria, and understands that 
pursuant to §287.135, F.S. , the submission of a false certification may subject Contractor to civil penalties, 
attorney's fees, and/or costs. In accordance with §287.135, F.S. , the County may terminate this Contract if a 
false certification has been made, or the Contractor is subsequently placed on any of these lists, or engages 
in a boycott of Israel or is engaged in business operations in Cuba or Syria. Notwithstanding the above, 
Motorola does have business operations in Sudan and Syria in the form of support for various United 
Nations missions. This support is only provided after approval from the US Government in the form of an 
export license from the US Department of Commerce. 

13.17 Survival. The following provisions will survive the expiration or termination of this Agreement for 
any reason : Section 2.4 - Customer Obligations; Section 3.4 - Effect of Termination or 
Expiration; Section 4 - Payment and Invoicing; Section 6.5 - Warranty Disclaimer; Section 7.3 -
Customer Indemnity; Section 8 - Limitation of Liability; Section 9 - Confidentiality; Section 10 -
Proprietary Rights; Data; Feedback; Section 11 - Force Majeure; Delays Caused by Customer; 
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Section 12 - Disputes; and Section 13 - General. 

13.18 Amendments & Modifications. This Agreement shall not be modified, amended, changed or 
supplemented , nor may any obligations hereunder be waived or extensions of time for performance 
granted, except by written instrument signed by authorized representatives of both Parties. No waiver 
of any default or breach of any obligation or provision herein contained shall be deemed a waiver of any 
preceding or succeeding default or breach thereof or of any other agreement or provision herein 
contained. No extension of time for performance of any obligations or acts shall be deemed an 
extension of time for performance of any other obligations or acts. 

13.19 Entire Agreement. This Agreement, including all Addenda and Ordering Documents, constitutes 
the entire agreement of the Parties regarding the subject matter hereto, and supersedes all previous 
agreements, proposals, and understandings, whether written or oral, relating to this subject matter. This 
Agreement may be executed in multiple counterparts, and will have the same legal force and effect as if 
the Parties had executed it as a sing le document. The Parties may sign in writing or by electronic 
signature. An electronic signature, facsimi le copy, or computer image of a signature, will be treated, 
and will have the same effect as an original signature, and will have the same effect, as an original 
signed copy of this document. This Agreement may be amended or modified only by a written 
instrument signed by authorized representatives of both Parties. The preprinted terms and conditions 
found on any Customer purchase order, acknowledgment, or other form will not be considered an 
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amendment or modification or part of this Agreement, even if a representative of each Party signs such 
document. 

The Parties hereby enter into this MCA as of the Effective Date. 

Motorola: Motorola Solutions, Inc. Customer: __________ _ 

By: ___________ _ By: ___________ _ 

Name: Name: ------------- -------------

Title: ____________ _ Title: _____________ _ 

Date: ____________ _ Date: ____________ _ 

Cyber Addendum 

Motorola Solutions Inc. ("Motorola") and the customer named in the Agreement to which this Cyber 
Addendum (the "Addendum") is attached ("Customer") hereby agree as follows: 
Section 6Section 1. APPLICABILITY 
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1.1 This Addendum sets out terms applicable to Customer's purchase of cyber security services 
that are in addition to , and that may in some respects amend or supersede, terms in the Agreement 
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pertaining to (i) Remote Security Update Service, Security Update Service, and Managed Detection 
& Response subscription services, among other subscription services ("Subscription Services"),(ii) 
professional services ("Professional Services"), and/or (iii) retainer services (i.e. , professional 
services when expressly purchased as a block of pre-paid hours for use, subject to expiration , 
within a specified period across certain offered service categories ("Retainer Services") (all 
collectively herein , "Services"). 

Section ?Section 2. ADDITIONAL DEFINITIONS AND INTERPRETATION 

2.1. "Customer Contact Data" has the meaning given to it in the DPA. 

2.2 "Customer Data" has the meaning given to it in the DPA. 

2.3 "Data Processing Addendum" or "DPA" means the Motorola Data Processing Addendum I 
applicable to processing of Customer Data for US customers, as updated, supplemented, or 
superseded from time to time. The DPA is attached to this Addendum and is incorporated into and 
made a part of this Addendum and the Agreement for all purposes pertaining to the contents of the 
DPA. Where terms or provisions in this Addendum or the Agreement conflict with terms or 
provisions of the DPA, the terms or provisions of the DPA will control with respect to the contents of 
the DPA 

2.4 "Feedback" means comments or information, in oral or written form, given to Motorola by 
Customer or Authorized Users, including their end users, in connection with or relating to the 
Services. Any Feedback provided by Customer is entirely voluntary. Motorola may use, reproduce, 
license, and otherwise distribute and exploit the Feedback without any obligation or payment to 
Customer or Authorized Users. Customer represents and warrants that it has obtained all 
necessary rights and consents to grant Motorola the foregoing rights. 

2.5 "Motorola Data" has the meaning given to it in the DPA. 

2.6 "Process" or "Processing" has the meaning given to it in the DPA. 

2.7 "Service Use Data has the meaning given to it in the DPA. 

2.8 "Statement(s) of Work" or "SOW(s)" as used in this Addendum means a statement of work, 
ordering document, accepted proposal , or other agreed upon engagement document issued under 
or subject to this Addendum. Mutually agreed upon SOWs may be attached hereto as Exhibit(s) , 
and/or are respectively incorporated by reference, each of which will be governed by the terms and 
conditions of this Addendum. Statements of Work may set out certain "Deliverables ," which include 
all written information (such as reports , specifications, designs, plans, drawings, or other technical 
or business information) that Motorola prepares for Customer in the performance of the Services 
and is obligated to provide to Customer under a SOW and this Addendum. The Deliverables, if any, 
are more fully described in the Statements of Work. 

2.9 "Third-Party Data" has the meaning given to it in the DPA. 

Section 8Section 3. LICENSE, DAT A AND SERVICE CONDITIONS 

3.1 Delivery of Cyber Services 

3.1. 1 All Professional Services will be performed in accordance with the performance 
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schedule included in a SOW. Delivery of hours purchased as Retainer Services is at the onset of 
the applicable retainer period. Hours purchased as Retainer Services expire and are forfeited if not 
used within the Retainer period , subject to terms of use, expiration and extension , if any, as set out 
in the applicable SOW or ordering document. Professional Services described in a SOW will be 
deemed complete upon Motorola's performance of such Services or, if applicable, upon 
exhaustion or expiration of the Retainer Services hours, whichever occurs first. 

3.1.2 Subscription Services. Delivery of Subscription Services will occur upon Customer's 
receipt of credentials required for access to the Subscription Services or upon otorola otherwise 
providing access to the Subscription Services platform. 

3.1.3 To the extent Customer purchases equipment from Motorola ("Supplied 
Equipment"), title and risk of loss to the Supplied Equipment will pass to Customer upon 
installation (if applicable) or shipment by Motorola . Customer will take all necessary actions, 
reimburse freight or delivery charges, provide or obtain access and other rights needed and take 
other requested actions necessary for Motorola to efficiently perform its contractual duties. To the 
extent Supplied Equipment is purchased on an installment basis, any early termination of the 
installment period will cause the outstanding balance to become immediately due. 

3.2 Motorola may use or provide Customer with access to software, tools , enhancements, 
updates, data , derivative works, and other materials which Motorola has developed or licensed from 
third parties (collectively, "Motorola Materials"). The Services, Motorola Data , Third-Party Data, 
and related documentation , are considered Motorola Materials. Notwithstanding the use of such 
materials in Services or Deliverables, the Motorola Materials are the property of Motorola or its 
licensors, and Motorola or its licensors retain all right, title and interest in and to the Deliverables 
and the Motorola Materials. Motorola grants Customer and Authorized Users a limited, non­
transferable, non-sublicensable, and non-exclusive license to use the Services and associated 
Deliverables solely for Customer's internal business purposes. 

3.2.1 Motorola may use, engage, resell , or otherwise interface with third-party software, 
hardware or services providers (such as, for example, third-party end point detection and response 
providers) and other sub-processors, who in turn may engage additional sub-pro essors to process 
personal data and other Customer Data. Customer agrees that such third-party software or services 
providers, sub-processors or their respective sub-processors may process and use personal and 
other Customer Data in accordance with and subject to their own respective licenses or terms and in 
accordance with applicable law. Customer authorizes and will provide and obtain all required 
notices and consents, if any, and comply with other applicable legal requirements , if any, with 
respect to such collection and use of personal data and other Customer Data b Motorola , and its 
subcontractors, sub-processors and/or third-party software, hardware or services providers. 

3.2.2 In addition to terms set forth in this Addendum, certain components of the 
Subscription Services and the Motorola Materials may be governed by one or more third-party End 
User License Agreements ("EULA") , which include terms governing third-party software licensed to 
Motorola ("Licensed Software"), such as open source software, included in the Subscription 
Services and/or the Motorola Materials. Customer will comply, and ensure its Authorized Users 
comply, with such additional license agreements. EULAs for the Licensed Software are linked 
through the proposal to which this Addendum is attached. 

3.3 To the extent Customer is permitted to access, use, or integrate Customer or third-party 
software, services, content, or data that is not provided by Motorola (collective y, "Non-Motorola 
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Content") with or through the Services, or will use equipment or software not provided by Motorola, 
which may be required for use of the Services ("Customer-Provided Equipment"), Customer will 
obtain and continuously maintain all rights and licenses necessary for Motorola to efficiently perform 
all contemplated Services under this Addendum and will assume responsibility for operation and 
integration of such content and equipment. 

3.4 Ownership of Customer Data. Customer retains all right, title and interest, including 
intellectual property rights , if any, in and to Customer Data. Motorola acquires no rights to 
Customer Data except those rights granted under this Addendum including the right to Process and 
use the Customer Data as set forth in the DPA. The Parties agree that with regard to the Processing 
of personal information that may be part of Customer Data , Customer is the controller and Motorola 
is the processor, and Motorola may engage sub-processors pursuant to the provisions of the DPA. 

3.5 Motorola Use of Customer Data. Notwithstanding any provision to the contrary in this 
Addendum or any related agreement, and except as may be provided to the contrary in the DPA, 
and in addition to other uses and rights set out herein , Customer understands and agrees that 
Motorola may obtain, use and/or create and use, anonymized , aggregated and/or generalized 
Customer Data, such as data relating to actual and potential security threats and vulnerabilities , for 
its lawful business purposes, including improving its services and sharing and leveraging such 
information for the benefit of Customer, other customers, and other interested parties. 

3.6 Authorized Users. Customer will ensure its employees and Authorized Users comply with 
the terms of this Addendum and will be liable for all acts and omissions of its employees and 
Authorized Users. Customer is responsible for the secure management of Authorized Users' 
names, passwords and login credentials for access to products and Services. "Authorized Users" 
are Customer's employees, full-time contractors engaged for the purpose of supporting the products 
and Services that are not competitors of Motorola or its affiliates, and the entities (if any) specified in 
a SOW or otherwise approved by Motorola in writing (email from an authorized Motorola signatory 
accepted), which may include affiliates or other Customer agencies. 

3.7 Beta or Proof of Concept Services. If Motorola makes any beta version of its Services ("Beta 
Service") available to Customer, or provides Customer a trial period or proof of concept period (or 
other demonstration) of the Services at reduced or no charge ("Proof of Concept" or "POC 
Service"), Customer may choose to use such Beta or POC Service at its own discretion, provided, 
however, that Customer will use the Beta or POC Service solely for purposes of Customer's 
evaluation of such Beta or POC Service, and for no other purpose. Customer acknowledges and 
agrees that all Beta or POC Services are offered "as-is" and without any representations or 
warranties or other commitments or protections from Motorola. Motorola will determine the duration 
of the evaluation period for any Beta or POC Service, in its sole discretion, and Motorola may 
discontinue any Beta or POC Service at any time. Customer acknowledges that Beta Services, by 
their nature, have not been fully tested and may contain defects or deficiencies. Notwithstanding 
any other provision of this Agreement, to the extent a future paid Service has been agreed upon 
subject to and contingent on the Customer's evaluation of a Proof of Concept Service, Customer 
may cancel such future paid Service as specified in the SOW or, if not specified, within a 
reasonable time before the paid Service is initiated. 

Section 9Section 4. WARRANTY 

4.1 CUSTOMER ACKNOWLEDGES, UNDERSTANDS AND AGREES THAT MOTOROLA 
DOES NOT GUARANTEE OR WARRANT THAT IT WILL DISCOVER ALL OF CUSTOMER'S 
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SECURITY EVENTS (SUCH EVENTS INCLUDING THE UNAUTHORIZED ACCESS, 
ACQUISITION, USE, DISCLOSURE, MODIFICATION OR DESTRUCTION OF CUSTOMER 
DATA) , THREATS, OR SYSTEM VULNERABILITIES. MOTOROLA DISCLAIMS ANY AND ALL 
RESPONSIBILITY FOR ANY AND ALL LOSS OR COSTS OF ANY KIND ASSOCIATED WITH 
SECURITY EVENTS, THREATS OR VULNERABILITIES WHETHER OR NOT DISCOVERED BY 
MOTOROLA. MOTOROLA DISCLAIMS ANY RESPONSIBILITY FOR CUSTOMER'S USE OR 
IMPLEMENTATION OF ANY RECOMMENDATIONS PROVIDED IN CONNECTION WITH THE 
SERVICES. IMPLEMENTATION OF RECOMMENDATIONS DOES NOT ENSURE OR 
GUARANTEE THE SECURITY OF THE SYSTEMS AND OPERATIONS EVALUATED. 
CUSTOMER SHALL BE RESPONSIBLE TO TAKE SUCH ACTIONS NECESSARY TO MITIGATE 
RISKS TO ITS OPERATIONS AND PROTECT AND PRESERVE ITS COMPUTER SYSTEMS AND 
DATA, INCLUDING CREATION OF OPERATIONAL WORKAROUNDS, BACKUPS AND 
REDUNDANCIES. 

4.2. Customer acknowledges, understands and agrees that the Services and products or 
equipment provided by or used by Motorola to facilitate performance of the Services may impact or 
disrupt information systems. Except in instances of gross negligence in performing the Services, 
Motorola disclaims responsibility for costs incurred by Customer in connection with any such 
disruptions of and/or damage to Customer's or a th ird party's information systems, equipment, voice 
transmissions, data and Customer Data, including, but not limited to, inadequacies in or failure of 
Customer's network, denial of access to a legitimate system user, automatic shut-down of 
information systems caused by intrusion detection software or hardware, or failure of the information 
system resulting from the provision or delivery of the Services. 

4.3. Motorola warrants that Supplied Equipment, for the use of Cyber Security only, under normal 
use and service, will be free from material defects in materials and workmanship for one (1) year 
from the date of shipment, subject to Customer providing written notice to Motorola within that 
period . AS IT RELATES TO THE SUPPLIED EQUIPMENT, MOTOROLA DISCLAIMS ALL OTHER 
WARRANTIES OR CONDITIONS, EXPRESS OR IMPLIED, INCLUDING THE IMPLIED 
WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A 
PARTICULAR PURPOSE. 

4.4 Motorola warrants that the Services will be performed in a professional and workmanlike 
manner and will conform in all material respects to the SOW(s). This warranty will be for a period 
of ninety (90) days following completion of the Services. If Motorola breaches this warranty, 
Customer's sole and exclusive remedy is to require Motorola to re-perform the non-conforming 
Services or to refund, on a pro- rata basis, the fees paid for the non- conforming Services. OTHER 
THAN THOSE WARRANTIES SET FORTH IN THIS SECTION 4, MOTOROLA DISCLAIMS 
ALL OTHER WARRANTIES, EXPRESS OR IMPLIED. Customer acknowledges that the 
Deliverables for the Subscription Services may contain recommendations, suggestions or advice 
from Motorola to Customer (collectively, "recommendations") . Motorola makes no warranties 
concerning those recommendations, and Customer alone accepts responsibility for choosing 
whether and how to implement the recommendations and the results to be realized from 
implementing them. 

4.5. Pass-Through Warranties. Notwithstanding any provision of this Addendum or any related 
agreement to the contrary, Motorola will have no liability for third-party software, hardware or 
services resold or otherwise provided by Motorola; provided, however, that to the extent offered by 
third-party software, hardware or services providers and to the extent permitted by law, Motorola 
will pass through to Customer express warranties provided by such th ird parties. 
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Section 10Section 5 LIMITATION OF LIABILITY 

5.1 . DISCLAIMER OF CONSEQUENTIAL DAMAGES. EXCEPT FOR PERSONAL INJURY OR 
DEATH, MOTOROLA, ITS AFFILIATES, AND ITS AND THEIR RESPECTIVE OFFICERS, 
DIRECTORS, EMPLOYEES, SUBCONTRACTORS, AGENTS, SUCCESSORS, AND ASSIGNS 
(COLLECTIVELY, THE "MOTOROLA PARTIES") WILL NOT BE LIABLE IN CONNECTION WITH 
SERVICES PROVIDED UNDER THIS ADDENDUM (WHETHER UNDER MOTOROLA'S 
INDEMNITY OBLIGATIONS, A CAUSE OF ACTION FOR BREACH OF CONTRACT, UNDER 
TORT THEORY, OR OTHERWISE) FOR ANY INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, 
PUNITIVE, OR CONSEQUENTIAL DAMAGES OR DAMAGES FOR LOST PROFITS OR 
REVENUES, EVEN IF MOTOROLA HAS BEEN ADVISED BY CUSTOMER OR ANY THIRD 
PARTY OF THE POSSIBILITY OF SUCH DAMAGES OR LOSSES AND WHETHER OR NOT 
SUCH DAMAGES OR LOSSES ARE FORESEEABLE. 

5.2. DIRECT DAMAGES. EXCEPT FOR PERSONAL INJURY OR DEATH, THE TOTAL 
AGGREGATE LIABILITY OF THE MOTOROLA PARTIES, WHETHER BASED ON A CLAIM IN 
CONTRACT OR IN TORT, LAW OR EQUITY, RELATING TO OR ARISING OUT OF THIS 
ADDENDUM OR ANY RELATED OR UNDERLYING AGREEMENT, WILL NOT EXCEED THE 
FEES SET FORTH IN THE APPLICABLE SOW OR PRICING FOR THE SERVICES UNDER 
WHICH THE CLAIM AROSE. NOTWITHSTANDING THE FOREGOING, FOR ANY 
SUBSCRIPTION SERVICES, PROFESSIONAL SERVICES, OR FOR ANY RECURRING 
SERVICES, THE MOTOROLA PARTIES' TOTAL LIABILITY FOR ALL CLAIMS RELATED TO 
SUCH PRODUCT OR SERVICES IN THE AGGREGATE WILL NOT EXCEED THE TOTAL FEES 
PAID FOR THE SERVICES TO WHICH THE CLAIM IS RELATED DURING THE CONSECUTIVE 
TWELVE (12) MONTH PERIOD IMMEDIATELY PRECEDING THE EVENT FROM WHICH THE 
FIRST CLAIM AROSE. FOR AVOIDANCE OF DOUBT, THE LIMITATIONS IN THIS SECTION 5.2 
APPLY IN THE AGGREGATE TO INDEMNIFICATION OBLIGATIONS ARISING OUT OF THIS 
ADDENDUM OR ANY RELATED AGREEMENTS. 

5.3. ADDITIONAL EXCLUSIONS. NOTWITHSTANDING ANY OTHER PROVISION OF THIS 
ADDENDUM, THE PRIMARY AGREEMENT OR ANY RELATED AGREEMENT, MOTOROLA WILL 
HAVE NO LIABILITY FOR DAMAGES ARISING OUT OF (A) CUSTOMER DATA, INCLUDING ITS 
TRANSMISSION TO MOTOROLA, OR ANY OTHER DATA AVAILABLE THROUGH THE 
PRODUCTS OR SERVICES; (B) CUSTOMER-PROVIDED EQUIPMENT, NON- MOTOROLA 
CONTENT, THE SITES, OR THIRD-PARTY EQUIPMENT, HARDWARE, SOFTWARE, 
SERVICES, DATA, OR OTHER THIRD- PARTY MATERIALS, OR THE COMBINATION OF 
PRODUCTS AND SERVICES WITH ANY OF THE FOREGOING; (C) LOSS OF DATA OR 
HACKING, RANSOMWARE, OR OTHER THIRD-PARTY ATTACKS OR DEMANDS; (D) 
MODIFICATION OF PRODUCTS OR SERVICES BY ANY PERSON OTHER T AN MOTOROLA; 
(E) RECOMMENDATIONS PROVIDED IN CONNECTION WITH OR BY THE PRODUCTS AND 
SERVICES; (F) DATA RECOVERY SERVICES OR DATABASE MODIFICATIONS; OR (G) 
CUSTOMER'S OR ANY AUTHORIZED USER'S BREACH OF THIS ADDENDUM, THE PRIMARY 
AGREEMENT OR ANY RELATED AGREEMENT OR MISUSE OF THE PRODUCTS AND 
SERVICES; (H) INTERRUPTION OR FAILURE OF CONNECTIVITY, VULNERABILITIES, OR 
SECURITY EVENTS; (I) DISRUPTION OF OR DAMAGE TO CUSTOMER'S OR THIRD PARTIES' 
SYSTEMS, EQUIPMENT, OR DATA, INCLUDING DENIAL OF ACCESS TO USERS, OR 
SHUTDOWN OF SYSTEMS CAUSED BY INTRUSION DETECTION SOFTWARE OR 
HARDWARE; (J) AVAILABILITY OR ACCURACY OF ANY DATA AVAILABLE THROUGH THE 
SERVICES, OR INTERPRETATION, USE, OR MISUSE THEREOF; (K) TRACKING AND 
LOCATION-BASED SERVICES; OR (L) BETA SERVICES. 
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5.4. Voluntary Remedies. Motorola is not obligated to remedy, repair, replace, or refund the 
purchase price for the disclaimed issues in Section 5.3 - Additional Exclusions, but if Motorola 
agrees to provide Services to help resolve such issues, Customer will reimburse Motorola for its 
reasonable time and expenses, including by paying Motorola any fees set forth in this Addendum or 
separate order for such Services, if applicable. 

5.5. Representations and Standards. Except as expressly set out in this Addendum or the 
applicable Motorola proposal or statement of work relating to the cyber products or services, or 
applicable portion thereof, Motorola makes no representations as to the compliance of Motorola 
cyber products and services with any specific standards, specifications or terms. For avoidance of 
doubt, notwithstanding any related or underlying agreement or terms, conformance with any specific 
standards, specifications, or requirements , if any, as it relates to cyber products nd services is only 
as expressly set out in the applicable Motorola SOW or proposal describing such cyber products or 
services or the applicable (i.e. , cyber) portion thereof. Customer represents that it is authorized to 
engage Motorola to perform Services that may involve assessment, evaluation or monitoring of 
Motorola's or its affiliate's services, systems or products. 

5.6. Wind Down of Services. In addition to any other termination rights , Motorola may terminate 
the Services, any SOW or subscription term, in whole or in part, in the event Motorola plans to 
cease offering the applicable Services to customers. 

5.7. Third-Party Beneficiaries. This Addendum is entered into solely between, and may be 
enforced only by, the Parties. Each Party intends that the Addendum will not benefit, or create any 
right or cause of action in or on behalf of, any entity other than the Parties. Notwithstanding the 
foregoing , a licensor or supplier of third-party software, products or services included in the 
Services will be a direct and intended third-party beneficiary of this Addendum. 
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Data Processing Addendum 

This Data Processing Addendum, including its Schedules and Annexes ("DPA"), forms part of the 
Master Customer Agreement ("MCA" or "Agreement")) to reflect the parties' agreement with regard to 
the Processing of Customer Data, which may include Personal Data. In the event of a conflict between 
th is DPA, the MCA or any Schedule, Annex or other addenda to the MCA, this DPA must prevail. 

When Customer renews or purchases new Products or Services, the then-current DPA must apply and 
must not change during the applicable Term. When Motorola provides new features or supplements 
the Product or Service, Motorola may provide additional terms or make updates to this DPA that must 
apply to Customer's use of those new features or supplements. 

1. Definitions. 

All capitalized terms not defined herein must have the meaning set forth in the Agreement. 

"Customer Data" means data including images, text, videos, and audio, that are provided to Motorola 
by, through, or on behalf of Custa rr er and its Authorized Users or their end user , through the use of 
the Products and Services. Customer Data does not include Customer Contact Data, Service Use 
Data , other than that portion comprised of Personal Information, or Third Party Data. 

"Customer Contact Data" means data Motorola collects from Customer, its Authorized Users, and 
their end users for business contact purposes, including without limitation marketing , advertising, 
licensing , and sales purposes. 

"Data Protection Laws" means all data protection laws and regulations applicable to a Party with 
respect to the Processing of Personal Data under the Agreement. 

"Data Subjects" means the identified or identifiable person to whom Personal Data relates. 

"Metadata" means data that describes other data. 

"Motorola Data" means data owned by Motorola and made available to Customer in connection with 
the Products and Services. 

"Personal Data" or "Personal Information" means any information relating to an identified or 
identifiable natural person transmitted to Motorola by, through, or on behalf of Customer and its 
Authorized Users or their end users as part of Customer Data. An identifiable natural person is one 
who can be identified , directly or indirectly, in particular by reference to an identifier such as a name, an 
identification number, location data, an online identifier or to one or more factors specific to the 
physical , physiological , genetic, mental, economic, cultural or social identity of that natural person. 

"Process" or "Processing" means any operation or set of operations which is performed on Personal 
Data or on sets of Personal Data , whether or not by automated means, such as collection , recording , 
copying , analyzing , caching , organization , structuring , storage, adaptation, or alteration, retrieval, 
consultation, use, disclosure by transmission , dissemination or otherwise making available, alignment 
or combination , restriction, erasure or destruction. 
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"Security Incident" means an incident leading to the accidental or unlawful destruction, loss, alteration 
or disclosure of, or access to Customer Data, which may include Personal Data , while processed by 
Motorola. 

"Service Use Data" means data generated about the use of the Products and Services through 
Customer's use or Motorola's support of the Products and Services, which may include Metadata, 
Personal Data, product performance and error information , activity logs, and date and time of use. 

"Sub-processor" means other processors engaged by Motorola to Process Customer Data which may 
include Personal Data. 

"Third Party Data" means information obtained by Motorola from publicly available sources or its third 
party content providers and made available to Customer through the Products or Services. 

2. Processing of Customer Data 

2.1. Roles of the Parties. The Parties agree that with regard to the Processing of Personal Data 
hereunder, Customer is the Controller and Motorola is the Processor who may engage Sub-processors 
pursuant to the requirements of Section 6 entitled "Sub-processors" below. 

2.2. Motorola's Processing of Customer Data. Motorola and Customer agree that Motorola may 
only use and Process Customer Data, including the Personal Information embedded in Service Use 
Data , in accordance with applicable law and Customer's documented instructions for the following 
purposes: (i) to perform Services and provide Products under the Agreement; (ii) analyze Customer 
Data to operate, maintain , manage, and improve Motorola products and services; and (iii) create new 
products and services. Customer agrees that its Agreement (including this DPA), along with the 
Product and Service Documentation and Customer's use and configuration of features in the Products 
and Services, are Customer's complete and final documented instructions to Motorola for the 
processing of Customer Data. Any additional or alternate instructions must be agreed to according to 
the process for amending Customer's Agreement. Customer represents and warrants to Motorola that 
Customer's instructions, including appointment of Motorola as a Processor or sub-processor, have 
been authorized by the relevant controller. Customer Data may be processed by Motorola at any of its 
global locations and/or disclosed to Subprocessors. It is Customer's responsibility to notify Authorized 
Users of Motorola's collection and use of Customer Data, and to obtain any required consents, provide 
all necessary notices, and meet any other applicable legal requirements with respect to such collection 
and use. Customer represents and warrants to Motorola that it has complied with the terms of this 
provision. 

2.3. Details of Processing. The subject-matter of Processing of Personal Data by Motorola 
hereunder, the duration of the Processing , the categories of Data Subjects and types of Personal Data 
are set forth on Annex I to this DPA. 

2.4. Disclosure of Processed Data. Motorola must not disclose to or share any Customer Data 
with any third party except to Motorola's sub-processors, suppliers and channel partners as necessary 
to provide the products and services unless permitted under this Agreement, authorized by Customer 
or required by law. In the event a government or supervisory authority demands access to Customer 
Data , to the extent allowable by law, Motorola must provide Customer with notice of receipt of the 
demand to provide sufficient time for Customer to seek appropriate relief in the relevant jurisdiction. In 
all circumstances , Motorola retains the right to comply with applicable law. Motorola must ensure that 
its personnel are subject to a duty of confidentiality, and will contractually obligate ts sub-processors to 
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a duty of confidentiality, with respect to the handling of Customer Data and any Personal Data 
contained in Service Use Data. 

2.5. Customer's Obligations. Customer is solely responsible for its compliance with all Data 
Protection Laws and establishing and maintaining its own policies and proced res to ensure such 
compliance. Customer must not use the Products and Services in a manner that would violate 
applicable Data Protection Laws. Customer must have sole responsibi lity for (i) the lawfulness of any 
transfer of Personal Data to Motorola , (ii) the accuracy, quality, and legality of Personal Data provided 
to Motorola; (iii) the means by which Customer acquired Personal Data, and (iv) the provision of any 
required notices to, and obtaining any necessary acknowledgements, authorizations or consents from 
Data Subjects. Customer takes full responsibility to keep the amount of Personal Data provided to 
Motorola to the minimum necessary for Motorola to perform in accordance with the Agreement. 
Customer must be solely responsible for its compliance with applicable Data Protection Laws. 
Customer agrees that it has implemented administrative, physical and technical safeguards for 
Customer's environment and operations that are no less rigorous than accepted industry practices and 
shall ensure that all such safeguards comply with applicable data protection and privacy laws. 
Customer agrees that Motorola shall not be liable for any Security Incident arising from Customer's 
breach of this requirement. 

2.6. Customer lodemnjty. Customer will defend, indemnify, and hold Motorola and its 
subcontractors, subsidiaries and other affil iates harmless from and against any and all damages, 
losses, liabilities , and expenses (including reasonable fees and expenses of attorneys) arising from 
any actual or threatened third-party claim , demand, action , or proceeding arising from or related to 
Customer's failure to comply with its obligations under this Agreement and/or applicable Data 
Protection Laws. Motorola will give Customer prompt, written notice of any claim subject to the 
foregoing indemnity. Motorola will , at its own expense, cooperate with Customer in its defense or 
settlement of the claim. 

3. Service Use Data. Except to the extent that it is Personal Information, Customer understands 
and agrees that Motorola may collect and use Service Use Data for its own purposes, provided that 
such purposes are compliant with applicable Data Protection Laws. Service Use Data may be 
processed by Motorola at any of its global locations and/or disclosed to Subproces ors. 

4. Third-Party Data and Motorola Data. Motorola Data and Third Party Data may be available 
to Customer through the Products and Services. Customer and its Authorized Users may use the 
Motorola Data and Third Party Data as permitted by Motorola and the applicable third-party data 
provider, as described in the Agreement or applicable Addendum. Unless expressly permitted in the 
Agreement or applicable Addendum, Customer must not, and must ensure its Authorized Users must 
not: (a) use the Motorola Data or Third-Party Data for any purpose other than Customer's internal 
business purposes or disclose the data to third parties; (b) "white label" such data or otherwise 
misrepresent its source or ownership, or resell , distribute, sublicense, or commercially exploit the data 
in any manner; (c) use such data in violation of applicable laws ; (d) use such data for activities or 
purposes where reliance upon the data could lead to death , injury, or property damage; (e) remove, 
obscure, alter, or falsify any marks or proprietary rights notices indicating the source, origin , or 
ownership of the data ; or (f) modify such data or combine it with Customer Data or other data or use 
the data to build databases. Additional restrictions may be set forth in the Agreement or applicable 
Addendum. Any rights granted to Customer or Authorized Users with respect to Motorola Data or Third­
Party Data must immediately terminate upon termination or expiration of the applicable Addendum, 
Ordering Document, or the MCA. Further, Motorola or the applicable Third Party Data provider may 
suspend , change, or terminate Customer's or any Authorized User's access to Motorola Data or Third-
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Party Data if Motorola or such Third Party Data provider believes Customer's or the Authorized User's 
use of the data violates the Agreement, applicable law or by Motorola's agreement with the applicable 
Third Party Data provider. Upon termination of Customer's rights to use of any Motorola Data or Third­
Party Data, Customer and all Authorized Users must immediately discontinue use of such data, delete 
all copies of such data, and certify such deletion to Motorola. Notwithstanding any provision of the 
Agreement to the contrary, Motorola has no liability for Third-Party Data or Motorola Data available 
through the Products and Services. Motorola and its Third Party Data providers reserve all rights in and 
to Motorola Data and Third-Party Data not expressly granted in an Addendum or Ordering Document. 

5. Motorola as a Controller or Joint Controller. In all instances where Motorola acts as a 
Controller it must comply with the applicable provisions of the Motorola Privacy Statement at 
https://www.motorolasolutions.com/en us/about/privacy-policy.html#privacystatement as each may be 
updated from time to time. Motorola holds all Customer Contact Data as a Controller and must Process 
such Customer Contact Data in accordance with the Motorola Privacy Statement. In instances where 
Motorola is acting as a Joint Controller with Customer, the Parties must enter into a separate 
addendum to the Agreement to allocate the respective roles as joint controllers. 

6. Sub-processors. 

6.1. Use of Sub-processors. Customer agrees that Motorola may engage Sub-processors who in 
turn may engage Sub-processors to Process Personal Data in accordance with th DPA. A current list 
of Sub-processors is set forth at Annex Ill. When engaging Sub-processors, Motorola must enter into 
agreements with the Sub-processors to bind them to obligations which are substantially similar or more 
stringent than those set out in this DPA. 

6.2. Changes to Sub-processing. The Customer hereby consents to Motorola engaging Sub­
processors to process Customer Data provided that: (i) Motorola must use its reasonable endeavors to 
provide at least 10 days' prior notice of the addition or removal of any Sub-proc ssor, which may be 
given by posting details of such addition or removal at a URL provided to Customer in Annex Ill; (ii) 
Motorola imposes data protection terms on any Sub-processor it appoints that protect the Customer 
Data to the same standard provided for by this Addendum; and (iii) Motorola remains fully liable for any 
breach of this clause that is caused by an act, error or omission of its Sub-processor(s). The Customer 
may object to Motorola's appointment or replacement of a Sub-processor prior to its appointment or 
replacement, provided such objection is based on reasonable grounds relating to data protection . In 
such event, Motorola will either appoint or replace the Sub-processor or, if in Motorola's discretion this 
is not feasible, the Customer may terminate this Agreement and receive a pro-rata refund of any 
prepaid service or support fees as full satisfaction of any claim arising out of such termination. 

6.3. Data Subject Requests. Motorola must, to the extent legally permitted, promptly notify 
Customer if it receives a request from a Data Subject, including without limitation requests for access 
to, correction, amendment, transport or deletion of such Data Subject's Personal Data and, to the 
extent applicable, Motorola must provide Customer with commercially reasonable cooperation and 
assistance in relation to any complaint, notice, or communication from a Data Subject. Customer must 
respond to and resolve promptly all requests from Data Subjects which Motorola provides to Customer. 
Customer must be responsible for any reasonable costs arising from Motorola's provision of such 
assistance under this Section. 
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7. Data Transfers 

Motorola agrees that it must not make transfers of Personal Data under this Agreement from one 
jurisdiction to another unless such transfers are performed in compliance with this Addendum and 
applicable Data Protection Laws. Motorola agrees to enter into appropriate agreements with its 
affiliates and Sub-processors , which will permit Motorola to transfer Personal Data to its affiliates and 
Sub-processors. Motorola agrees to amend as necessary its agreement with Customer to permit 
transfer of Personal Data from Motorola to Customer. Motorola also agrees to assist the Customer in 
entering into agreements with its affiliates and Sub-processors if required by applicable Data Protection 
Laws for necessary transfers. 

8. Security. Motorola must implement appropriate technical and organizational measures to 
ensure a level of security appropriate to the risk posed by the Processing of Personal Data, taking into 
account the costs of implementation; the nature, scope, context, and purposes of the Processing ; and 
the risk of varying likelihood and severity of harm to the data subjects. The appropriate technical and 
organizational measures implemented by Motorola are set forth in Annex Ill. In assessing the 
appropriate level of security, Motorola must weigh the risks presented by Processing , in particular from 
accidental or unlawful destruction, loss, alteration , unauthorized disclosure of, or access to personal 
data transmitted, stored or otherwise Processed. 

9. Security Incident Notification. If Motorola becomes aware of a Security Incident, then 
Motorola must (i) notify Customer of the Security Incident without undue delay, (ii) investigate the 
Security Incident and apprise Customer of the details of the Security Incident and (iii) take commercially 
reasonable steps to stop any ongoing loss of Personal Data due to the Security Incident if in the control 
of Motorola. Notification of a Security Incident must not be construed as an acknowledgement or 
admission by Motorola of any fault or liability in connection with the Security Incident. Motorola must 
make reasonable efforts to assist Customer in fulfilling Customer's obligations under Data Protection 
Laws to notify the relevant supervisory authority and Data Subjects about such incident. 

10. Data Retention and Deletion. 

Except for anonymized Customer Data, as described above, or as otherwise provided under the 
Agreement, Motorola must delete all Customer Data no later than ninety (90) days following termination 
or expiration of the MCA or the applicable Addendum or Ordering Document unless otherwise required 
to comply with applicable law. 

11. Audit Rights 

11.1 Periodic Audit. Motorola will allow Customer to perform an audit of reasonable scope and 
duration of Motorola operations relevant to the Products and Services purchased under the Agreement, 
at Customer's sole expense, for verification of compliance with the technical and organizational 
measures set forth in Annex II if (i) Motorola notifies Customer of a Security Incident that results in 
actual compromise to the Products and/or Services purchased; or (ii) if Customer reasonably believes 
Motorola is not in compliance with its security commitments under this DPA, or (iii) if such audit is 
legally required by the Data Protection Laws. Any audit must be conducted in accordance with the 
procedures set forth in Section 11.3 of this DPA and may not be conducted more than one time per 
year. If any such audit requires access to confidential information of Motorola's other customers, 
suppliers or agents, such portion of the audit may only be conducted by Customer's nationally 
recognized independent third-party auditors in accordance with the procedures set forth in Section 
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11.3 of this DPA. Unless mandated by GDPR or otherwise mandated by law or court order, no audits 
are allowed within a data center for security and compliance reasons. Motorola must, in no 
circumstances, provide Customer with the ability to audit any portion of its software, products, and 
services which would be reasonably expected to compromise the confidentiality of any third party's 
information or Personal Data. 

11.2 Satisfaction of Audit Request. Upon receipt of a written request to audit, and subject to 
Customer's agreement, Motorola may satisfy such audit request by providing Customer with a 
confidential copy of a Motorola's applicable most recent third-party security review performed by a 
nationally recogn ized independent third-party auditor, such as a SOC2 Type II eport or ISO 27001 
certification , in order that Customer may reasonably verify Motorola's compliance with national 
standards. 

11.3 Audit Process. Customer must provide at least sixty days (60) days prior written notice to 
Motorola of a request to conduct the audit described in Section 11.1 . All audits must be conducted 
during normal business hours, at applicable locations or remotely, as designated by Motorola. Audit 
locations, if not remote will generally be those location(s) where Customer Data is accessed , or 
Processed. The audit must not unreasonably interfere with Motorola's day to day operations. An audit 
must be conducted at Customer's sole cost and expense and subject to the terms of the confidentiality 
obligations set forth in the Agreement. Before the commencement of any such audit, Motorola and 
Customer must mutually agree upon the time, and duration of the audit. Motorola must provide 
reasonable cooperation with the audit, including provid ing the appointed auditor a right to review, but 
not copy, Motorola security information or materials provided such auditor has executed an appropriate 
non-disclosure agreement. Motorola's policy is to share methodology and executive summary 
information, not raw data or private information . Customer must, at no charge, provide to Motorola a 
full copy of all findings of the audit . 

12. Regulation Specific Terms 

12.1. HIPAA Business Associate. If Customer is a "covered entity" or a "business associate" and 
includes "protected health information" in Customer Data as those terms are defined in 45 CFR § 
160.103, execution of the MCA includes execution of the Motorola HIPAA Business Associate 
Agreement Addendum ("BAA"). Customer may opt out of the BAA by sending the following information 
to Motorola in a written notice under the terms of the Customer's Agreement: "Customer and Motorola 
agree that no Business Associate Agreement is required. Motorola is not a Business Associate of 
Customer's, and Customer agrees that it will not share or provide access to Protected Health 
Information to Motorola or Motorola's subprocessors." 

12.2. FERPA. If Customer is an educational agency or institution to which regulations under the 
Family Educational Rights and Privacy Act, 20 U.S.C. § 1232g (FERPA), apply, Motorola 
acknowledges that for the purposes of the DPA, Motorola is a "school official" with "legitimate 
educational interests" in the Customer Data, as those terms have been defined under FERPA and its 
implementing regulations , and Motorola agrees to abide by the limitations and requirements imposed 
by 34 CFR 99.33(a) on school officials. Customer understands that Motorola may possess limited or no 
contact information for Customer's students and students' parents. Consequently, Customer must be 
responsible for obtaining any parental consent for any end user's use of the Online Service that may be 
required by applicable law and to convey notification on behalf of Motorola to students (or, with respect 
to a student under 18 years of age and not in attendance at a post-secondary institution, to the 
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student's parent) of any judicial order or lawfully-issued subpoena requiring the disclosure of Customer 
Data in Motorola's possession as may be requ ired under applicable law. 

12.3. CJIS. Motorola agrees to support the Customer's obligation to comply with the Federal Bureau 
of Investigation Criminal Justice Information Services (CJIS) Security Policy and must comply with the 
terms of the CJIS Security Addendum for the Term of th is Agreement and such CJIS Security 
Addendum is incorporated herein by reference. Customer hereby consents to allow Motorola 
"screened" personnel as defined by the CJIS Security Policy to serve as an authorized "escort" within 
the meaning of CJIS Security Policy for escorting unscreened Motorola personnel that require access 
to unencrypted Criminal Justice Information for purposes of Tier 3 support (e.g . troubleshooting or 
development resources). In the event Customer requires access to Service Use Data for its 
compliance with the CJIS Security Policy, Motorola must make such access available following 
Customer's request. Notwithstanding the foregoing , in the event the MCA or applicable Ordering 
Document terminates, Motorola must carry out deletion of Customer Data in compliance with Section 
10 herein and may likewise delete Service Use Data within the time frame specified therein. To the 
extent Customer objects to deletion of its Customer Data or Service Use Data and seeks retention for a 
longer period , it must provide written notice to Motorola prior to expiration of the 30-day period for data 
retention to arrange return of the Customer Data and retention of the Service Use Data for a specified 
longer period of time. 

12.4. CCPA / CPRA. If Motorola is Processing Personal Data within the scope of the California 
Consumer Protection Act ("CCPA") and/or the California Privacy Rights Act ("CPRA") (collectively 
referred to as the "California Privacy Acts"), Customer acknowledges that Motorola is a "Service 
Provider" within the meaning of California Privacy Acts. Motorola must process Customer Data and 
Personal Data on behalf of Customer and , not retain , use, or disclose that data f r any purpose other 
than for the purposes set out in this DPA and as permitted under the California Privacy Acts, including 
under any "sale" exemption . In no event will Motorola sell any such data , nor will M. If a California 
Privacy Act applies, Personal Data must also include any data identified with the California Privacy Act 
or Act's definition of personal data. Motorola shall provide Customer with notice should it determine 
that it can no longer meet its obligations under the Californ ia Privacy Acts, and the parties agree that, if 
appropriate and reasonable, Customer may take steps necessary to stop and remediate unauthorized 
use of the impacted Personal Data. 

12.5 CPA, CTDPA, VCDPA. If Motorola is Processing Personal Data within the scope of the Colorado 
Privacy Rights Act ("CPA"), the Connecticut Data Privacy Act ("CTDPA"), or the Virginia Consumer 
Data Protection Act ("VCDPA") Motorola will comply with its obligations under the applicable legislation, 
and shall make available to Customer all information in its possession necessary to demonstrate 
compliance with obligations in accordance with such legislation. Motorola Contact. If Customer 
believes that Motorola is not adhering to its privacy or security obligations hereunder, Customer must 
contact the Motorola Data Protection Officer at Motorola Solutions , Inc., 500 W. Monroe, Chicago, IL 
USA 90661-3618 or at privacy1@motorolasolutions.com. 

ANNEXI 

A. LIST OF PARTIES 

Data exporter(s): [Identity and contact details of the data exporter(s) and, where pplicable, of its/their 
data protection officer and/or representative in the European Union] 
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1. 

Name: .. . 

Address: ... 

Contact person's name, position and contact details: ... 

Activities relevant to the data transferred under these Clauses: ... 

Signature and date: .. . 

Role (controller/processor): Controller 

2. 

Data importer(s): [Identity and contact details of the data importer(s), including any contact person 
with responsibility for data protection] 

1. 

Name: Motorola Solutions, Inc. 

Address: ... 

Contact person's name, position and contact details: ... 

Activities relevant to the data transferred under these Clauses: ... 

Signature and date: .. . 

Role (controller/processor) : Processor 

2 .... 

B. DESCRIPTION OF TRANSFER 

Categories of data subjects whose personal data is transferred 

Data subjects include the data exporter's representatives and end-users including employees, 
contractors , collaborators , and customers of the data exporter. Data subjects may also include 
individuals attempting to communicate or transfer personal information to users of the services provided 
by data importer. Motorola acknowledges that, depending on Customer's use of the Online Service, 
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Customer may elect to include personal data from any of the following types of data subjects in the 
Customer Data: 

• Employees, contractors, and temporary workers (current, former, prospective) of data exporter; 

• Dependents of the above; 

• Data exporter's collaborators/contact persons (natural persons) or employees, contractors or 
temporary workers of legal entity collaborators/contact persons (current, prospective, former) ; 

• Users (e.g., customers, cl ients, patients, visitors, etc.) and other data subjects that are users of 
data exporter's services; 

• Partners, stakeholders or individuals who actively collaborate, communicate or otherwise 
interact with employees of the data exporter and/or use communication tools such as apps and 
websites provided by the data exporter; 

• Stakeholders or individuals who passively interact with data exporter (e.g., because they are the 
subject of an investigation, research or mentioned in documents or correspondence from or to 
the data exporter); 

• Minors; or 

• Professionals with professional privilege (e.g ., doctors, lawyers, notaries, religious workers, 
etc.). 

Categories of personal data transferred 

Customer's use of the Products and Services, Customer may elect to include pers nal data from any of 
the following categories in the Customer Data: 

• Basic personal data (for example place of birth , street name, and house number (address), 
Agreemental code, city of residence, country of residence, mobile phone number, first name, 
last name, initials, email address, gender, date of birth), including basic personal data about 
family members and children; 

• Authentication data (for example user name, password or PIN code, security question, audit 
trail); 

• Contact information (for example addresses, email, phone numbers, social media identifiers; 
emergency contact details) ; 

• Unique identification numbers and signatures (for example Social Security number, bank 
account number, passport and ID card number, driver's license number and vehicle registration 
data, IP addresses, employee number, student number, patient number, signature, unique 
identifier in tracking cookies or similar technology) ; 

• Pseudonymous identifiers; 
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• Financial and insurance information (for example insurance number, ban account name and 
number, credit card name and number, invoice number, income, type of assurance, payment 
behavior, creditworthiness) ; 

• Commercial Information (for example history of purchases, special 
information, payment history); 

• Biometric Information (for example DNA, fingerprints and iris scans); 

offers , subscription 

• Location data (for example, Cell ID, geo-location network data , location by start call/end of the 
call. Location data derived from use of wifi access points); 

• Photos, video, and audio; 

• Internet activity (for example browsing history, search history, reading , television viewing , radio 
listening activities) ; 

• Device identification (for example I MEI-number, SIM card number, MAC address); 

• Profiling (for example based on observed criminal or anti-social behavior or pseudonymous 
profiles based on visited URLs, click streams, browsing logs, IP-addresses, domains, apps 
installed , or profiles based on marketing preferences) ; 

• HR and recruitment data (for example declaration of employment status, recruitment information 
(such as curriculum vitae, employment history, education history details), j band position data, 
including worked hours, assessments and salary, work permit details, availability, terms of 
employment, tax details, payment details, insurance details and location, and organizations); 

• Education data (for example education history, current education , grades and results, highest 
degree achieved , learning disability) ; 

• Citizenship and residency information (for example citizenship, naturalization status , marital 
status, nationality, immigration status, passport data, details of residency or work permit) ; 

• Information processed for the performance of a task carried out in the public interest or in the 
exercise of an official authority; 

• Special categories of data (for example racial or ethnic origin , political opinions, religious or 
philosophical beliefs, trade union membership, genetic data , biometric data for the purpose of 
uniquely identifying a natural person, data concerning health , data concerning a natural 
person's sex life or sexual orientation , or data relating to criminal convictions or offences) ; or 

• Any other personal data identified under applicable law or regulation. 

Sensitive data transferred (if apr.licable) and applied restrictions or safeguards that fully take into 
consideration the nature of the data and the risks involved, such as for instance strict purpose 
limitation, access restrictions (including access only for staff having followed specialised training), 
keeping a record of access to the data, restrictions for onward transfers o additional security 
measures. 
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The frequency of the transfer (e .g. whether the data is transferred on a one-off or continuous basis) . 

Data may be transferred on a continuous basis during the term of the MCA or other agreement to which 
this DPA applies. 

Nature of the processing 

The nature, scope and purpose of processing personal data is to carry out performance of Motorola's 
obligations with respect to provision of the Products and SeNices purchased under the MCA and 
applicable Ordering Documents. The data importer utilizes a global network of data centers and 
management/support facilities, and processing may take place in any jurisdiction where data importer 
or its sub-processors utilize such facilities 

Purpose(s) of the data transfer and further processing 

The nature, scope and purpose of processing personal data is to carry out performance of Motorola's 
obligations with respect to provision of the Products and SeNices purchased under the MCA and 
applicable Ordering Documents. The data importer utilizes a global network of data centers and 
management/support facilities , and processing may take place in any jurisdiction where data importer 
or its sub-processors utilize such facilities 

The period for which the personal data will be retained, or, if that is not possible, the criteria used to 
determine that period 

Data retention is governed by Section 10 of this Data Processing Addendum 

For transfers to (sub-) processors, also specify subject matter, nature and duration of the 
processing 

Transfers to sub-processors will only be for carrying out the performance of Motorola's obligations with 
respect to provision of the Product~ and Services purchased under the MCA and applicable Ordering 
Documents. The data importer utilizes a global network of data centers andmanagement/support 
facilities , and processing may take place in any jurisdiction where data importerc r its sub-processors 
utilize such facilities. In accordance with the DPA, the data exporter agrees the d eta importer may hire 
other companies to provide limite a seNices on data importer's behalf, such as providing customer 
support. Any such sub-processors must be permitted to obtain Customer Data only to deliver the 
services the data importer has retained them to provide, and they are prohibited from using Customer 
Data for any other purpose. 
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TECHNICAL AND ORGANIZATIONAL 

ANNEX II 

MEASURES INCLUDING 
ORGANIZATIONAL MEASURES TO ENSURE THE SECURITY OF THE DAT A 

Measures of pseudonymisation and encryption of personal data 

Where technically feasible and when not impacting services provided: 

lECHNICAL AND 

• We minimize the data we collect to information we believe is necess cry to communicate, 
provide, and support products and services and information necessary to comply with legal 
obligations. 

• We encrypt in transit and at rest. 
• We pseudonymize and limit administrative accounts that have access to reverse 

pseudonymisation . 

Measures for ensuring ongoi r g confidentiality, integrity, availability and resilience of 
processing systems and services 

In order to ensure ongoing confid E ntiality, integrity, availability and resilience of processing systems 
and services, Motorola Solutions Information Protection policy mandates the nstitutionalization of 
information protection throughout solution development and operational lifecycles. Motorola Solutions 
maintains dedicated security teams for its internal information security and its products and services. Its 
security practices and policies are integral to its business and mandatory for all Motorola Solutions 
employees and contractors The Motorola Chief Information Security Officer maintains responsibility and 
executive oversight for such policies, including formal governance, revision ma ragement, personnel 
education and compliance. Motorola Solutions generally aligns to the NIST Cybersecurity Framework 
as well as ISO 27001. 

Measures for ensuring the ability to restore the availability and access to personal data in a 
timely manner in the event of a pltysical or technical incident 

Security Incident Procedures Motorola Solutions maintains a global incident resp cnse plan to address 
any physical or technical incident in an expeditious manner. Motorola maintains a record of security 
breaches with a description of the treach , the time period , the consequences of the breach , the name 
of the reporter, and to whom the brE ach was reported , and the procedure for reco ering data. For each 
security breach that is a Security Incident, notification will be made in accordance with the Security 
Incident Notification section of this [ PA. 

Business Continuity and Disaster Preparedness Motorola maintains business continuity and disaster 
preparedness plans for critical functions and systems within Motorola's control that support the 
Products and Services purchased under the Agreement in order to avoid services disruptions and 
minimize recovery risks. 
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Processes for regularly testing, assessing and evaluating the effectiveness of technical and 
organizational measures in order to ensure the security of the processing 

Motorola periodically evaluates its processes and systems to ensure continued compliance with 
obligations imposed by law, regulation or contract with respect to the confidentiality, integrity, 
availability, and security of Customer Data, including personal information. Motorola documents the 
results of these evaluations and any remediation activities taken in response to such evaluations. 
Motorola periodically has third party assessments performed against applicable industry standards, 
such as ISO 27001 , 27017, 27018 and 27701. 

Measures for user identification and authorisation 

Identification and Authentication. Motorola uses industry standard practices to identify and authenticate 
users who attempt to access Motorola information systems. Where authentication mechanisms are 
based on passwords, Motorola requires that the passwords are at least eight characters long and are 
changed regularly. Motorola uses industry standard password protection practices, including practices 
designed to maintain the confidentiality and integrity of passwords when they are assigned and 
distributed, and during storage. 

Access Policy and Administration .. Motorola maintains a record of security privileges of individuals 
having access to Customer Data. including personal information. Motorola maintains appropriate 
processes for requesting, approving and administering accounts and access privileges in connection 
with the Processing of Customer Data. Only authorized personnel may grant, alter or cancel authorized 
access to data and resources. Where an individual has access to systems containing Customer Data, 
the individuals are assigned separate, unique identifiers. Motorola deactivates authentication 
credentials on a periodic basis. 

Measures for the protection of data during transmission 

Data is generally encrypted during transmission within the Motorola managed environments. 
Encryption in transit is also generally required of any sub-processors. Further, protection of data in 
transit is also achieved through the access controls, physical and environ rr ental security, and 
personnel security described throughout this Annex II. 

Measures for the protection of data during storage 

Data is generally encrypted during storage within the Motorola managed environ n ents. Encryption in 
storage is also generally required of any sub-processors. Further, protection of data in storage is also 
achieved through the access controls, physical and environmental security, and personnel security 
described throughout this Annex II. 

Measures for ensuring physical security of locations at which personal data .re processed 
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Motorola maintains appropriate physical and environment security controls to prevent unauthorized 
access to Customer Data, includi r g personal information. This includes appropriate physical entry 
controls to Motorola facilities such as card-controlled entry points , and a staffed reception desk to 
protect against unauthorized entry. Access to controlled areas within a facility will be limited by job role 
and subject to authorized approval. Use of an access badge to enter a controlle c area will be logged 
and such logs will be retained in accordance with Motorola policy. Motorola revokes personnel access 
to Motorola facilities and controlled areas upon separation of employment in accordance with Motorola 
policies. Motorola policies impose industry standard workstation, device and media controls designed to 
further protect Customer Data , including personal information. 

Measures for ensuring personnel security 

Access to Customer Data. Motorola maintains processes for authorizing and supervising its 
employees, and contractors with respect to monitoring access to Customer Data . Motorola requi res its 
employees, contractors and agents who have, or may be expected to have, access to Customer Data 
to comply with the provisions of the Agreement, including this Annex and any other applicable 
agreements binding upon Motorola . 

Security and Privacy Awareness. Motorola must ensure that its employees and contractors remain 
aware of industry standard security and privacy practices , and their responsibilities for protecting 
Customer Data and Personal Data. This must include, but not be limited to , protection against malicious 
software, password protection, and management, and use of workstations and computer system 
accounts. Motorola requires periodic Information security training, privacy training , and business ethics 
train ing for all employees and contract resources 

Sanction Policy. Motorola maintains a sanction policy to address violations of Motorola's internal 
security requirements as well as those imposed by law, regulation, or contract. 

Background Checks. Motorola follows its standard mandatory employment verification requirements for 
all new hires. In accordance with Motorola internal policy, these requirements must be periodically 
reviewed and include, but may not be limited to, criminal background checks, proof of identity validation 
and any additional checks as deemed necessary by Motorola. 

Measures for ensuring events logging 

Protection , and Response. Motorola assesses organization's effectiveness annually via external 
assessors who report and share the assessment findings with Motorola Audit Services who tracks any 
identified remediations. For more information, please see the Motorola Trust Center at 
https://www.motorolasolutions.com/en us/about/trust-center/security.html 
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Measures for certification/assurance of processes and products 

Motorola performs internal Secure Application Review and Secure Design Revie v, security audits and 
Production Readiness Review security readiness reviews prior to service release. Where appropriate, 
privacy assessments are performed for Motorola's products and services. A risk register is created as a 
result of internal audits with assignments tasked to appropriate personnel. Security audits are 
performed annually with additioncl audits as needed. Additional privacy assessments, including 
updated data maps, occur when material changes are made to the products or services. Further, 
Motorola Solution has achieved AICPA SOC2 Type 2 reporting and ISO/IEC 27001 :2013 certification 
for many of its development and su ~ port operations. 

Measures for ensuring data mini n isation 

Motorola Solutions policies require processing of all personal information in accordance with applicable 
law, including when that law requires data minimisation. Further, Motorola Solutions conducts privacy 
assessments of its products and services and evaluates if those products and services support the 
principles of processing, such as data minimisation. 

Measures for ensuring data quality 

Motorola Solutions policies require processing of all personal information in accordance with applicable 
law, including when that law requires ensuring the quality and accuracy of data. Further, Motorola 
Solutions conducts privacy assessments of its products and services and evaluates if those products 
and services support the principles of processing , such as ensuring data quality. 

Measures for ensuring limited data retention 

Motorola Solutions maintains a data retention policy that provides a retention sche cule outlining storage 
periods for personal data. The schedule is based on business needs an d provides sufficient 
information to identify all records and to implement disposal decisions in line wit t the schedule. The 
policy is periodically reviewed and updated. 

Measures for ensuring accountability 

To ensure compliance with the principle of accountability, Motorola Solutions maintains a Privacy 
Program which generally aligns its cctivities to both the Nymity Privacy Management and Accountability 
Framework and NIST Privacy Framework. The Privacy Program is audited annually by Motorola 
Solutions Audit Services. 

Measures for allowing data portability and ensuring erasure 

When subject to a data subject request to move, copy or transfer their personal data , Motorola 
Solutions will provide personal data to the Controller in a structured, commonly used and machine 
readable format. Where possible and if the Controller requests it, Motorola Solutions can directly 
transmit the personal information to another organization. 
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For transfers to (sub-) processon 

If, in the course of providing procucts and services under the MCA, Motorola Solutions transfers 
information containing personal data to third parties, said third parties will be subjected to a security 
assessment and bound by obligations substantially similar, but at least as stringent, as those included 
in this DPA. 
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LIST OF SUB-PROCESSORS 

1. Microsoft 

2. Amazon 

3. PagerDuty Inc 

4. SalesForce 

5. Twilio 

6. Neustar 

7. Google 

8. VMWare 

9. CrowdStrike 

10. Palo Alto 

11 . AT&T 

12. Okta 

13. Cisco 

14. Sophos 

15. Tenable 

16. Corelight 

ANNEX Ill 
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Exhibit A 

MOTOROLA SOFTWARE LICENSE AGREEMENT 

This Exhibit A Motorola Software License Agreement ("Agreement") is between Motorola Solutions, Inc., ("Motorola") , and St 
John's County ("Licensee"). 

For good and valuable consideration , the parties agree as follows: 

Section 1 DEFINITIONS 

1.1 "Designated Products" means products provided by Motorola to Licensee with which or for wh ich the Software and 
Documentation is licensed for use. 

1.2 "Documentation" means product and software documentation that specifies technical and performance features and 
capabil ities , and the user, operation and training manuals for the Software (includ ing all physical or electronic media upon 
which such information is provided). 

1.3 "Open Source Software" means software with either freely obtainable source code, license for modification, or 
permission for free distribution. 

1.4 "Open Source Software License" means the terms or conditions under which the Open Source Software is licensed. 

1.5 "Primary Agreement" means the agreement to which this exhibit is attached . 

1.6 "Security Vulnerability" means a flaw or weakness in system security procedures, design, implementation, or internal 
controls that could be exercised (accidentally triggered or intentionally exploited) and result in a security breach such that 
data is compromised , manipulated or stolen or the system damaged. 

1.7 "Software" (i) means proprietary software in object code format, and adaptations, translations, de-compilations, 
disassemblies, emulations, or derivative works of such software; (ii) means any modifications, enhancements , new versions 
and new releases of the software provided by Motorola; and (iii) may contain one or more items of software owned by a third 
party suppl ier. The term "Software" does not include any third party software provided under separate license or th ird party 
software not licensable under the terms of this Agreement. 

Section 2 SCOPE 

Motorola and Licensee enter into this Agreement in connection with Motorola's delivery of certain proprietary software or 
products containing embedded or pre-loaded proprietary software, or both. This Agreement contains the terms and 
conditions of the license Motorola is providing to Licensee, and Licensee's use of the proprietary software and affiliated 
documentation. 

Section 3 GRANT OF LICENSE 

3.1. Subject to the provisions of this Agreement and the payment of applicable license fees, Motorola grants to Licensee 
a personal, limited, non-transferable (except as permitted in Section 7) and non-exclusive license under Motorola's 
copyrights and Confidential Information (as defined in the Primary Agreement) embodied in the Software to use the 
Software, in object code form , and the Documentation solely in connection with Licensee's use of the Designated Products. 
This Agreement does not grant any rights to source code. 

3.2. If the Software licensed under this Agreement contains or is derived from Open Source Software, the terms and 
conditions governing the use of such Open Source Software are in the Open Source Software Licenses of the copyright 
owner and not this Agreement. If there is a conflict between the terms and conditions of this Agreement and the terms and 
conditions of the Open Source Software Licenses governing Licensee's use of the Open Source Software, the terms and 
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conditions of the license grant of the applicable Open Source Software Licenses will take precedence over the license grants 
in this Agreement. If requested by Licensee, Motorola will use commercially reasonable efforts to: (i) determine whether any 
Open Source Software is provided under this Agreement; and (ii) identify the Open Source Software (or specify where that 
license may be found). 

3.3 TO THE EXTENT, IF ANY, THAT THERE IS A SEPARATE LICENSE AGREEMENT PACKAGED WITH, OR 
PROVIDED ELECTRONICALLY WITH, A PARTICULAR PRODUCT THAT BECOMES EFFECTIVE ON AN ACT OF 
ACCEPTANCE BY THE END USER, THEN THAT AGREEMENT SUPERSEDES THE SOFTWARE LICENSE 
AGREEMENT AS TO THE END USER OF EACH SUCH PRODUCT. 

Section 4 LIMITATIONS ON USE 

4.1. Licensee may use the Software only for Licensee's internal business purposes and only in accordance with the 
Documentation. Any other use of the Software is strictly prohibited. Without limiting the general nature of these restrictions, 
Licensee will not make the Software available for use by third parties on a "time sharing ," "appl ication service provider," or 
"service bureau" basis or for any other similar commercial rental or sharing arrangement. 

4.2. Licensee will not, and will not allow or enable any third party to: (i) reverse engineer, disassemble, peel components, 
decompile, reprogram or otherwise reduce the Software or any portion to a human perceptible form or otherwise attempt to 
recreate the source code; (ii) modify, adapt, create derivative works of, or merge the Software; (iii) copy, reproduce, 
distribute, lend, or lease the Software or Documentation to any th ird party, grant any sublicense or other rights in the 
Software or Documentation to any third party, or take any action that would cause the Software or Documentation to be 
placed in the public domain; (iv) remove, or in any way alter or obscure, any copyright notice or other notice of Motorola's 
proprietary rights; (v) provide, copy, transmit, disclose, divulge or make the Software or Documentation available to, or 
permit the use of the Software by any third party or on any machine except as expressly authorized by this Agreement; or 
(vi) use, or permit the use of, the Software in a manner that would result in the production of a copy of the Software solely by 
activating a machine containing the Software. Licensee may make one copy of Software to be used solely for archival , back­
up, or disaster recovery purposes; provided that Licensee may not operate that copy of the Software at the same time as the 
original Software is being operated. Licensee may make as many copies of the Documentation as it may reasonably require 
for the internal use of the Software. 

4.3. Unless otherwise authorized by Motorola in writing , Licensee will not, and will not enable or allow any third party to: 
(i) install a licensed copy of the Software on more than one unit of a Designated Product; or (ii) copy onto or transfer 
Software installed in one unit of a Designated Product onto one other device. Licensee may temporarily transfer Software 
installed on a Designated Product to another device if the Designated Product is inoperable or malfunctioning, if Licensee 
provides written notice to Motorola of the temporary transfer and identifies the device on which the Software is transferred. 
Temporary transfer of the Software to another device must be discontinued when the original Designated Product is returned 
to operation and the Software must be removed from the other device. Licensee must provide prompt written notice to 
Motorola at the time temporary transfer is discontinued. 

4.4 Licensee will maintain, during the term of this Agreement and for a period of two years thereafter, accurate records 
relating to this license grant to verify compliance with this Agreement. Motorola or an independent third party ("Auditor") may 
inspect Licensee's premises, books and records, upon reasonable prior notice to Licensee, during Licensee's normal 
business hours and subject to Licensee's facil ity and security regulations. Motorola is responsible for the payment of all 
expenses and costs of the Auditor. Any information obtained by Motorola and the Auditor will be kept in strict confidence by 
Motorola and the Auditor and used solely for the purpose of verifying Licensee's compliance with the terms of this 
Agreement. 

Section 5 OWNERSHIP AND TITLE 

Motorola, its licensors, and its suppliers retain all of their proprietary rights in any form in and to the Software and 
Documentation , including, but not limited to, all rights in patents , patent applications, inventions, copyrights, trademarks, 
trade secrets, trade names, and other proprietary rights in or relating to the Software and Documentation (including any 
corrections, bug fixes , enhancements , updates, modifications, adaptations, translations , de-compilations , disassemblies, 
emulations to or derivative works from the Software or Documentation, whether made by Motorola or another party, or any 
improvements that result from Motorola's processes or, provision of information services). No rights are granted to Licensee 
under this Agreement by implication, estoppel or otherwise, except for those rights which are expressly granted to Licensee 
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in this Agreement. All intellectual property developed, originated, or prepared by Motorola in connection with providing the 
Software, Designated Products, Documentation or related services, remains vested exclusively in Motorola, and Licensee 
will not have any shared development or other intellectual property rights. 

Section 6 LIMITED WARRANTY; DISCLAIMER OF WARRANTY 

6.1. Unless otherwise stated in the Primary Agreement, the commencement date and the term of the Software warranty 
will be a period of ninety (90) days from Motorola's shipment of the Software (the 'Warranty Period"). If Licensee is not in 
breach of any of its obligations under this Agreement, Motorola warrants that the unmodified Software, when used properly 
and in accordance with the Documentation and this Agreement, will be free from a reproducible defect that eliminates the 
functionality or successful operation of a feature critical to the primary functionality or successful operation of the Software. 
Whether a defect occurs will be determined by Motorola solely with reference to the Documentation. Motorola does not 
warrant that Licensee's use of the Software or the Designated Products will be uninterrupted , error-free, completely free of 
Security Vulnerabilities, or that the Software or the Designated Products will meet Licensee's particular requirements. 
Motorola makes no representations or warranties with respect to any third party software included in the Software. 
Notwithstanding, any warranty provided by a copyright owner in its standard license terms will flow through to Licensee for 
third party software provided by Motorola. 

6.2 Motorola's sole obligation to Licensee and Licensee's exclusive remedy under this warranty is to use reasonable 
efforts to remedy any material Software defect covered by this warranty. These efforts will involve either replacing the media 
or attempting to correct significant, demonstrable program or documentation errors or Security Vulnerabilities. If Motorola 
cannot correct the defect within a reasonable time, then at Motorola's option, Motorola will replace the defective Software 
with functionally-equivalent Software, license to Licensee substitute Software which will accomplish the same objective, or 
terminate the license and refund the Licensee's paid license fee. 

6.3. Warranty claims are described in the Primary Agreement. 

6.4. The express warranties set forth in this Section 6 are in lieu of, and Motorola disclaims, any and all other warranties 
(express or implied, oral or written) with respect to the Software or Documentation, including, without limitation, any and all 
implied warranties of condition, title, non-infringement, merchantability, or fitness for a particular purpose or use by Licensee 
(whether or not Motorola knows, has reason to know, has been advised, or is otherwise aware of any such purpose or use), 
whether arising by law, by reason of custom or usage of trade, or by course of dealing. In addition, Motorola disclaims any 
warranty to any person other than Licensee with respect to the Software or Documentation. 

Section 7 TRANSFERS 

Licensee will not transfer the Software or Documentation to any third party without Motorola's prior written consent. 
Motorola's consent may be withheld at its discretion and may be conditioned upon transferee paying all applicable license 
fees and agreeing to be bound by this Agreement. If the Designated Products are Motorola's radio products and Licensee 
transfers ownership of the Motorola radio products to a third party, Licensee may assign its right to use the Software (other 
than CPS and Motorola's FLASHport® software) which is embedded in or furnished for use with the rad io products and the 
related Documentation; provided that Licensee transfers all copies of the Software and Documentation to the transferee, and 
Licensee and the transferee sign a transfer form to be provided by Motorola upon request, obligating the transferee to be 
bound by this Agreement. 

Section 8 TERM AND TERMINATION 

8.1 Licensee's right to use the Software and Documentation will begin when the Primary Agreement is signed by both 
parties and will continue for the life of the Designated Products with which or for which the Software and Documentation 
have been provided by Motorola, unless Licensee breaches this Agreement, in which case this Agreement and Licensee's 
right to use the Software and Documentation may be terminated immediately upon notice by Motorola. 

8.2 Within thirty (30) days after termination of this Agreement, Licensee must certify in writing to Motorola that all copies 
of the Software have been removed or deleted from the Designated Products and that all copies of the Software and 
Documentation have been returned to Motorola or destroyed by Licensee and are no longer in use by Licensee . 
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8.3 Licensee acknowledges that Motorola made a considerable investment of resources in the development, marketing, 
and distribution of the Software and Documentation and that Licensee's breach of this Agreement will result in irreparable 
harm to Motorola for which monetary damages would be inadequate. If Licensee breaches this Agreement, Motorola may 
terminate this Agreement and be entitled to all available remedies at law or in equity (including immediate injunctive relief 
and repossession of all non-embedded Software and associated Documentation unless Licensee is a Federal agency of the 
United States Government) . 

Section 9 Commercial Computer Software 

9.1 This Section 9 only applies to U.S. Government end users. The Software, Documentation and updates are commercial 
items as that term is defined at 48 C.F.R. Part 2.101 , consisting of "commercial computer software" and "computer software 
documentation" as such terms are defined in 48 C.F.R. Part 252.227-7014(a)(1) and 48 C.F.R. Part 252.227-7014(a)(5) , and 
used in 48 C.F.R. Part 12.212 and 48 C.F.R. Part 227.7202, as applicable. Consistent with 48 C.F.R. Part 12.212, 48 C.F.R. 
Part 252.227-7015, 48 C.F.R. Part 227.7202-1 through 227.7202-4, 48 C.F.R. Part 52.227-19, and other relevant sections of 
the Code of Federal Regulations , as applicable, the Software, Documentation and Updates are distributed and licensed to 
U.S. Government end users: (i) only as commercial items, and (ii) with only those rights as are granted to all other end users 
pursuant to the terms and conditions contained herein. 

9.2 If Licensee is licensing Software for end use by the United States Government or a United States Government 
agency, Licensee may transfer such Software license, but only if: (i) Licensee transfers all copies of such Software and 
Documentation to such United States Government entity or interim transferee, and (ii) Licensee has first obtained from the 
transferee (if applicable) and ultimate end user an enforceable end user license agreement containing restrictions 
substantially identical to the ones contained in this Agreement. Except as stat~d in the foregoing , Licensee and any 
transferee(s) authorized by this subsection 9.2 may not otherwise use or transfer or make available any Motorola software to 
any third party nor permit any party to do so. 

Section 10 CONFIDENTIALITY 

Licensee acknowledges that the Software and Documentation contain Motorola's valuable proprietary and Confidential 
Information and are Motorola's trade secrets , and that the provisions in the Primary Agreement concerning Confidential 
Information apply. 

Section 11 LIMITATION OF LIABILITY 

The Limitation of Liability provision is described in the Primary Agreement. 

Section 12 NOTICES 

Notices are described in the Primary Agreement. 

Section 13 GENERAL 

13.1. COPYRIGHT NOTICES. The existence of a copyright notice on the Software will not be construed as an admission 
or presumption of publication of the Software or public disclosure of any trade secrets associated with the Software. 

13.2. COMPLIANCE WITH LAWS. Licensee acknowledges that the Software is subject to the laws and regulations of the 
United States and Licensee will comply with all applicable laws and regulations, including export laws and regulations of the 
United States. Licensee will not, without the prior authorization of Motorola and the appropriate governmental authority of 
the United States, in any form export or re-export, sell or resell , ship or reship, or divert, through direct or indirect means, any 
item or technical data or direct or indirect products sold or otherwise furnished to any person within any territory for which the 
United States Government or any of its agencies at the time of the action, requires an export license or other governmental 
approval. Violation of this provision is a material breach of this Agreement. 
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13.3 FUTURE REGULATORY REQUIREMENTS. The Parties acknowledge and agree that this is an evolving technological 
area and therefore, laws and regulations regarding Services and use of Solution may change. Changes to existing Services 
or the Solution required to achieve regulatory compliance may be available for an additional fee. Any required changes may 
also impact the price for Services. 

13.4. ASSIGNMENTS AND SUBCONTRACTING. Motorola may assign its rights or subcontract its obligations under this 
Agreement, or encumber or sell its rights in any Software, without prior notice to or consent of Licensee. 

13.5. GOVERNING LAW. This Agreement is governed by the laws of the United States to the extent that they apply and 
otherwise by the internal substantive laws of the State to which the Software is shipped if Licensee is a sovereign 
government entity, or the internal substantive laws of the State of Illinois if Licensee is not a sovereign government entity. 
The terms of the U.N. Convention on Contracts for the International Sale of Goods do not apply. In the event that the 
Uniform Computer Information Transaction Act, any version of this Act, or a substantially similar law (collectively "UCITA") 
becomes applicable to a party's performance under this Agreement, UCITA does not govern any aspect of this Agreement or 
any license granted under this Agreement, or any of the parties' rights or obligations under this Agreement. The governing 
law will be that in effect prior to the applicability of UCIT A. 

13.6. THIRD PARTY BENEFICIARIES. This Agreement is entered into solely for the benefit of Motorola and Licensee. 
No third party has the right to make any claim or assert any right under this Agreement, and no third party is deemed a 
beneficiary of this Agreement. Notwithstanding the foregoing , any licensor or supplier of third party software included in the 
Software will be a direct and intended third party beneficiary of this Agreement. 

13.7. SURVIVAL. Sections 4, 5, 6.4, 7, 8, 9, 10, 11 and 13 survive the termination of this Agreement. 

13.8. ORDER OF PRECEDENCE. In the event of inconsistencies between this Exhibit and the Primary Agreement, the 
parties agree that this Exhibit prevails , only with respect to the specific subject matter of this Exhibit, and not the Primary 
Agreement or any other exhibit as it applies to any other subject matter. 

13.9. SECURITY. Motorola uses reasonable means in the design and writing of its own Software and the acquisition of 
third party Software to limit Security Vulnerabilities. While no software can be guaranteed to be free from Security 
Vulnerabilities , if a Security Vulnerability is discovered, Motorola will take the steps set forth in Section 6 of this Agreement. 
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Section 1 

ASTRO® System Upgrade 
Agreement Statement of Work 
1.1 Overview 
Utilizing the ASTRO® System Upgrade Agreement (SUA) service, St. Johns County is able to take 
advantage of new functionality and security features whi le extending the operational life of the system. 

Motorola Solutions, Inc. (Motorola) continues to make advancements in on-premises and cloud 
technologies to bring value to our customers. Cloud technologies enable the delivery of additional 
functionality through frequent updates ensuring the latest in ASTRO® is available at all times. 

This Statement of Work (SOW), including all of its subsections and attachments, is an integral part of the 
applicable agreement (Agreement) between Motorola and the Customer. 

The Customer is required to keep the system within a standard support period as described in Motorola's 
Software Support Policy (SwSP). 

1.2 Scope 
As system releases become available, Motorola agrees to provide the Customer with the software, 
hardware, and implementation services required to execute up to one system infrastructure upgrade 
(System Upgrade) in each eligible System Upgrade window over the term of this agreement. The term 
of the agreement is listed in Table 1: SUA Term. The eligible System Upgrade windows and their 
duration are illustrated in Table 2: Eligible System Upgrade Window. 

With the addition of the cloud services, Motorola will provide continuous updates to the cloud core to 
enable the delivery of additional functionality. Cloud updates will be more frequent than the ASTRO® 
System Upgrades and will occur outside the defined eligible System Upgrade windows in Table 2: 
Eligible System Upgrade Window. Motorola may, at its sole discretion , automatically apply the cloud 
updates as they become available. 

If needed to perform the System Upgrade, Motorola will provide updated and/or replacement hardware 
for covered infrastructure components. System Upgrades, when executed , will provide an equivalent 
level of functionality as that originally purchased and deployed by the Customer. At Motorola's option, 
new system releases may introduce new features or enhancements that Motorola may offer separately 
for purchase. 

Table of Contents CD ArOT'Oflloc.A SOLUTION$ 

Use or disclosure of this proposal is subject to the restrictions on the cover page. 
Motorola Solutions Confidential Restricted 

Page 3 



ASTRO 25 System Upgrade Agreement Statement of Work 

Table 1: SUA Term 

Duration 6 Year 

Table 2: Eligible System Upgrade Window 

March 1, 2024 
V1.05 

First Eligible Upgrade Window Second Eligible Upgrade Window Third Eligible Upgrade Window 

2025-2026 2027-2028 2029-2030 

The methodology for executing each System Upgrade is described in Section 1.5. ASTRO® SUA 
pricing is based on the system configuration outl ined in Appendix B: System Pricing Configuration . This 
configuration is to be reviewed annually from the contract effective date. Any change in system 
configuration may require an ASTRO® SUA price adjustment. 

The price quoted for ASTRO® SUA requires the Customer to choose a certified system upgrade path in 
Appendix A: ASTRO® System Release Upgrade Paths. Should the Customer elect an upgrade path 
other than one listed in Appendix A: ASTRO® System Release Upgrade Paths, the Customer agrees 
that additional fees may be incurred to complete the implementation of the system upgrade. In this 
case, Motorola will provide a price quotation for any additional materials and services necessary. 

1.3 Inclusions 
Refer to Table C-6: SUA Coverage Table for more detailed information on the SUA inclusions 
referenced in this section. 

1.3.1 System Upgrades 
System Upgrade coverage includes the products outlined in Appendix B: System Pricing Configuration 
and does not cover all products. The ASTRO® SUA applies only to System Upgrades within the 
ASTRO® platform and entitles the Customer to eligible past software versions for downgrading product 
software to a compatible release version. Past versions from within the Standard Support Period will be 
available. 

1.3.2 Subscriber Radio Software 
The ASTRO® SUA makes available the subscriber rad io software releases that are shipping from the 
factory during the coverage period. Please refer to Section 1.4.5 for further clarification on coverage. 

1.4 Limitations and Exclusions 
The parties acknowledge and agree that the ASTRO® SUA does not cover the products and services 
detailed in this document. 

Excluded Products and Services Examples (Not Limited To) 

is, Verint 

vtec Consoles 
____________ ___, 
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' Excluded Products and Services Examples (Not Limited To) 

Not certified on ASTRO® systems 

===::;:=:::::::::::-­
MPLS, Microwave, Multiplexers 

AP X, MCD 5000, Programming, Installation 

nas Transmission Line, Combiners, Multicouple 
-=;;;;;;;;;;,; 

et 
===--==---==-========-:! ....... --------- ===-:=--==--== Maintenance Services of any kind 

1.4.1 Platform Migrations 
Platform Migrations are the replacement of a product with the next generation of that product that is not 
within the same product family. This can be defined as a new technology that is based on a new 
hardware configuration and/or a new underlying software. Any upgrades to hardware versions and/or 
replacement hardware required to support new features or those not specifically required to maintain 
existing functionality are not included. Unless otherwise stated in this document, Platform Migrations 
such as, but not limited to , stations, comparators, site controllers , consoles, backhaul , and network 
changes are not included. 

1.4.2 Non-Standard Configurations 
Systems that have non-standard configurations that have not been certified by Motorola Systems 
Integration Testing are specifically excluded from the ASTRO® SUA unless otherwise included in this 
SOW. Customer acknowledges that if the system has a Special Product Feature it may be overwritten 
by the software upgrade. Restoration of that feature is not included in the coverage of this SOW. 

1.4.3 System Expansions and New Features 
Any upgrades to hardware versions, replacement hardware, and/or implementation services that are 
not directly required to support the certified System Upgrade are not included unless otherwise agreed 
to in writing by Motorola. This exclusion applies to, but is not limited to , system expansions and new 
features . 

1.4.4 Cloud Technology 
Support for Customer-provided connectivity to the cloud platform is not covered under this agreement. 

Future cloud , IT, and security related adoption is an evolving technological area and laws, regulations, 
and standards relating to ASTRO® SUA may change. Any changes to ASTRO® SUA required to 
achieve future regulatory or Customer specific compliance requirements are not included. 

1.4.5 Subscriber Radio Software 
Applying software updates to subscriber radios is the Customer's responsibility and is not included in 
SUA coverage. Subscriber radios must be at a software release compatible with the Customer's 
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ASTRO® system configuration. Motorola will make reasonable efforts to notify the Customer if there is 
an incompatibil ity. 

1.5 

1.5.1 

General Statement of Work for System Upgrades 

Upgrade Planning and Preparation 
All items listed in this section are to be completed at least 6 months prior to a scheduled upgrade. 

1.5.1.1 Motorola Responsibi lities 

• Obtain and review infrastructure system audit data as needed. 

• Identify the backlog accumulation of security patches and antivirus upgrades needed to 
implement a system release. If applicable, provide a quote for the necessary labor, security 
patches, and antivirus upgrades. 

• If applicable, identify additional system hardware needed to implement a system release. 

• Identify Customer provided hardware that is not covered under this agreement, or where the 
Customer will be responsible for implementing the system release upgrade software. 

• Identify the equipment requirements and the installation plan . 

• Advise the Customer of probable impact to system users during the cloud update and the actual 
field upgrade implementation. 

• If applicable, advise the Customer on the network connection specifications necessary to 
perform the System Upgrade. 

• Where necessary to maintain existing functionality and capabilities, deploy and configure any 
additional telecommunications equipment necessary for connectivity to the cloud based 
technologies. 

• Assign program management support required to perform the certified System Upgrade. 
Prepare an overall System Upgrade schedule identifying key tasks and personnel resources 
required from Motorola and Customer for each task and phase of the System Upgrade. Conduct 
a review of this schedule and obtain mutual agreement of the same. 

• Assign installation and engineering labor required to perform the certified System Upgrade. 

• Provide access to cloud training videos, frequently asked questions, and help guide. 

• Deliver release impact and change management training to the primary zone core owners, 
outlining the changes to their system as a result of the upgrade path elected . This training 
needs to be completed at least 12 weeks prior to the scheduled System Upgrade. This training 
will not be provided separately for user agencies who reside on a zone core owned by another 
entity. Unless specifically stated in this document, Motorola will provide this training only once 
per system. 

1.5.1.2 Customer Responsibilities 

• Contact Motorola to schedule a System Upgrade and provide necessary information requested 
by Motorola to execute the System Upgrade. Review System Upgrade schedule and reach 
mutual agreement of the same. 

Table of Contents CD M'OT'OlltOC.A SOI...UTIONS 

Use or disclosure of this proposal is subject to the restrictions on the cover page. 
Motorola Solutions Confidential Restricted 

Page 6 



ASTRO 25 System Upgrade Agreement Statement of Work 

• Identify hardware not purchased through Motorola that will require the system release upgrade 
software. 

• Purchase the security patches, antivirus upgrades and the labor necessary to address any 
security upgrades backlog accumulation identified in Section 1.5.1.1 Motorola Responsibilities , if 
applicable. Unless otherwise agreed in writing between Motorola and Customer, the installation 
and implementation of accumulated backlog security patches and network updates is the 
responsibility of the Customer. (Please see RSUS SOW) 

• If applicable, provide network connectivity at the zone core site(s) for Motorola to use to 
download and pre-position the software that is to be installed at the zone core site(s) and 
pushed to remote sites from there. Motorola will provide the network connection specifications, 
as listed in Section 1.5.1.1 Motorola Responsibilities. Network connectivity must be provided at 
least 12 weeks prior to the scheduled System Upgrade. In the event access to a network 
connection is unavailable, the Customer may be billed additional costs to execute the System 
Upgrade. 

• Assist in site walks of the system during the system audit when necessary. 

• Provide a list of any FRUs and/or spare hardware to be included in the System Upgrade when 
applicable. Upon reasonable request by Motorola , Customer will provide a complete serial and 
model number list of the equipment. The inventory count of Customer FR Us and/or spare 
hardware to be included as of the start of the SUA is included in Appendix B: System Pricing 
Configuration . 

• Acknowledge that new and optional system release features or system expansions, and their 
required implementation labor, are not within the scope of the SUA. The Customer may 
purchase these under a separate agreement. 

• Maintain an internet connection between the on premise radio solution and the cloud platform, 
unless provided by Motorola under separate Agreement. 

• Identify any Customer specific standard or requirements that may be implicated by the planned 
upgrade(s) , including heightened cloud, IT, or information security related standards or 
requirements , such as those that may apply to U.S. Federal Customer or other government 
Customer standards. Motorola makes no representations as to the compliance of ASTRO® 
SUA with any Customer specific standards, requirements, specifications, or terms, except to the 
extent expressly specified. 

• Participate in release impact training at least 12 weeks prior to the scheduled System Upgrade. 
This applies only to primary zone core owners. It is the zone core owner's responsibility to 
contact and include any user agencies that need to be trained , or to act as a training agency for 
those users not included. 

1.5.2 System Readiness Checkpoint 
All items listed in this section are to be completed at least 30 days prior to a scheduled upgrade. 

1.5.2.1 Motorola Responsibilities 

• Perform appropriate system backups. 

• Work with the Customer to validate that all system maintenance is current. 

• Work with the Customer to validate that all available security patches and antivirus upgrades 
have been upgraded on the Customer's system. 
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- Motorola reserves the right to charge the Customer for the security patches, antivirus 
updates and the labor necessary to address any security updates backlog accumulation, in 
the event that these are not completed by the Customer at the System Readiness 
Checkpoint. 

1.5.2.2 Customer Responsibilities 

• Validate that system maintenance is current. 

• Validate that all available security patches and antivirus upgrades to the Customer's system 
have been completed or contract Motorola to complete in time for the System Readiness 
Checkpoint. 

1.5.3 System Upgrade 

1.5.3.1 Motorola Responsibilities 

• Perform System Upgrade for the system elements outlined in this SOW. 

1.5.3.2 Customer Responsibilities 

• Inform system users of software upgrade plans and scheduled system downtime. 

• Cooperate with Motorola and perform all acts that are reasonable or necessary to enable 
Motorola to provide software upgrade services. 

1.5.4 Upgrade Completion 

1.5.4.1 Motorola Responsibil ities 

• Validate all certified System Upgrade deliverables are complete as contractually required . 

• Confirm with Customer that the cloud is available for beneficial use. 

1.5.4.2 Customer Responsibilities 

• Cooperate with Motorola in efforts to complete any post upgrade punch list items as needed. 

1.6 Special Provisions 
The migration of capabilities from ASTRO® on-premises Core infrastructure to the cloud is included in 
the deliverable of the SUA agreement. Technologies based on cloud architecture will be a part of the 
Motorola roadmap and may be subject to additional cloud terms and conditions. 

The SUA does not extend to Customer-provided software and hardware. Motorola makes no warrants 
or commitments about adapting our standard system releases to accommodate Customer implemented 
equipment. If during the course of a System Upgrade, it is determined that Customer provided software 
and/or hardware does not function properly, Motorola will notify the Customer of the limitations. The 
Customer is responsible for any costs and liabilities associated with making the Customer-provided 
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software and/or hardware work with the standard Motorola system release. This includes, but is not 
limited to , Motorola's costs for the deployment of resources to implement the upgrade once the 
limitations have been resolved by the Customer. 

Any Motorola software, including any system releases, is licensed to Customer solely in accordance 
with the applicable Motorola Software License Agreement. Any non-Motorola Software is licensed to 
Customer in accordance with the standard license, terms, and restrictions of the copyright owner unless 
the copyright owner has granted to Motorola the right to sublicense the Non-Motorola Software 
pursuant to the Software License Agreement, in which case it applies and the copyright owner will have 
all of Licensor's rights and protections under the Software License Agreement. Motorola makes no 
representations or warranties of any kind regarding non-Motorola Software. Non-Motorola Software 
may include Open Source Software. 

ASTRO® SUA coverage and the parties' responsibilities described in this SOW will automatically 
terminate if Motorola no longer supports the ASTRO® 7.x software version in the Customer's system or 
discontinues the ASTRO® SUA program. In either case, Motorola will refund to Customer any prepaid 
fees for ASTRO® SUA applicable to the terminated period. 

If the Customer cancels a scheduled upgrade within less than 12 weeks of the scheduled on site date, 
Motorola reserves the right to charge the Customer a cancellation fee equivalent to the cost of the pre­
planning efforts completed by the Motorola Upgrade Operations Team. 

The ASTRO® SUA annualized price is based on the fulfillment of the system release upgrade in each 
eligible System Upgrade window. If the Customer terminates, except if Motorola is the defaulting party, 
the Customer will be required to pay for the balance of payments owed in that eligible System Upgrade 
window if a system release upgrade has been taken prior to the point of termination . 

Appendix A: ASTRO® System Release Upgrade Paths 
The upgrade paths for standard ASTRO® system releases are listed in Table A-3: Certified Standard 
ASTRO® System Release Upgrade Paths. 

Table A-3: Certified Standard ASTRO® System Release Upgrade Paths 

ASTRO® System Release Certified Upgrade Paths 

Upgrade to current shipping release 

A2020.1 =-=-=============== A2021.1 =::::::::::-==============-..... 
A2021.1 

A2022.1 
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ASTRO 25 Security Update 
Service Statement of Work 
1. 7 Overview 

Motorola Solutions' ASTRO® 25 Security Update Service ("SUS") provides pretested security updates, 
minimizing cyber risk and software conflicts. These security updates contain operating system security 
patches and antivirus definitions that have been validated for compatibility with ASTRO 25 systems. 
Security update delivery is determined by the options included as part of this service. Section 1.10 
Inclusions indicates if options are included as part of this service. 

This Statement of Work ("SOW"), including all of its subsections and attachments, is an integral part of the 
applicable agreement ("Agreement") between Motorola Solutions, Inc. ("Motorola Solutions") and the customer 
("Customer"). 

In order to receive the services as defined within this SOW, the Customer is required to keep the system within a 
standard support period as described in Motorola Solutions' Software Support Policy ("SwSP"). 

1.8 Description of Service 

Motorola Solutions uses a dedicated information assurance lab to test and validate security updates. 
Motorola Solutions deploys and tests security updates in the lab to check for and prevent potential 
service degradation. 

Motorola Solutions releases tested, compatible security updates for download and installation . Once 
security updates are verified by the SUS team , Motorola Solutions uploads them to a secure website 
and sends a release notification email to the Customer contact to inform them that the security update 
release is available. If there are any recommended configuration changes, warnings, or workarounds, 
the SUS team will provide documentation with the security updates on the secure website. 

With the base service, the Customer will be responsible for downloading security updates, installing 
them on applicable components, and rebooting updated components. Additional options are available 
for Motorola Solutions to deploy security updates, reboot servers and workstations, or both. 

1.8.1 On-site Delivery 
If On-site Delivery is included with SUS, Motorola Solutions provides trained technician(s) to install 
security updates at the Customer's location. The technician downloads and installs available security 
updates and coordinates any subsequent server and workstation reboots. 

This subm ission is subject to the clarifications specified in the pricing section of the budgetary estimate/quote. This document includes Motorola 
Solutions' Proprietary data; such information is submitted with the restriction that it is to be used only for evaluation purposes, and is not to be disclosed 
publicly or in any manner to anyone other than those required to evaluate the budgetary estimate/quote. 
AVTEC, MOTO, AVTEC SOLUTIONS, and the Stylized M Logo are trademarks or registered trademarks of AVTEC Trademark Holdings, LLC and are 
used under license. All other trademarks are the property of their respective owners. © 2023 A VTEC Solutions, Inc. All rights reserved. 



1.8.2 Reboot Support 
If Reboot Support is included with SUS, Motorola Solutions provides technician support to reboot 
impacted Microsoft Windows servers and workstations after operating system security patches have 
been installed . 

1.9 Scope 

SUS includes pretested security updates for the software listed in Table 1: Update Cadence. This table 
also describes the release cadence for security updates. 

Table 1: Update Cadence 

Software Update Release Cadence 

1.10 Inclusions 

Supported ASTRO 25 core types and security update delivery methods are included in Table 2: SUS 
Packages. This table indicates if Motorola Solutions will provide any SUS optional services to the 
Customer. SUS supports the current Motorola Solutions ASTRO 25 system release and aligns with the 
established Software Support Policy (SwSP) . 

Motorola Solutions reserves the right to determine, which releases are supported as business 
conditions dictate. Additional charges may apply in the event of supporting older releases. Contact 
Motorola Solutions' assigned Customer Support Manager ("CSM") for the latest supported releases. 



Service 

Security Update Service 
Customer Self-installed 

rity Update Service 
Reboot Support 

Security Update Service 
with On-site Delivery 

Table 2: SUS Packages 

L Core 

ASTRO 25 
Core Type 

M Core 
Simplified Core 

L Core 
M Core 
Simplified Core 

Included 

Responsibilities for downloading and installing security updates and rebooting applicable hardware are 
detailed in Section 1.14 Installation and Reboot Responsibilities. 

1.11 Motorola Solutions Responsibilities 

• On the release schedule in Section 1.9 Scope, review relevant and appropriate security patches 
released by Original Equipment Manufacturer ("OEM") vendors. 

• Release tested and verified security patches to Motorola Solutions' secure website. 

• Publish documentation for installation, recommended configuration changes, any identified 
issue(s), and remediation instructions for each security update release. 

• Include printable labels the Customer may use if downloading security updates to a disk. 

• Send notifications by email when security updates are available to download from the secure 
website. 

1.12 Limitations and Exclusions 

• Systems with non-standard configurations that have not been certified by Motorola Solutions' 
Systems Integration and Test ("SIT") team are specifically excluded from this service, unless 
otherwise agreed in writing by Motorola Solutions. 

• Interim or unplanned releases outside the supported release cadence. 

• Service does not include pretested intrusion detection system ("IDS") signature updates for IDS 
solutions. However, select vendor IDS signature updates are made available via the secure 
website . The available vendors may change pursuant to Motorola Solutions' business decisions. 
The Customer is responsible for complying with all IDS licensing requirements and fees, if any. 

This submission is subject to the clarifications specified in the pricing section of the budgetary estimate/quote. This document includes Motorola 
Solutions ' Proprietary data; such information is submitted with the restriction that it is to be used only for evaluation purposes, and is not to be disclosed 
publicly or in any manner to anyone other than those required to evaluate the budgetary estimate/quote. 
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• This service does not include releases for Motorola Solutions products that are not ASTRO 25 
L, M, and Simplified Core radio network infrastructure equipment. The following are examples of 
excluded products: WAVE PTX™ , Critical Connect, and VESTA® solutions. 

• K Core ASTRO 25 systems are excluded. 

• Motorola Solutions product updates are not included in these services. 

• Shared network infrastructure firmware , such as transport and firewall firmware, are not 
included in these services. 

• Motorola Solutions does not represent that it will identify, fully recognize , discover, or resolve all 
security events or threats , system vulnerabilities , malicious codes or data, backdoors, or other 
system threats or incompatibilities as part of the service, or that the agreed upon cadence/time 
of delivery will be sufficient to identify, mitigate or prevent any cyber incident. 

1.13 Customer Responsibilities 

• Provide Motorola Solutions with predefined information necessary to complete a Customer 
Support Plan ("CSP") prior to the Agreement start date. 

• Provide timely updates on changes of information supplied in the CSP to Motorola Solutions' 
assigned CSM. 

• Update Motorola Solutions with any changes in contact information , specifically for authorized 
users of Motorola Solutions' secure website. 

• Provide means for accessing Motorola Solutions' secure website to collect the pretested files . 

• Download and apply only to the Customer's system as applicable, based on the Customer 
Agreement and the scope of the purchased service. Distribution to any other system or user 
other than the system/user contemplated by the Customer Agreement is not permitted. 

• Implement Motorola Technical Notices ("MTN") to keep the system current and patchable. 

• Adhere closely to the Motorola Solutions Centralized Managed Support Operations ("CMSO") 
troubleshooting guidelines provided upon system acquisition. Failure to follow CMSO guidelines 
may cause the Customer and Motorola Solutions unnecessary or overly burdensome 
remediation efforts. In such cases, Motorola Solutions reserves the right to charge an additional 
fee for the remediation effort. 

• Upgrade system to a supported system release when needed to continue service. Contact 
Motorola Solutions' assigned CSM for the latest supported releases. 

• Comply with the terms of applicable license agreements between the Customer and non­
Motorola Solutions software copyright owners. 

1.14 Installation and Reboot Responsibilities 

Installation and Reboot responsibilities are determined by the specific SUS package being purchased . 
Table 3: Installation and Reboot Responsibilities Matrix contains the breakdown of responsibilities . 
Section 1.10 Inclusions indicates which services are included. 

Microsoft Windows servers and workstations often need to be rebooted before security updates take 
full effect and mitigate vu lnerabilities. 



Table 3: Installation and Reboot Responsibilities Matrix 

SUS Package 

Security Update Service 

Customer Self-installed 

Security Update Service with On­
site Delivery 

Security Update Service with 
Reboot Support 

1.15 Disclaimer 

Motorola Solutions 
Responsibilities 

• Dispatch a technician to deploy 
pretested files to the Customer's 
system. 

• When a security update requires 
a reboot, reboot servers and 
workstations after security 
updates are installed. 

• When a security update requires 
a reboot, dispatch a technician 
to reboot servers and 
workstations after security 
updates are installed. 

Customer Responsibilities 

• Deploy pretested files to the 
Customer's system as instructed 
in the "Read Me" text provided 
on Motorola Solutions' secure 
website. 

• When a security update requires 
a reboot, reboot servers and 
workstations after security 
updates are installed. 

• Acknowledge Motorola Solutions 
will reboot servers and 
workstations, and agree to 
timing. 

• Deploy pretested files to the 
Customer's system as instructed 
in the "Read Me" text provided 
on Motorola Solutions' secure 
website. 

This service tests OEM security updates. Del ivering security updates for specific software depends on 
OEM support for that software. If an OEM removes support (e .g. end-of-life) from deployed software, 
Motorola Solutions may work with the O'EM to reduce the impact, but may remove support for the 
affected software from this service without notice. 

OEMs determine security update schedu les, supportability, or release availability without consultation 
from Motorola Solutions. Motorola Solutions will obtain and test security updates when they are made 
available, and incorporate those security updates into the next appropriate release . 

All security updates are important. This service is intended to balance the security and compatibility of 
tested updates with agreed upon time/cadence of delivery. Customer assumes the risk of th is inherent 
tradeoff. 

This submission is subject to the clarifications specified in the pricing section of the budgetary estimate/quote. This document includes Motorola 
Solutions' Proprietary data; such information is submitted with the restriction that it is to be used only for evaluation purposes, and is not to be disclosed 
publicly or in any manner to anyone other than those required to evaluate the budgetary estimate/quote. 
AVTEC, MOTO, AVTEC SOLUTIONS, and the Stylized M Logo are trademarks or registered trademarks of AVTEC Trademark Holdings, LLC and are 
used under license. All other trademarks are the property of their respective owners. © 2023 A VTEC Solutions, Inc. All rights reserved. 



Motorola Solutions disclaims any warranty with respect to pretested database security updates, hypervisor 
patches, operating system software patches, intrusion detection sensor signature files, or other third-party files, 
express or implied. Further, Motorola Solutions disclaims any warranty concerning non-Motorola Solutions 
software and does not guarantee Customers' systems will be error-free or immune to security breaches as a 
result of these services. 
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ASTRO® 25 Remote Security 
Update Service Statement of 
Work 
1.16 Overview 

Motorola Solutions, lnc.'s (Motorola) ASTRO® 25 Remote Security Update Service (RSUS) provides 
pretested security updates, minimizing cyber risk and software conflicts. These security updates 
contain operating system security patches and antivirus definitions that have been validated for 
compatibility with ASTRO 25 systems. Motorola will remotely deliver tested security updates to the 
Customer using a network connection . Reboot responsibility is determined by which options are 
included as part of this service. 

The ASTRO 25 Monthly Security Update Service (SUS) is a prerequisite for RSUS. Please see the 
Statement of Works for: ASTRO 25 SUS Statement of Work. 

This Statement of Work (SOW), including all of its subsections and attachments, is an integral part of the 
applicable agreement (Agreement) between Motorola and the customer (Customer). 

In order to receive the services as defined within this SOW, the Customer is required to keep the 
system within a standard support period as described in Motorola's Software Support Policy (SwSP) . 

1.17 Description of Service 

Motorola remotely installs pretested security updates on the applicable ASTRO 25 system components, 
as defined in Appendix 1. 

Note that some ASTRO 25 system components may be covered by the self-installed SUS service and 
not RSUS (RSUS Exceptions). 

If the Customer is unable to apply updates to RSUS exceptions, Motorola can provide Onsite SUS, 
whereby the Motorola field service team attend Customer premises to install the updates. 

Motorola remotely installs pretested security updates on the applicable ASTRO 25 system components. 
Motorola tests security updates for compatibility with ASTRO 25 in a dedicated information assurance 
lab. 

Motorola will install compatible ASTRO 25 security updates using a remote connection. After installing 
tested security updates remotely, Motorola provides the Customer with a report outlining the updates 
made to the Customer's system. This report will inform the Customer of security update network 
transfers and installation statuses. 
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1.17.1 Remote Update Requirements 
An always on , reliable connection from the Customer's network to Motorola is required to enable this 
service. The minimum bandwidth required is 20 Mbps or higher. If the Customer elects to provide a 
bandwidth lower than the minimum specification , the ability to deliver the service could be impacted. 
Additional hardware (such as a secure router) may be provided to deliver the services. If the Customer 
is unable to install the equipment or provide a suitable Internet connection , please contact your CSM to 
discuss options. Please note, if an existing connection is available, this may be suitable to deliver the 
service (subject to minimum bandwidth requirement) . 

1.17.2 Application of Prerequisite Motorola Technical Notices (MTN) 
In some instances, MTNs must be applied to enable Motorola to remotely deploy the latest security 
updates. MTN installation is not part of RSUS. In the event that Motorola is prevented from deploying 
security updates due to incomplete implementation of prerequisite MTNs, Motorola will raise a service 
incident and notify the Customer. Once necessary MTNs are applied to the Customer's system, 
Motorola will continue to remotely deploy security updates. 

1.17 .3 Updates to System Components in the Customer Enterprise Network 
Connections to other networks, herein referred to as Customer Enterprise Network (CEN) , are 
delineated by firewalls . All security updates deployed by RSUS are specific to the equipment included 
in the ASTRO 25 radio network. The only exceptions are those identified as RSUS exceptions in 
Appendix 1. 

The Customer may request a quote, via the CSM, for Motorola to remotely install updates to eligible 
systems that are in the Customer's CEN. 

The Customer must make the appropriate configuration changes to their firewall giving logical access 
and a network path to allow Motorola to remotely install the requisite patches. 

1.17.4 Windows Reboot Following Security Update Installation 
It is a critical requirement that Windows systems are rebooted following the installation of security 
updates. In the case of RSUS, this is the responsibility of the Customer. 

Failure of the Customer to fulfill reboot responsibilities as described in Table X-Y: Reboot 
Responsibilities Matrix exposes systems to security threats. Until reboot, the system is not updated. 

It will also delay execution of future RSUS updates, with a risk of failed RSUS scheduling and 
unnecessary Customer impact. 

If Customers require further support from Motorola to reboot following Windows update deployment and 
installation, please contact your CSM who can discuss options for Reboot Support. 

1.17.5 Reboot Support 
If the Reboot Support service is sold to complement RSUS, Motorola provides technician(s) to reboot 
impacted Microsoft Windows servers and workstations after operating system security patches have 
been installed . 

• The RSUS team will notify all listed contacts one week prior to patching to all required contacts 
(identified during service onboarding). 
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• On completion of patching , a final report is sent via email to the listed contacts . 

• The notif ication will state that patching is complete and systems need to be rebooted . 

• This process is repeated monthly. 

Reboot Support requires that the Customer representative works with Motorola techn icians to plan 
when reboots will be undertaken to reduce the operational impact. 

1.18 Scope 

RSUS includes pretested security updates for the software listed in Table 1-1 . This table also describes 
the release cadence for security updates. 

Table 0-1: Update Cadence 

Software Update Release Cadence 

Weeki 

Monthly 

Microsoft Windows SOL Server Quarterly 
--==---=========;:;;::::===--::==-~--=--=====:::=:;;:::;;== Red Hat Linux (RHEL) Quarterly :=::::====-========;;;: VMWare ESXi Hypervisor Quarterly 

-==========::::::: 
Trellix (McAfee) Patch(es) Quarterly 

:===.:=======:::::::=::::==.:: 
==:..--====-==============:......:: 

Quarterly 

Quarterly 

Motorola installs security updates during normal business hours. Normal business hours are defined as 
8 a.m. to 5 p.m. Central Standard Time Monday through Friday, excluding public holidays. 

The Customer may submit a formal request that Motorola personnel work outside of these hours. The 
Customer will need to pay additional costs for work to be completed outside of normal business hours. 

Motorola will provide an Impact Timeline (ITL) to the Customer to show installation tasks scheduled , 
including preparation work and the transfer of security updates to local storage or memory. Core Server 
reboots or zone controller rollover will be initiated at the times shared in the ITL. 

It is a critical requirement that Windows systems are rebooted following the installation of security 
updates. In the case of RSUS, this is the responsibility of the Customer. 

Intrusive security updates require Customer coordination , may require hardware reboots and zone 
controller rolling (switching from one zone controller to the other) to fully implement. Systems with 
redundant zone controllers (L2, M2, M3) have low downtime (minutes) as the zone controllers are rolled 
but systems with single zone controllers (L 1, M1) will be down for longer periods. While rolling the zone 
controllers, the system will operate in "site trunking" mode. The Customer will need to be aware of 
these operational impacts, and coordinate events with users. 
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1.18.1 Tenanted Customers Access to Antivirus Updates 
Where a Customer is a Tenant Customer (for example, a Public Safety Access Point / Dispatch Centre) 
on a Core system owned and operated by another organization , any Tenant customer systems such as 
dispatch consoles need to be able to access the core Central Security Management Server (CSMS). 
The RSUS team will need permission from the Core system owners to allow connectivity from the Core 
system to any RSUS entitled Tenant Customers. 

1.19 Inclusions 

Supported ASTRO 25 core types and security update delivery methods are included in Table 0-2: SUS 
Packages. Th is table indicates if Motorola will provide any RSUS optional services to the Customer. 
RSUS supports the current Motorola ASTRO 25 system release and aligns with the established 
Software Support Policy (SwSP) . 

Motorola reserves the right to determine which releases are supported as business conditions dictate. 
Additional charges may apply in the event of supporting releases that are no longer within the Standard 
Support Period (as defined by the SWSP). Contact Motorola's assigned CSM for the latest supported 
releases. 

Service 

Remote Security Update Service 

Table 0-2: SUS Packages 

ASTRO 25 Core Type 

L Core 
M Core 
Simplified Core 

Included 

X 

Responsibilities for rebooting applicable hardware are detailed in section 1.23 Reboot Responsibilities. 

1.20 Motorola Responsibilities 

• If requi red, Motorola will send to the customer a secure router and / or a Network Management 
Client for installation in the ASTRO 25 system. If the Customer is unable to install , please 
contact your CSM who will be able to arrange for this to be completed. 

• Remotely deploy patches listed in Section 1.3 on the Customer's system. Patches will be 
installed on the cadence described in that section. 

- As outlined in Section 1.3, coordinate and communicate with the Customer when install ing 
updates that will require server reboots , workstation reboots, or both. 

- Install non-intrusive updates, like antivirus definitions, as released without coordination . 

• In the event that no security updates are released by the Original Equipment Manufacturers 
(OEM) , the Final RSUS Patch Report can be reviewed by the Customer to identify where no 
new security updates were required. 

• Coordinate RSUS activities with any other Motorola system maintenance or other engineering 
activities with the Customer to minimize downtime, inefficiency and operational impact. 
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1.21 Limitations and Exclusions 

• Systems with non-standard configurations that have not been certified by Motorola 's Systems 
Integration and Test (SIT) team are specifically excluded from this service, unless otherwise 
agreed in writing by Motorola . 

• Interim or unplanned releases outside the supported release cadence. 

• Service does not include pretested intrusion detection system (IDS) signature updates for IDS 
solutions. However, select vendor IDS signature updates are made available via the secure 
website . The available vendors may change pursuant to Motorola's business decisions. The 
Customer is responsible for complying with all IDS licensing requirements and fees, if any. 

• This service does not include releases for Motorola products that are not ASTRO 25 L, M, and 
Simplified Core radio network infrastructure equipment. The following are examples of excluded 
products: WAVE PTX™, Critical Connect, and VESTA® solutions. 

• K Core ASTRO 25 systems are excluded . 

• Motorola product updates are not included in these services. 

• Shared network infrastructure firmware , such as transport and firewall firmware are not included 
in these services. 

• This service excludes the delivery of MTNs to the customer system. 

• Motorola does not represent that it will identify, fully recognize , discover, or resolve all security 
events or threats, system vulnerabilities, malicious codes or data, backdoors, or other system 
threats or incompatibilities as part of the service, or that the agreed upon cadence/time of 
delivery will be sufficient to identify, mitigate or prevent any cyber incident. 

• Motorola shall provide Customers with a list of MTNs that are prerequisite for execution of the 
RSUS service. 

1.22 Customer Responsibilities 
• This service requires connectivity from Motorola to the Customer's ASTRO 25 system. If 

requ ired , procure internet connectivity before the service commences, and maintain it for the 
duration of the service contract. 

• Refrain from making uncertified changes to the ASTRO 25 system. Consult with Motorola 
before making changes to the ASTRO 25 system. 

• Be aware of the operational impacts of RSUS update installation , and coordinate the update 
process with users. 

• Prerequisite Motorola Technical Notices (MTN) must be applied to enable Motorola to remotely 
deploy the latest security updates. The list of MTNs that must be applied are available on the 
SUS secure customer portal. 

1.23 Reboot Responsibilities 
Microsoft Windows servers and workstations often need to be rebooted before security updates take 
full effect and mitigate vulnerabilities . Reboot responsibilities are determined by the specific RSUS 
package being purchased . Table 1-3 contains the breakdown of responsibilities. 
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If a Customer chooses not to reboot after an update, whether for operational reasons or convenience, 
they are accepting the associated risks, which include: 

• Greater exposure to cyber security threats and vulnerabilities. 

• Impact to implementation of subsequent RSUS Windows updates at the agreed delivery 
cadence, until the devices are rebooted and at the correct RSUS release. 

If Customers require further support from Motorola to reboot following W indows update deployment and 
installation, please contact your CSM who can discuss options for Reboot Support. 

Remote SUS 
Package 

Remote Security 
Update Service 

Table 0-3: Reboot Responsibilities Matrix 

Motorola Responsibilities 

• Provide a report to the Customer's 
main contact listing the servers or 
workstations which must be rebooted 
to ensure installed security updates 
become effective. 

Customer Responsibilities 

• When a security update requires a 
reboot, reboot servers and workstations 
after security updates are installed. 

1.24 Disclaimer 

This service tests OEM security updates. Delivering security updates for specific software depends on 
OEM support for that software. If an OEM removes support (e.g. end-of-life) from deployed software, 
Motorola may work with the OEM to reduce the impact, but may remove support for the affected 
software from this service without notice. 

OEMs determine security update schedules, supportability, or release availability without consultation 
from Motorola. Motorola will obtain and test security updates when they are made available, and 
incorporate those security updates into the next appropriate release. 

All security updates are important. This service is intended to balance the security and compatibility of 
tested updates with agreed upon time/cadence of delivery. Customer assumes the risk of this inherent 
tradeoff. 

Motorola disclaims any warranty with respect to pretested database security updates, hypervisor patches, 
operating system software patches, intrusion detection sensor signature files, or other third-party files, express or 
implied. Further, Motorola disclaims any warranty concerning non-Motorola software and does not guarantee 
Customers' systems will be error-free or immune to security breaches as a result of these services. 
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ASTRO 25 System Upgrade Agreement Statement of Work V1 .05 

SECTION 2.0 

PRICING SUMMARY 

FYZS FY26 FY27 FYZS FY29 FY30 SUAII 
10/1/2024 10/1/2025 10/1/2026 10/1/2027 10/1/2028 10/1/2029 TOTAL 

$690,649.00 $ 709,310.00 $ 728,717.00 $ 748,905.00 $ 769,897.00 $ 791,728.00 $4,439,206.00 

INFLATION ADJUSTMENT. For multi-year agreements, at the end of the first year of Agreement and each year thereafter, a CPI 
percentage change calculation shall be performed using the U.S. Department of Labor, Consumer Price Index, all terms, Unadjusted 
Urban Areas (CPI-U). Should the annual inflation rate increase greater than 3% during the previous year, Motorola shall have the right to 
increase all future maintenance prices by the CPI increase amount exceeding 3%. All items, not seasonally adjusted shall be used as the 
measure of CPI for this price adjustment. Measurement will take place once the annual average for the new year has been posted by the 
Bureau of Labor Statistics. For purposes of illustration, if in year 5 the CPI reported an increase of 8%, Motorola may increase the Year 6 
price by 5% (8%-3% base). 
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NOTICE OF SINGLE OR SOLE SOURCE PROCUREMENT 

St Johns County, FL Purchasing Division 

500 San Sebastian View 

St. Augustine, FL 32084 

Office: (904) 209-0150 

Sole/Single Source No: SS No: 1930 

Date Posted: June 26, 2024 

Written Response due: July 19, 2024 

RESPONSES SUBMITTED TO: 

Name: Jennifer McDaniel 

Email Address: jmcdaniel@sjcfl.us 

Phone Number: (904) 209-3270 

This is NOT a formal solicitation (RFB, RFP, RFQ) and there are no solicitation documents 
available. A contract or purchase order is proposed for the product(s) or service(s) identified below. 
St Johns County, FL, intends to negotiate and award a PO or contract to the Supplier indicated in 
accordance with Florida State Statute 287.057(5)(c) and 120.57(3). Any responses received as a 
result of this Notice shall be considered solely for the purpose of determining whether an 
equivalent product or service can be provided by alternative source(s), which may warrant a 
competitive solicitation. Responses will NOT be considered as proposals, bids or quotes. 

PRODUCT/SERVICE REQUIRED: 
Motorola Solutions - (SUAl 1), Software and Equipment upgrade with On-site Technical Support. 
Starting Date: 10/1 /2024-9/30/2030 (6-yr. Agreement) 

On-Site Infrastructure Response with Local Dispatch Statement of Work. 
Starting: 10/1/2024-9/30/2030 (6-yr. Agreement) 

DESCRIPTION: Motorola Solutions On-site Infrastructure Response with Local Dispatch 
Statement of Work, Services and Responsibilities, and SUAl l Software, Equipment and On-site 
Technical support. 
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SUAl 1 provides the County the ability to budget via OPEX for the replacement of all third-party 
hardware within the County Public Safety radio system and the labor associated. In addition, the 
SUA 11 provides up to one upgrade to the ASTRO 25 software release every two years, keeping the 
County radio system within the window of factory support. 

Furthermore, the SUAl 1 includes Remote Security Update Services (RSUS) which provides 
ongoing weekly, monthly, and quarterly pretested security updates, minimizing cyber risk and 
software conflicts. These security updates contain operating system security patches and antivirus 
definitions that are validated for compatibility with the County radio system. Maintaining the 
County radio system in a supportable state for maintenance, repair, overall network health, and 
security is imperative for the safety of your first responders. 

Motorola Solutions ' Remote Technical Support service provides telephone consultation for 
technical issues that require a high level of ASTRO® 25 network knowledge and troubleshooting 
capabilities. Remote Technical Support is delivered through the Motorola Solutions Centralized 
Managed Support Operations ("CMSO") organization by a staff of technical support specialists 
skilled in diagnosis and swift resolution of infrastructure performance and operational issues. 

Motorola Solutions applies leading industry standards in recording, monitoring, escalating, and 
reporting for technical support calls from its contracted customers to provide the support needed to 
maintain mission-critical systems. 

The CMSO organization's primary goal is Customer Issue Resolution ("CIR"), providing incident 
restoration and service request fulfillment for Motorola Solutions ' currently supported 
infrastructure. This team of highly skilled, knowledgeable, and experienced specialists is an 
integral part of the support and technical issue resolution process. The CMSO supports the 
Customer remotely using a variety of tools, including fault diagnostics tools, simulation networks, 
and fault database search engines. 

Calls requiring incidents or service requests will be logged in Motorola Solutions ' Customer 
Relationship Management ("CRM") system, and Motorola Solutions will track the progress of each 
incident from initial capture to resolution. This helps ensure that technical issues are prioritized, 
updated, tracked, and escalated as necessary, until resolution . Motorola Solutions will advise and 
inform Customer of incident resolution progress and tasks that require further investigation and 
assistance from the Customer' s technical resources. 

The CMSO Operations Center classifies and responds to each technical support request m 
accordance with Section 1.8: Priority Level Definitions and Response Times. 

This service requires the Customer to provide a suitably trained technical resource that delivers 
maintenance and support to the Customer' s system, and who is familiar with the operation of that 
system. Motorola Solutions provides technical consultants to support the local resource in the 
timely closure of infrastructure, performance, and operational issues. 

The CMSO Service Desk is available via telephone 24 hours per day, 7 days per week, and 365 
days per year to receive and log requests for technical support. Remote Technical Support service is 
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provided in accordance with Section 1.8: Priority Level Definitions and Response Times. 

INTENDED SOLE/SINGLE SOURCE CONTRACTOR/VENDOR: Motorola Solutions 

PROPOSED COST: $4,439,207.00 (6-yr. Agreement) - Motorola Solutions - (SUAl 1), Software, 
Equipment upgrade with On-site Technical Support. 

($1 ,371,483.24) (6-yr. Agreement) - Motorola Solutions, Inc., On-Site Infrastructure Response with 
Local Dispatch Statement of Work. 

PROPOSED CONTRACT/PURCHASE TERM: Motorola Solutions - (SUAl 1), Software, 
Equipment upgrade with On-site Technical Support. - 6-year Contract. 

Motorola Solutions, Inc. , On-Site Infrastructure Response with Local Dispatch Statement of 
Work. - 6-year Contract 

JUSTIFICATION FOR SOLE/SINGLE SOURCE: 
Motorola Solutions, Inc. (Motorola Solutions) has provide St. Johns County with continued service 
the last 10 years, our SUA offering provides St. Johns County the abi lity to budget via OPEX for 
the replacement of all third-party hardware within the St. Johns County Public Safety radio system 
and the labor associated. In addition, the SUA provides up to one upgrade to the ASTRO 25 
software release every two years, keeping the St. Johns County radio system within the window of 
factory support. 

Furthermore, the SUA includes Remote Security Update Services (RSUS) which provides ongoing 
weekly, monthly, and quarterly pretested security updates, minimizing cyber risk and software 
conflicts. 

Motorola Solutions is a national and global leader in the cybersecurity community with our recent 
acquisitions of both Delta Risk and Lunarline in 2020. We have evo lved into a holistic mission 
critical technology provider, placing Information Technology (IT), as well as cybersecurity, at the 
forefront of importance to protect our customers against threats to the confidentiality, integrity and 
availability of their operation. 

RESPONSE TO SOLE/SINGLE SOURCE: 
Firms who are capable of providing an equivalent product and/or service as stated herein may 

submit the following, in writing: Company Name, address, point of contact, contact information 
(phone #, email, etc.) and statement, description and/or capability to provide an equivalent 
product/service. Responses shall be submitted to the Point of Contac_t shown above, by or before 

the due date provided herein. Responses received after the provided due date shall not be 
considered. 

ATTACHMENTS: NIA 
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